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Abstract

Data privacy has become a controversial policy issue around the world. The EU passed strict
privacy rules, the state of California has rules coming into effect in 2020, and the U.S. FTC and
Congress are pursuing privacy agendas. However, limited empirical evidence illuminates how
much consumers value privacy or how their valuations vary across or within countries and
contexts. In this paper, we measure individuals’ valuation of online privacy across a wide range
of countries and data types. The online information we consider includes personal information on
finances, biometrics, location, networks, communications, and web browsing. The countries we
analyze include the United States, Mexico, Brazil, Colombia, Argentina, and Germany. We
conduct these measures using carefully designed, internationally distributed, discrete choice
surveys. These surveys allow us to measure tradeoffs across these aspects of online privacy, and
importantly, allow us to make relative comparisons of these tradeoffs across many countries.

We find that people in Germany place the highest value on privacy compared to the U.S. and Latin
American countries. Across countries, people place the highest value on keeping financial and
biometric information private—Dbalance and fingerprint data in particular. Germany’s status as the
country with highest value for privacy is driven largely by extremely strong preferences for
keeping financial data private. German respondents were willing to share bank balance information
in exchange for monthly payments of $15.43 and cash withdrawal information for $13.42/month.
People had to be paid the least for permission to receive ads, meaning people are much less
concerned about ads than any of the other types of data we explored. Indeed, in Argentina,
Colombia, and Mexico, the average respondent was willing to pay small amounts to receive ads,
suggesting that people in those countries like receiving ads. Location privacy also turned out to be
among the least valuable to people in every country.

We also find that women value privacy more than men do across platforms, data types, and
countries and older people value privacy more than younger people. We find no real differences
across income in privacy preferences.

These results are largely robust to a randomly controlled treatment, where a group of survey
respondents received a written statement about the value of data collection by these entities.
Preferences for privacy are generally unaffected by such a prompt, suggesting that their values of
only privacy are reasonably stable and not easily influenced.
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1. Introduction

The prevalence and value of data in virtually all sectors has grown tremendously, with
some even declaring it the world’s most valuable resource (Economist, 2017). However, along
with this growth in volume and value has come increased importance in getting policy right—
balancing privacy preferences with benefits that derive from the use of data. Such cost benefit
analyses are currently difficult, if not impossible, due to the lack of market data that reveal how
much people truly value different elements of privacy or the services they receive in exchange
for use of that data. Indeed, the prevalence of nonmarket goods and services in the digital
economy is a major obstacle to coherent policymaking. Nevertheless, issues ranging from high-
profile data breaches (e.g., Equifax, 2017) and Facebook’s Cambridge Analytica scandal to a
general unease about access to personal information have made data privacy a matter of
increasing concern for governments and businesses around the globe.

Despite widespread agreement on the need for some kind of data privacy oversight,
agreement on what that means remains elusive. The typical comparisons involve the United
States vs. Europe and the State of California. As of this writing, the U.S. government is
discussing legislation and regulation beyond its current policy of imposing punishments and
consent decrees after finding that a firm has violated existing laws or user agreements. By
contrast, Europe has implemented a comprehensive set of data privacy regulations known as the
General Data Protection Regulation (GDPR). The State of California passed a law known as the
California Consumer and Privacy Act (CCPA), which is scheduled to take effect in January
2020. With the legal and regulatory landscape fragmented, it is not surprising that data practices

by firms are similarly inconsistent. Several Latin American countries, including Brazil,



Colombia, Mexico, and Argentina also either have or are considering privacy rules.1 Firms vary
on how they deal with data privacy, and third parties distribute rankings of the best and worst
firms for protecting data privacy (e.g., eWeek, 2017).

With much disagreement on best public and private practices, and much at stake, it is
unfortunate and perhaps surprising that very little empirical evidence exists on how much people
value different elements of data privacy. Even less, if any, empirical evidence explores how
those values differ across countries. In addition, the evidence that does exist is often qualitative
in nature, focusing on opinions regarding data privacy in general but lacking quantification of
this general measure, or for any particular type(s) of data.

In this paper, we estimate how much people value a range of highly relevant aspects of
privacy and how these values vary across countries, data types, and platforms. Quantifying the
value of privacy is necessary for conducting any analysis of proposed privacy policies, both
public and private, as these values are necessary for estimating policy benefits. Because any such
regulations will come with costs, it is important to be reasonably certain that proposed rules do
not cost more than consumers and constituents would themselves want imposed.

If privacy values differ across countries or regions, then acceptable rules and regulations
may similarly differ across regions. If, for example, we were to discover that Europeans value
certain elements of their privacy more than the U.S., then a strict privacy regime like that created
by GDPR might yield net benefits in Europe but not America. While we have a general sense,
based on its history of relevant laws, that Europeans place a higher value on data privacy than do
Americans, even that basic information is lacking for Latin American countries. Do Latin

Americans value data privacy even more than do Europeans, or do they value it even less than

1 https://www.tmf-group.com/en/news-insights/articles/2019/april/data-privacy-laws-across-latin-america/
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Americans? Do these preferences vary significantly across Latin American countries? The
answers to these questions are crucial for generating coherent privacy policies that will yield the
most benefits.

To measure how much consumers value different types of data privacy, we employed a
battery of discrete-choice surveys—a trusted approach demonstrated to be far more reliable than
open-ended surveys. This approach is especially relevant for data privacy valuation, given it
quite closely mimics the types of choices individuals can make in real markets for personal data
(e.g., Datacoup.com). We constructed four different survey structures, centered respectively on
the respondent’s wireless carrier, financial institution, smartphone, and Facebook account.
Across the four survey structures, we measure values for a range of data privacy types, including
personal information on: finances, biometrics, location, networks, communications, and web
browsing. We administered each of these four different surveys across six different countries:
the United States, Mexico, Brazil, Colombia, Argentina, and Germany.

On average across countries and platforms, people placed the highest value on keeping
financial data, biometric (fingerprint) information, and texts private, as shown in Figure 1.
Specifically, to allow a platform to share this information with third parties, expressed in USD
based on purchasing power parity (PPP) conversions, the platform would have to pay users
$8.44/month to share a bank balance, $7.56/month to share fingerprint information, $6.05/month
to read an individual’s texts, and $5.80/month to share information on cash withdrawals. By
contrast, people had to be paid only $1.82/month to share their location and essentially nothing to

be sent ads via SMS.2

2 These are estimates of willingness-to-accept (WTA).



Figure 1: Average Payment Consumers Would Demand for Permission to Share Data
Across Countries and Platforms
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These averages mask significant differences across countries. In general, people in
Germany valued privacy more than people in the U.S. and Latin America. Figure 2 contains the
averages by country. This figure shows what many believe to be true, which is that Germans tend
to value their privacy more than others. However, this summary finding is not true across the board
and is largely driven by Germans’ strong preferences for financial privacy. For example, for
fingerprint information — which people on average across countries value the second-highest in the
list of data types we study — German’s value is well below that of several other countries. Another
noteworthy result is not just that people value avoiding targeted ads relatively little, but that people
in Latin American seem to appreciate them—in Colombia, for example, people are willing to pay

about $2.50/month to see ads.



Figure 2: Average Payment Consumers Would Demand for Permission to Share Data to
Share Data Across Countries by Feature
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We are also able to examine how values may differ across platform. In principle, if a user
is giving an organization the right to share their data, then these values should not differ across
platform since presumably each platform could share with the same third parties. In reality, though,
people may have different levels of trust in different platforms or believe that data sharing practices
differ. We do, in fact, see some differences across platforms for the same piece of data. The surveys
did not ask about the same types of information for each platform, so our ability to compare across
platforms is thus constrained. Figure 3 shows the available comparisons by platform and country.
The figure shows that in all six countries, people must be paid more by their wireless carrier than
other platforms to be sent ads, share contact information, and share location data. While people
are more willing to share contact information with Facebook than with their wireless provider

across countries, the amount Facebook would have to pay users for the right to share contact



information varies significantly across countries. Germany again shows its strong taste for privacy,
with the U.S. in a distant second place, with Facebook needing to pay those users about $8/month
and $3.50/month, respectively, to share their contact information. Across the Latin American

countries, however, values are generally much lower: ranging from $2.30/month in Mexico to as

little as $0.52/month in Colombia.

Figure 3: Average Payment Consumers Would Demand for Permission to Share Data
Across Platforms and Countries
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Overall (Figure 4), key international differences in relative rankings are most evident
with regard to ads, with Latin Americans generally showing a preference for, rather than
aversion to, ads on both their smartphone and from their financial institution — all in contrast to
the U.S. and Germany. In absolute terms, we see consumers in all countries exhibiting relatively
high values for privacy of financial information, with Germans having an especially high value.

After accounting for Germany’s high preference for financial privacy, we also see notable
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comparability in the magnitude and relative rankings in WTA for privacy across countries, with
some exceptions (e.g., network information in Mexico and fingerprint information in Colombia).
Additional analysis indicates that within-country variation in values is largely similar for each of

the six countries, with Germans often exhibiting more homogeneous preferences compared to the

others.
Figure 4: Summary of Results
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We also find consistent differences by sex in privacy valuations. Across platforms, data
types, and countries, women value privacy more than men do. Similarly, older people value
privacy higher than younger people. We find no consistent differences in privacy valuations by

income. Figure 5 shows these estimates averaged across platforms and countries.



Figure 5: Average Payment Consumers Would Demand for Permission to Share Data by
Sex, Age, and Income
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These results are largely robust to a randomly controlled treatment in the form of a
leading statement about the value of data collection by these entities. Preferences for privacy are
generally unaffected by such a prompt, suggesting that their values of online privacy are
reasonably stable and not easily influenced.

Our findings have several implications. The striking consistencies in relative rankings of
the value of online privacy across our six countries suggests that both public and private policies
should offer similar relative privacy protections if facing similar costs for protection. However,
differences in how much people value privacy of different data types across countries suggests
that people in some places may prefer weaker rules while people in other places might prefer

stronger rules. How much people value some data types does not vary much across countries,



however. In particular, people value the privacy of their contact information and texts fairly
similarly across countries.

The generally similar within-country variation in values has interesting implications for
both firms and governments. For firms, this suggests that, to the extent that tiered privacy
protections may be economically sensible for one country, it is likely economically sensible for
all in our group. With respect to government policies, these results suggest that, when viewed in
economic terms, the distribution of support for various protections is likely similar across
countries. The notable exception in both cases is Germany, which appears to have more

homogeneous preferences regarding online data privacy.

2. The Value of Privacy

The empirical analysis in the paper measures the value of online privacy across different
types of privacy, countries, and people within countries. In this section, we provide context for
our empirics by discussing various existing methods for measuring the value of privacy, and

determinants of such value.

2.1. Measuring the Value of Privacy

Measuring the value of data privacy can be challenging for myriad reasons. For starters,
“privacy” in the abstract does not have a specific meaning. This problem is reminiscent of
challenges in valuing the environment, such as the value of having clean oceans or clean air. A
solution is to quantify data privacy in general, such as the value of avoiding a major data breach.
However, valuing something of this magnitude can be difficult, often relying on much-critiqued

contingent valuation approaches.
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A range of prior studies have attempted to measure individuals’ monetary valuations for
particular types of privacy, many in the form of experiments where participants faced actual or
hypothetical privacy and financial trade-offs. The majority of these studies focused on
individuals’ willingness-to-accept (WTA) payment in exchange for disclosing otherwise private
information, as we do below, while a few examine willingness to pay (WTP) to keep personal
information private (see, e.g., Huberman, Adar, and Fine 2005, Cvrcek et al. 2006, Tedeschi
2002, Wathieu and Friedman 2007, Savage and Waldman 2013, Hann et al. 2007, Tsai et al.
2011, Jentzsch, Preibusch, and Harasser 2012, Beresford, Kibler, and Preibusch 2012).
Additional studies have used surveys and other market data to generate measures for the value of
privacy (e.g., Goldfarb and Tucker 2012).

Measures of general sentiments in stated-preference surveys often indicate a high
valuation of privacy, at least in the U.S. For example, Rainie et al. (2013) note a 2013 Pew
Research Center study that finds 68 percent of US adults believed current laws are insufficient in
protecting individuals’ online privacy, and Madden and Rainie (2015) find that 93 percent of
U.S. adults believe that being in control of who can get information about them is important.
Nevertheless, the results of the aforementioned measures for specific types of privacy indicate
that the value of privacy notably varies with context and personal traits (Acquisti, Brandimarte,
and Loewenstein 2015). Hence, prior work suggests we might expect meaningful variation in
the value of online privacy across different contexts, individuals, and even countries. Our
analysis examines and quantifies this type of variation for a set of highly relevant data types and

platforms across several countries.
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2.2. Determinants of the Value of Privacy

As noted above, prior work suggests context and personal traits are important
determinants of the value of privacy. A particularly relevant component of personal traits
includes cultural values, defined as a set of strongly held beliefs that guide attitudes and behavior
and that tend to endure even when other differences between countries are eroded by changes in
economics, politics, technology, and other external pressures (Hofstede 1980, Long & Quek
2002). Milberg et al. (2000) used a formative index to assess how four of Hofstede’s (1980,
1991) cultural values indices — Power Distance Index (PDI), Individualism (IND), Masculinity
(MAS), and Uncertainty Avoidance Index (UAI) — influence information privacy concerns.
They found that concerns about information privacy were positively associated with PDI, IND,
and MAS, and negatively associated with UAI. Hence, this prior work points to differences in
general sentiment across countries but leaves open the question of whether and how such

differences materialize for specific types of (online) privacy.

3. Survey Design

The surveys we construct measure individuals’ WTA to give up various forms of privacy,
rather than their WTP to retain privacy. The choice to measure WTA rather than WTP is largely
driven by the fact that several proposals (and existing marketplaces, such as DataCoup) involve
firms paying consumers for their data rather than consumers paying firms to keep their data
private.s For this reason, we believe WTA is arguably the more appropriate measure relative to

WTP.

3 A substantial literature finds that WTA estimates tend to be higher than WTP estimates, suggesting that our estimates
may be considered an upper bound. (See Chapman, et al. 2019 for a comprehensive discussion).
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To estimate WTA to give up various forms of privacy, we collect and analyze data from
four separate surveys that employ repeated discrete choice experiments (DCEs). The four surveys
pertain to respondents’ wireless carrier, Facebook use, checking account at a bank, and
smartphone. Because we are interested in comparing results across countries, the survey had to be
in four languages given our country choices: English, Spanish, Portuguese, and German. We
designed the survey in English, paid to have it translated into each language, and then had native
speakers review the translations and compare to the English to ensure not just proper translation
but also that the same meanings and information were conveyed to the respondent.

Prior work has shown that DCEs mitigate the reporting inaccuracy of stated-preference
data (Carare et al. 2015). Even if hypothetical bias may potentially overestimate demand, the
estimation for changes in feature levels is statistically unbiased, at least for WTP estimates (Ding
et al. 2005; Miller et al. 2011).4 A reliable DCE method, however, requires a careful design to
cause respondents to answer truthfully, as if they are making a choice in the real market (Ben-
Akiva et al. 2016). We thus structure the survey in three parts. We first collect relevant
demographic information in order to conduct comparative analyses and to ensure a representative
sample according to region, age, race, and sex. Demographics we collect include sex, age,
proximity to a city, and household income.

The second part of the survey collects information regarding each respondent’s current use
of online services and connected devices that may collect personal information. We then provide

respondents with cognitive buildup by describing each of the relevant features about which we

4 Specifically, Miller et al. (2011) attribute the upward bias to the non-incentive-aligned feature of the choice
experiment. Participants do not need to actually pay for their choice in the hypothetical experiment and hence
understate the possibility of choosing “none.” The result is the biased demand intercept, but not the slope parameters,
so WTP estimations remain valid in their test. In the context of Internet service, an incentive-aligned design is not
possible due to high product cost, e.g. we cannot realistically offer a fiber-level service if no such infrastructure exists.
On the other hand, we suspect that the Internet has become a necessity for most households, even at a reasonably high
price. The tendency to choose “none” is likely to be low, especially given we are surveying current subscribers.
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will inquire in the third part of the survey. The cognitive buildup is in the Appendix, and was
carefully vetted by several focus groups.

Based on interactions with focus groups, we recognized many respondents may not be
aware of how much data they are sharing currently. For example, some showed an initial aversion
to sharing their voiceprint, until they were made aware that home devices like the Amazon Echo
(via Alexa) and Google (via Assistant) may collect this information. We included examples in
areas where lack of awareness of data sharing seemed particularly relevant.

The final part of the survey consists of repeated choice experiments. Here, we mimic the
real market choice situation while exogenously varying our variables of interest — particularly,
prices, exposure to ads, and the types of data the user shares. In the discrete choice experiments
(DCEs), individuals make a series of choices over hypothetical alternatives, defined by a set of
attributes. Since our primary goal is to estimate the WTA to give up specific elements of privacy,
the core attributes are price and various measures of data privacy. We provide the descriptions and

levels for each survey in Tables 1a-1d.

[Tables 1a-1d about here]

In principle, we could include other common attributes for each survey. However, our
surveys are not designed to elicit choices over the products/services themselves (e.g., choices over
different smartphones or checking accounts). Rather, for a given product or service, our
respondents are asked to make choices about corresponding privacy packages. Such choices are

not inconsistent with actual market decisions. For example, the firm Datacoups actively pays

5 Datacoup.com
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individuals for access to their digital data, so a privacy market already exists. We also note that
the specific types of privacy we consider were generally motivated by existing policies, such as
GDPR and CCPA.

Each respondent is presented with ten different choice questions, a common volume for
such surveys at this level of complexity. In addition, to mitigate any endogeneity concern, we
explicitly state that any omitted feature should be assumed to be identical across all alternatives.
In other words, any omitted attributes are controlled for, i.e., held fixed, when making the
comparison. If the survey involves a product or service already owned by the respondent, we
specifically instruct them to treat all unmentioned features as being identical to the product or
service they currently have.

Finally, for each of the four surveys, we randomize across two versions. The first is as
described above. The second includes a statement at the top of the feature descriptions page, which
highlights the potential benefits of third-party data access, particularly with regard to targeting
advertising. In our analysis, we examine whether the presence of such a statement materially
impacts the value respondents indicate for their data privacy.

We provide the content of each survey (in English, i.e., the U.S. version) in the Appendix,
including an example choice question and an indicator for the randomized statement concerning
data value for advertising.

We conclude this subsection with a brief description of our process for arriving at an
optimal design, i.e., the construction of the levels for each attribute presented to each respondent
for each choice. For a statistically optimal design, we rely on D-optimality (Zwerina et al. 2010),

which we implement in the statistical software program SAS. We use a fractional factorial design
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to capture the main effects.s Our relative D efficiency is 72.5%, 82.4%, 82.6%, and 72.4%, for the
finance, smartphone, carrier, and Facebook surveys, respectively. The chosen design generates
150 choice questions for the smartphone and carrier surveys and 50 choice questions for the
financial and Facebook surveys. The latter two have fewer features, and so require fewer variants.
We grouped the choice questions into sets of ten (which we call versions), with four alternatives
for the smartphone and carrier surveys and three alternatives for the financial and Facebook
surveys. We randomly vary the alternatives for each choice, and randomly distribute the versions

across respondents.

4. Data

Our data come from ResearchNow’s (RN)7 standing Internet panel across six countries:
Argentina, Brazil, Colombia, Germany, Mexico, and the United States. We requested 325
completed surveys per type (smartphone, etc.), per description header (information about data use
for advertising or not), per country. Hence, our total number of requested completed surveys is
4*2*6*325 = 15,600. RN makes sure that the target sample sizes are satisfied. In our analysis,
we also weight observations according to 2017 Census estimates for both age and sexas.

A qualified response requires the household respondent to be at least 18 years old. For the
carrier, Facebook, and smartphone surveys, respondents were required to have a carrier
subscription, a Facebook account, or own a smartphone, respectively. In all three of these surveys,

the respondent also must have been the primary decision-maker for the relevant product or service.

6 We use SAS %mktruns and %mktex to produce candidate runs given our target sample size. We avoid dominated
alternatives (i.e. better privacy and higher payment) by using the SAS %macro. We then evaluate and select the design
by using SAS %choiceff.

7 Recently renamed “Dynata.”

8 We note that none of our qualitative findings depend on this weighting, and the quantitative findings only change
minimally, suggesting any selection in terms of who completes the surveys in each country is unlikely to be driving
our main results.
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For the financial survey, respondents were allowed to proceed even if they did not have a checking

account.o

Appendix tables A1-A6 contain demographic distributions for each country, broken down

by the four survey types.

5. Econometric Methods
To estimate values for privacy, we use a conditional logistic regression model
(McFadden 1974; Greene 2012) to estimate utility parameters and ultimately calculate the WTA.

Let x; ;. be a vector of attributes for alternative j in choice question k that individual i

faces. A linear random utility model can be written as:

Uijk = X' ijiB + €iji 1)
We interpret the errors (g;;;) as individual idiosyncratic preference and assume that it is
independently and identically distributed with type I extreme value distributions. With this
assumption the probability for individual i to choose alternative j among, say, four alternatives in
question k is then

€xp (x'ijkﬁ)
n=1exXp (X'inkB)

Prob(Yy =) = (2)

Since we observe individual choices in each question, we are able to generate the

likelihood function based on these probabilities. We then optimize the likelihood function with

9 Given the relatively large share of people without formal bank accounts in Latin America, we were concerned
about excluding too many people with such a restriction and concluded that the questions were such that people
could provide meaningful answers even if they did not currently have an account.
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respect to f and obtain the estimated utility parameters for each attribute, clustering our errors on
individuals.

The calculation of WTA for attributes relies on . In our case, the attributes include the
personal data whose values we intend to estimate and the services the person would receive in
exchange for providing that information. For illustration, consider our survey focusing on
wireless carriers. In this survey, we partition x'; . into
[Price;jk, Adsjy, Locationj,, Browsing; ., Contacts;j], where each of the last four variables
is a dummy variable equal to 1 if it is kept private and 0 otherwise. The corresponding B’ is
[Bp, Ba, BL, Bs, Bc]- Using this formulation, the point estimate of WTA for giving up location
data privacy, for example, can be monetized using the estimated S, and 3, in the following

formula:

WTA(share location) = — ﬁ (3)

Br

Finally, we estimate the variance of WTA by using a linear transformation of the variance-
covariance matrix of B, also known as the delta method.

A key merit of using a survey is the ability to generate sufficient variation in our
variables of interest and clean identification of the underlying parameters. The use of a
hypothetical environment, however, may also induce unrealistic responses that generate bias. To
minimize this possibility, we carefully designed our survey to elicit respondents’ preferences and
mimic the real market situation with respect to payments for data access. However, we are not
actually collecting the private information we ask about (e.g., location data), nor are we

providing an actual payment in return.
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6. Results and Discussion

Tables A7-A10 contain our parameter estimates for all four surveys across all six countries.
Tables 2a-2d then contain our valuation estimates, which we calculated as described in Section

510.

[Tables 2a-2d about here]

To facilitate comparisons, we convert each estimate into U.S. dollars using purchasing
power parity (PPP) conversion rates provided by the International Monetary Fund for October
2019. Although not a perfect means of comparison, it provides a clearer sense of relative
valuations across countries.

Averaged across countries, people seemed most averse to sharing financial (particularly
bank balance but also cash withdrawals) and biometric (fingerprint) information, and least averse
to receiving ads and sharing their location (Table 3, last column). These results are sensible.
Financial institution are often subject to specific privacy laws above and beyond those other
institutions must follow.11 Although regulatory governance of biometrics is not particularly
common Yyet, some have expressed concerns about sharing biometric data due to the inability to
replace identifiers like fingerprints or faces if the data are compromised.12 On the other end, it is
also sensible that people are not particularly averse to receiving ads. Ads are, at worst, a nuisance

and can be helpful.

10 Tables A11-A13 provide WTA comparisons across dichotomous breakdowns for sex, age, and income. These are
preliminary findings that we intend to further explore in future research.

11 See, for example, https:
privacy

12 See, for example, https://www.wired.com/2016/03/biometrics-coming-along-serious-security-concerns/
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We find that people, on average required payments of about $9/month from their banks to
for the right to share their balance and about $7.50/month from their smartphone manufacturer to
share their fingerprint information. At the other end of the spectrum, people placed very low value
on avoiding ads and required payments of $1.82/month for their location data. Interestingly,
respondents were far less averse to sharing their voiceprint than their fingerprint, requiring nearly
two times as much to share their fingerprint as their voiceprint. As shown below, this contrast is

generally consistent across countries.

[Table 3 about here]

Across countries, Germans valued privacy more than people in the U.S. and Latin America,
aligning with the widespread belief that Germans tend to value their privacy more than others.1s
However, we see in Table 3 that this basic insight is not true across the board and is largely driven
by Germans’ high value of financial privacy. For example, for fingerprint information — which
has the second highest average value — Germany’s value is well below that of several other
countries. Notably, the U.S. and Latin American countries place similar values on average, and
even similar to Germany outside of financial information. We also note that people in Latin
America actually appear to appreciate ads—in Colombia, for example, people are willing to pay

about $2.50/month to see ads. While we cannot tell the reason from the data, this could be due to

13 See, for example, https://www.dotmagazine.online/issues/security/germany-land-of-data-protection-and-security-
but-why
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differences in Latin American ads vs. Germany and the U.S. or differences in preferences for ads

between Latin Americans compared to Germans and Americans.

We also see variation across countries for each type of data and platform. Table 4 shows

privacy values disaggregated across country, data type, and platform.

[Table 4 about here]

For wireless carriers, we find a strikingly similar rank ordering of preferences across
countries, with highest value for information on contacts, followed by browsing history, location,
and ads. The range of values, however, is large and differs by country. Wireless providers in
Germany would have to pay users $2.30/month for the right to send them ads by text while wireless
providers in the U.S. would have to pay $1.63/month. In both countries, people would have to be
paid four times by their wireless provider to allow the provider to share their contact information.
While Germans generally place the highest value on information on contacts, browsing history,
and location, it is by a relatively small margin, with notable similarity in magnitudes on the whole

across countries.

We see the same international consistency in rank order for banks, with people placing
higher values on checking balance compared to cash withdrawal information. Certain cross-
country differences are stark for financial information. Germans stand out with high preference for
privacy, requiring their banks to pay them $15.43 and $13.42 per month for the right to share
information on their account balance and cash withdrawals, respectively. It is also notable that we

see the starkest difference between Germany and the U.S. for banking information — the U.S.
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respondents place the lowest value on both types of banking information ($4.99 & $3.03), with the
Latin American countries all somewhere in between, e.g., $3.30 for cash withdrawals in Mexico
and $9.96 for balance in Brazil. The value people place on avoiding ads was much lower across
all countries—over $2/month for Germany, about $0.75/month for the U.S., and generally negative

for the Latin American countries.

Respondents are more averse to having Facebook read their texts read than to the platform
sharing information about their networks or contacts. Germans seemed particularly Facebook-
averse, requiring the platform to pay them around $8/month for the right to read their texts or share
information about their contacts or network. By contrast, people in the U.S. required about
$5/month to allow access to their texts, $3.50 to share information about their contacts, and
$3/month to share information about their networks. For Latin American countries, the numbers
for texts are generally between those for the U.S. and Germany but lower than the U.S. for

networks and contacts.

For smartphones, the rank ordering of privacy for different types of data is consistent
internationally with, as might be expected, people valuing their biometric information far more
than their location data or being sent ads. Latin Americans generally valued fingerprint data very
highly, up to $12/month. Privacy preference for location data was the opposite, with Latin
Americans placing quite low values, even negative in one case, on keeping that information

private.

In sum, key international differences in relative rankings are most evident with regard to
ads, with Latin Americans generally showing a preference for, rather than aversion to, ads on

both their smartphone and from their financial institution — in contrast to the U.S. and Germany.
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In absolute terms, we see all countries exhibiting notable value for financial privacy, with
Germany having an especially high value. After accounting for Germany’s high value for
financial information, we also see notable comparability in the magnitude and relative rankings
in value for privacy across countries, with some exceptions (e.g., network information in Mexico
and fingerprint information in Colombia). Lastly, for the two types of information we consider
on multiple platforms (location and contacts), we see a notably higher values when it comes from
the carrier than another source. While in principle ceding information privacy implies the same
set of possibilities as to who ultimately will access it, this difference may imply a lower level of
trust concerning what carriers will do with information they possess and can distribute.

We also collect demographic data about respondents, partly to ensure that the samples are
representative, but also to allow us to make some comparisons across groups (see Tables A1l —
A13). We find that women value privacy more than men do across privacy type, platform, and
country without exception.

Additionally, older people generally value privacy more than younger people do. This
finding is consistent with Goldfarb and Tucker (2012), who find that “Older people are much
less likely to reveal information than are younger people.” There are two exceptions to the age
generality in our results. First, a few cases in which point estimates for older people are larger
than for younger people but are not statistically significant. The lack of statistical significance
exists for sending ads in Brazil, Colombia, and Mexico on wireless carriers and in Brazil for
smartphones, although the magnitudes follow the same pattern as others. Second, in Argentina,
young people value their financial privacy in terms of sharing their bank balance or information
on cash withdrawals more than old people, although the magnitude of the difference is small.

We find no consistent differences in privacy preferences across income.
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In light of any lingering concerns about hypothetical bias or other data issues, we are able
to cross-check our findings with those of Milberg et al. (2000) along with current measures for
the cultural metrics they use (PDI, IND, MAS, and UAI).14 The key finding we attempt to cross-
check is that, for occasions that one country has notably higher valuations for online privacy, that
country is typically Germany. Further, by a small margin, the U.S. is second across all our
measures. This finding generally aligns with the qualitative findings of Milberg et al. (2000).

As noted in Section 2, they find that concerns about information privacy were positively
associated with PDI, IND, and MAS, and negatively associated with UAI. Recent estimates for
these cultural metrics indicate that Germany and the U.S. have the lowest scores (of the six
countries) for UAI, and either the highest or near highest scores for IND and MAS, respectively.
However, Germany and the U.S. have the lowest scores for PDI. Nonetheless, these measures
are largely consistent with Germany and the U.S. having the highest WTA, particularly given
Milberg et al. (2000) finds PDI to have the smallest impact on privacy concerns of the four
cultural measures.

Beyond our international comparisons, we also consider within-country variation in
valuation for online privacy. To do this, rather than estimate a fixed (mean) utility for each of the
non-price variables in our surveys, we assume a normal distribution for each and estimate its mean
and variance. This expanded approach allows us to estimate the level of heterogeneity in
preferences for different types of online privacy for each country. The estimated coefficients are
in Tables A11-Al14. We report a simple measure of preference heterogeneity, the coefficient of
variation (standard deviation divided by mean), for each type of online privacy for each country

in Tables 5a-5d. Here we see that within country variation is largely similar for each of the six

14 Recent estimates can be found at https://www.hofstede-insights.com/product/compare-countries/.

24


https://www.hofstede-insights.com/product/compare-countries/

countries, with Germans often exhibiting notably more homogeneous preferences compared to the

others.

[Tables 5a-5d about here]

Tables 6a-6d present differences in values for each type of online privacy between the
survey that highlights the potential benefits of third-party data access and the one that doesn’t.
Here, we generally see little difference between the two survey versions. While a few coefficients
indicate some statistical significance, there is not a clear pattern. Further, Holm adjusted p-values
and joint tests of significance indicate failure to reject the differences as zero. Hence, it appears
that preferences for privacy are generally unaffected by prompts indicating potential benefits from

sharing online personal information.

[Tables 6a-6d about here]

Because of our unique focus on specific platforms and types of data across countries, few
other results exist to compare against our own. One exception is Savage and Waldman (2013),
discussed earlier, who focus on WTP for privacy in smartphone apps, as opposed to our WTA
approach. Among other types of data, they investigated how much people were WTP to keep their
location hidden from smartphone apps. They found that people were WTP $1.19 to keep location
hidden. While we do not ask about smartphone apps explicitly, we explore how much people are
WTA to allow their smartphone to share their location. We estimate a WTA of $1.20 in the U.S.
for smartphones, remarkably close to their $1.19, providing some element of external validity.

Other comparisons are less clean, as we focus on other platforms while Savage and

Waldman focus on apps. They estimate WTP $4.05 to conceal contact information from apps while
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we estimate WTA $5.11 averaged across Facebook and wireless carrier (the two platforms on
which we include this data type), which seem reasonably similar. Finally, they estimate a WTP of
$2.12 to eliminate advertising in apps, while we estimate WTA of $1.06 in the U.S. to allow your
smartphone to send ads. Whether the difference is due to changes in attitudes about ads over time,
different valuations of in-app advertising versus receiving ads on your smartphone more generally,
or something else, we cannot say.

A natural question is whether the results are additive—that is, is it meaningful to add the
data types within a platform and conclude that the sum is a total value for all those data types
combined? In short, the answer largely depends on the degree to which preferences for different
types of data privacy are interrelated. We did not explore any interactions in this exercise, given

the already-substantial complexity of the survey instruments. It remains work for future research.

7. Conclusions

Our findings have several implications. The striking consistencies in relative rankings of
the value of online privacy across our six countries suggests that both public and private policies
should offer similar relative privacy protections if facing similar costs for protection. However,
when it comes to advertisements, and some other specific examples such as financial information
for Germany, notable discrepancies between Latin America, Europe, and the U.S. should be
considered. Germany stands out as placing the highest value on privacy, driven by their strong
preference for financial privacy. After controlling for this difference, we see largely similar
valuations across all six countries (with some notable exceptions). This finding suggests stricter
protections such as those in GDPR may be relatively more sensible for Europe, but there may be

a case for largely similar protections — be they strict or lax — across all these countries.
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The largely similar within-country variation in values that we find has interesting
implications for both firms and governments. For firms, this finding suggests that, to the extent
tiered privacy protections may be economically sensible for one country, it is likely economically
sensible for all in our group. With respect to government policies, these results suggest that, when
viewed in economic terms, the distribution of support for various protections is likely similar
across countries. The notable exception in both cases is Germany, which appears to have more
homogeneous preferences regarding online data privacy.

Finally, the absence of any notable change in estimated value when respondents are
prompted about possible benefits from sharing information suggests that their values of online
privacy are reasonably stable and not easily influenced.

Proposed and enacted privacy regulations have not included cost benefit analyses. The
research discussed in this paper is one approach to estimating some of the benefits that might be
obtained from privacy regulations. The approach could be used to estimate the value of keeping
all manner of data private, and somewhat more complex work could explore how the different
pieces of data interact. But a full accounting requires estimates of the costs of such regulation.

Our estimates are therefore not an estimate of the net value of privacy. For example, we
estimate that in the U.S., on average, consumers value keeping location data at $1.20 per month
on a smartphone. Suppose that keeping location data private meant no or less accurate driving
directions on the person’s smartphone. The net benefits of requiring smartphones to keep location
data private would, therefore, be $1.20 minus however much people value high-quality directions
on their phones. The same argument is true for all types of data.

In short, this paper is one approach at estimating the gross, but not net, benefits of some

aspects of privacy regulations. More research is necessary to do full cost benefit analyses. Given
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the importance of data in the digital economy and the amount of data people share, it would seem

prudent to continue this work.
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Tables

Table 1a: Attributes, Descriptions, and Levels for Carrier Survey

Attributes Descriptions and Levels Levels
The amount you would receive in | Arg:$0, $10, $20,...,$160, $170
monthly payments from the carrier. | Bra.:$0,$1,...$8,$8.50,$9,$10,...$15,$16
Monthly This payment to you is separate from | Col.:$0,$750,$1500,...,$12,000,$12,750
Payment the price you pay for your wireless | Ger:€0,€0.25,€0.50,...,€4.00,€4.25
plan Mex:$0,$5,$10,...,$80,$85
U.S.:$0,$0.25,$0.50,...,$4.00,$4.25
The carrier is able to send ads to your
Sends Ads smartphone via text message No or Yes
The carrier can use and distribute
Shares . . .
: your location information to any | Noor Yes
Location T :
company or individual that pays for it
Shares The carrier can use and distribute
Browsing your browsing history to any | Noor Yes
History company or individual that pays for it
The carrier can use and distribute
Shares .
your contact list to any company or | No or Yes

Contact List

individual that pays for it
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Table 1b: Attributes, Descriptions, and Levels for Financial Survey

Attributes Descriptions and Levels Levels
Arg:$0, $10, $20,...,$160, $170
Bra.:$0,%1,...$8,$8.50,$9.,$10,...$15,$16
Monthly The amount you would receive in | Col.:$0,$750,$1500,...,$12,000,$12,750
Payment monthly payments from the bank. Ger:€0,€0.25,€0.50,...,€4.00,€4.25
Mex:$0,$5,$10,...,$80,$85
U.S.:$0,$0.25,%0.50,...,$4.00,%4.25
Sends Ads The bank is a_ble to send ads to your NO or Yes
smartphone via text message
The bank can use and distribute your
Shares . i
balance information to any company | No or Yes
Balance R 4
or individual that pays for it
Shares The bank can use and distribute
Frequency information about the frequency and
and Amounts | amounts of your cash withdrawals to | No or Yes
of Cash any company or individual that pays
Withdrawals | for it
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Table 1c: Attributes, Descriptions, and Levels for Smartphone Survey

Attributes Descriptions and Levels Levels
Arg:$0, $10, $20,...,$160, $170
.. | Bra.:$0,$1,...$8,$8.50,$9,510,...$15,$16
Monthly ;r(‘)emﬁlmoua”tmﬁ‘:s gvo:ltorllirrgce;;/te | Col.:$0.8750.81500.....$12,000,812,750
Payment y pay y PATY- | Ger:€0,€0.25,€0.50.,...,€4.00,€4.25
Mex:$0,$5,$10,...,$80,$85
U.S.:$0,$0.25,%0.50,...,$4.00,%4.25
Sends Ads The third party is qble to send ads to NO or Yes
your smartphone via text message
The third party can use and distribute
Shares . . .
Fingerprint your flngerp_rln_t _mformatlon to any | No or Yes
company or individual that pays for it
A voiceprint is the data required for a
computer to identify your voice as
yours. For example, Alexa on an
Shares Amazon Echo can use this
Voiceorint information to identify you as the | No or Yes
P speaker. The third party can use and
distribute your voiceprint information
to any company or individual that
pays for it
The third party can use and distribute
Records . . .
L ocation your location information to any | No or Yes

company or individual that pays for it
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Table 1d: Attributes, Descriptions, and Levels for Facebook Survey

Attributes Descriptions and Levels Levels
Arg:$0, $10, $20,...,$160, $170
Bra.:$0,$1,...$8,$8.50,$9,$10,...$15,$16
Monthly The amount you would receive in | Col.:$0,$750,$1500,...,$12,000,$12,750
Payment monthly payments by a third party. Ger:€0,€0.25,€0.50,...,€4.00,€4.25

Mex:$0,$5,$10,...,$80,$85
U.S.:$0,$0.25,$0.50,...,$4.00,$4.25

Reads Texts

Facebook can use and distribute
information from your texts to any
company or individual that pays for it.
Note that this includes texts sent using
WhatsApp and Facebook Messenger.

No or Yes

Uses Network

Facebook can use and distribute
information about your friend
network to any company or individual
that pays for it.

No or Yes

Access
Contacts

Facebook can use and distribute your
contact list from your smartphone to
any company or individual that pays
for it.

No or Yes
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Table 2a: WTA Estimates for Carrier Surveyis

Argentina | Brazil | Colombia | Germany | Mexico uU.S

Send Ads 15.60** 1.74 -913.07* | 1.77** 2.13 1.63**

(6.13) (1.54) (455.44) (0.31) (3.18) (0.40)
Share location 43.91** 6.00** | 3364.05** | 2.70** 35.71** 2.50**
(7.36) (1.65) (604.74) (0.44) (4.81) (0.51)
Share contacts 129.66** | 17.67** | 7035.25** | 7.07** 71.88** 6.66**

(1412) | (3.30) |(922.81) | (0.86) (7.55) (1.13)

Share browsing 7151%* | 9.72%* | 4033.31** | 3.73%* | 25.17** | 4.05%*
history (9.30) (2.24) | (744.15) | (0.50) (3.99) (0.76)

Table 2b: WTA Estimates for Financial Surveyis

Argentina | Brazil Colombia | Germany | Mexico U.S.
Send ads -17.78* 0.01 -4571.51** | 1.65** -8.39+ 0.73**

(7.05) (1.28) (1106.67) (0.43) (4.43) (0.25)
Share balance 121.45** 20.72** | 12181.23** | 11.88** | 56.82** | 4.99**

(13.71) (4.15) (2440.85) (1.98) (8.80) (0.79)
Share cash 87.53** 10.14** | 9004.59** | 10.33** | 29.04** | 3.03**
withdrawals (11.73) (2.42) (1806.81) (1.77) (6.03) (0.53)

15 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
16 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
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Table 2c: WTA Estimates for Smartphone Surveyiz

Argentina | Brazil | Colombia | Germany | Mexico U.S.
Send Ads -18.87** | -0.08 |-4269.86** | 0.81** -20.27** | 1.06**
(7.12) (0.62) | (871.46) (0.26) (3.70) (0.28)
Share location 3.46 1.61* | 329.76 1.99** -2.26 1.20**
(7.68) (0.81) | (835.74) (0.31) (3.87) (0.32)
Share fingerprint 184.25** | 9.73** | 17290.30** | 4.51** 75.51** | 6.13**
(20.35) (1.37) | (2186.27) | (0.59) (9.09) (0.88)
Share voiceprint 80.56** 2.75** | 6400.68** | 3.17** 42.84** 3.18**
(11.39) (0.86) | (1185.91) | (0.45) (6.20) (0.52)
Table 2d: WTA Estimates for Facebook Surveyis
Argentina | Brazil | Colombia | Germany | Mexico U.S.
Read Texts 164.13** | 7.09** | 8851.95** | 6.17** 60.51** | 4.91**
(16.62) (1.04) | (868.91) | (1.45) (6.78) (0.84)
Shares information | 48.72** 1.16** | 1531.76** | 5.83** 14.73** | 2.87**
about your network | (8.44) (0.41) | (464.39) | (1.47) (3.33) (0.58)
Share contacts 27.90** 1.36* | 693.66+ | 6.23** 21.45** | 3.55**
(7.16) (0.62) | (410.76) | (1.46) (4.11) (0.67)

17 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
18 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
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Table 3: Average WTA By Feature Across Country and Platform

Read Texts Argentina | Brazil | Colombia | Mexico | Germany | U.S. | Average
Share balance 5.08 9.96 9.09 6.10 15.43 4.99 8.44
Share fingerprint 7.71 4.68 12.90 8.11 5.86 6.13 7.56
Read texts 6.86 3.41 6.61 6.50 8.01 491 6.05
Share cash 3.66 4.88 6.72 3.12 13.42 3.03 5.80
withdrawals

Share contacts 3.29 457 2.88 5.01 8.64 511 4.92
Share browsing 2.99 4.67 3.01 2.70 4.84 4.25 3.75
history

Share voiceprint 3.37 1.32 4.78 4.60 4.12 3.18 3.56
Share info about 2.04 0.56 114 757 158 | 287 263
your network

Share location 0.99 1.83 1.38 1.80 3.05 1.85 1.82
Send Ads -0.29 0.27 -2.43 -0.95 1.83 1.14 -0.07
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Table 4: WTA Estimates for All Surveys in U.S. Dollarsis

Argentina | Brazil | Colombia | Germany | Mexico | U.S.
Survey Feature
Carrier Send Ads 0.65* 0.84 -0.68* 2.30** 0.23 1.63**
(0.26) (0.74) |(0.34) (0.40) (0.34) |(0.40)
Share 1.84** 2.88** | 2.51** 3.51** 3.84** | 2.50**
location (0.35) (0.79) | (0.45) (0.57) (0.52) |(0.51)
Share 5.42** 8.50** | 5.25** 9.18** 7.72** | 6.66**
contacts (0.59) (1.59) | (0.69) (1.12) (0.81) | (113
Share
browsing 2.99** 4.67** | 3.01** 4.84** 2.70** | 4.25**
history (0.39) (1.08) | (0.56) (0.65) (0.43) | (0.76)
Financial Send Ads -0.74* 0.01 -3.41%* 2.14%* -0.90+ | 0.73**
(0.29) (0.62) |(0.83) (0.56) (0.48) |(0.25)
Share 5.08** 9.96** | 9.09** 15.43** | 6.10** | 4.99**
balance (0.57) (2.00) | (182 (2.57) (0.95) |[(0.79)
Share cash | 3.66** 4.88** | 6.72** 13.42** | 3.12** | 3.03**
withdrawals | (0.49) (1.16) | (1.35) (2.30) (0.65) |(0.53)
Smartphone | Send Ads -0.79** -0.04 -3.19** 1.05** -2.18** | 1.06**
(0.30) (0.30) | (0.65) (0.34) (0.40) |(0.28)
Share 0.14 0.77* |0.25 2.58** -0.24 1.20**
location (0.32) (0.39) |(0.62) (0.40) (0.42) |(0.32)
Share 7.71** 4.68** | 12.90** 5.86** 8.11** | 6.13**
fingerprint | (0.85) (0.66) | (1.63) (0.77) (0.98) |(0.88)
Share 3.37** 1.32*%* | 4.78** 4.12%* 4.60** | 3.18**
voiceprint | (0.48) (0.41) | (0.89) (0.58) (0.67) |(0.52)
Facebook Read Texts | 6.86** 3.41** | 6.61** 8.01** 6.50** | 4.91**
(0.70) (0.50) | (0.65) (1.88) (0.73) |(0.84)
Shares
information
about your | 2.04** 0.56** | 1.14** 7.57** 1.58** | 2.87**
network (0.35) (0.20) | (0.35) (1.91) (0.36) | (0.58)
Share 1.17** 0.65* | 0.52+ 8.09** 2.30** | 3.55**
contacts (0.30) (0.30) | (0.31) (1.90) (0.44) |(0.67)

19 Calculations made using WTA estimates from Tables 2a-2d and the October purchasing power parity (PPP)
conversion rates provided by the IMF
(https://www.imf.org/external/datamapper/PPPEX@WEO/OEMDC/ADVEC/WEOWORLD). PPP conversion rates

are as follows. Argentina: 23.91, Brazil: 2.08, Colombia: 1340, Germany: 0.77, Mexico: 9.31.
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Table 5a: Coefficient of VVariation Estimates for Carrier Survey2o

Argentina | Brazil | Colombia | Germany | Mexico U.S.
Send Ads 3.64** 6.46 -10.93 1.82** 55.45 2.59**
(0.80) (4.44) | (9.11) (0.24) (195.15) [ (0.39)
Share location 3.23** 2.55** | 2.87** 1.48** 2.13** 2.45%*
(0.62) (0.45) | (0.51) (0.29) (0.29) (0.36)
Share contacts 1.26** 1.33%* | 1.73** 0.88** 1.41** 1.27**
(0.09) (0.13) | (0.19) (0.05) (0.11) (0.11)
Share browsing 1.75** 2.17*%* | 2.17** 1.08** 1.93** 1.48**
history (0.17) (0.34) | (0.25) (0.08) (0.23) (0.12)

Table 5b: Coefficient of Variation Estimates for Financial Survey21

Argentina | Brazil Colombia | Germany | Mexico U.S.
Send Ads -7.00* 40.47 -2.93** 1.61** -8.32* 3.43**

(3.57) (157.22) | (0.59) (0.27) (4.28) (0.75)
Share balance 1.41%* 1.63** 1.91%* 0.80** 1.86** 1.47**

(0.10) (0.16) (0.19) (0.08) (0.17) (0.10)
Share cash 1.76** 1.98** 2.56** 0.85** 2.79** 1.56**
withdrawals (0.18) (0.27) (0.39) (0.10) (0.39) (0.12)

20 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
21 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
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Table 5c: Coefficient of Variation Estimates for Smartphone Survey22

Argentina | Brazil | Colombia | Germany | Mexico U.S.

Send Ads 5.81%* | 27.44 | -220%% | 233** |-2.30%% |3.53**
(2.45) (46.84) | (0.42) (0.38) (0.54) (0.77)
Share location 1352 5.67** | -80.03 1.60%* | 32.52 2.76%*

(11.26) | (2.30) | (406.37) |(0.19) (66.52) | (0.47)

Share fingerprint | 1.07** 156%* | 1.24%* | 1.14** | 1.41%* | 1.34%*
(0.07) (0.13) | (0.08) (0.07) (0.11) (0.09)

Share voiceprint 1.61** 3.49** | 2.68** 1.44%** 1.82** 1.62**
(0.16) (0.82) | (0.40) (0.14) (0.20) (0.16)

Table 5d: Coefficient of Variation Estimates for Facebook Survey23

Argentina | Brazil | Colombia | Germany | Mexico U.S.
Read Texts 1.32** 1.49%* | 1.42** 1.34** 1.46** 1.48**

(0.21) (0.10) | (0.1 (0.10) (0.12) (0.11)
Shares information | 2.42** 2.77** | 4.78** 1.30** 3.76** 1.86**
about your network | (0.37) (0.59) | (1.33) (0.11) (0.78) (0.18)
Share contacts 3.64** 4.34** | 8.64* 1.25** 2.17** 1.69**

(0.84) (1.29) | (3.55) (0.10) (0.25) (0.14)

22 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
23 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
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Table 6a: Difference in WTA When Prompted for Carrier Survey2s

Argentina | Brazil | Colombia | Germany | Mexico U.S.
Send Ads -1.78 -4.07 | -496.43 -1.13 -5.47 0.05
(12.21) (3.40) | (922.54) | (0.72) (6.44) (0.79)
Share location -15.09 1.18 | -542.05 -1.23 3.54 0.44
(16.81) (3.22) | (1241.84) | (0.98) (9.66) (1.02)
Share contacts 30.21 -0.94 |-2896.35 |-3.12 9.84 -0.57
(28.31) (6.63) | (1880.27) | (1.96) (15.14) (2.27)
Share browsing 0.81 -0.75 | 1150.18 -1.34 7.27 1.84
history (18.64) (4.46) | (1548.93) | (1.10) (8.00) (1.52)

Table 6b: Difference in WTA When Prompted for Financial Surveyzs

Argentina | Brazil | Colombia | Germany | Mexico U.S.
Send Ads -8.40 473 |-2818.07 |-0.25 6.33 0.08

(14.12) (2.68) | (2159.10) | (0.87) (8.87) (0.52)
Share balance 8.34 -0.29 |-1269.47 |-3.64 23.24 2.67

(27.41) (8.64) | (5049.41) | (4.17) (18.03) (1.87)
Share cash -4.29 3.06 |-3435.92 |-3.10 9.54 2.61+
withdrawals (23.47) (4.85) | (3885.97) | (3.69) (12.20) (1.34)

24 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
Note that Holm-adjusted p-value for Colombia is 0.35.

25 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
Note that Holm-adjusted p-value for U.S. is 0.11.
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Table 6¢: Difference in WTA When Prompted for Smartphone Surveyzs

Argentina | Brazil | Colombia | Germany | Mexico U.S.
Send Ads -8.09 -0.52 | 153841 |-0.04 -16.52+ -0.64
(14.27) (1.23) | (1725.83) | (0.52) (8.49) (0.68)
Share location 2.81 -0.63 | -573.87 0.32 -1.52 -0.98
(15.33) (2.73) | (1689.72) | (0.61) (8.06) (0.80)
Share fingerprint -8.86 -0.81 | 587.84 -0.23 39.94* -4.72+
(40.70) (1.68) |(4439.91) | (1.19) (20.28) (2.62)
Share voiceprint 6.68 -0.29 | 1675.88 0.38 22.87+ -3.27*
(22.78) (1.61) | (2460.98) | (0.90) (13.62) (1.59)

Table 6d: Difference in WTA When Prompted for Facebook Survey27

Argentina | Brazil | Colombia | Germany | Mexico U.S.
Read Texts -54.24 -0.68 | 2934.08+ | -0.20 1.98 -1.67

(34.38) (2.06) | (1780.00) | (2.90) (13.57) (1.89)
Shares information -14.81 0.08 |-397.80 -0.36 -5.03 -1.23
about your network | (17.19) (0.83) | (922.83) | (2.94) (6.71) (1.31)
Share contacts -21.35 -1.20 | 993.94 0.19 11.42 -1.04

(14.71) (1.21) | (828.23) | (2.92) (8.27) (1.49)

26 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
Note that Holm-adjusted p-value for Germany is 0.09, for Mexico is 0.23, and for U.S. is 0.26.

27 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
Note that Holm-adjusted p-value for Colombia is 0.18
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Appendix

Demographic Summary Stats (Percentages for Each Demographic Category)

Table Al: Argentina Respondents

Carrier Facebook Financial Smartphone
Sex Male 50.92 50.54 52.92 54.52
Female 49.08 49.46 46.92 45.18
Age 18-24 14.26 16.74 16.62 18.22
25-34 21.32 23.20 25.85 22.05
35-44 20.09 19.97 21.38 19.14
45-54 19.48 17.97 16.46 15.77
55-64 16.87 14.90 13.54 16.39
65+ 7.98 7.22 6.15 8.42
Monthly <12K 9.51 12.14 9.08 9.49
Income
12-20K 14.42 13.52 16.31 13.63
20-30K 22.09 15.51 17.69 22.05
30-40K 13.19 17.20 18.15 16.23
40-50K 12.42 10.45 12.77 8.42
>50K 16.56 15.51 19.08 16.54
No Ans. 11.81 15.67 6.92 13.63
Urban/Rural In a City 90.64 89.86 91.23 89.13
Near a 7.98 9.37 8.15 9.49
City
Far from 1.38 0.77 0.62 1.38
a City
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Table A2: Brazil Respondents

Carrier Facebook Financial Smartphone
Sex Male 35.99 33.08 36.96 37.02
Female 64.01 66.92 62.88 62.83
Age 18-24 18.84 17.38 15.95 20.28
25-34 35.38 38.15 38.96 33.79
35-44 25.42 23.23 25.31 25.19
45-54 12.25 13.38 10.89 12.60
55-64 5.97 6.15 7.06 6.30
65+ 2.14 1.69 1.84 1.84
Monthly <1K 7.20 7.38 3.83 6.61
Income
1-2K 18.07 17.69 18.87 16.59
2-3K 18.68 19.08 17.18 18.28
3-6K 22.36 24.62 24.08 26.42
6-9K 11.49 12.92 11.20 11.52
9-12K 7.50 6.31 11.96 7.37
>12K 9.34 8.31 9.20 9.22
No Ans. 5.36 3.69 3.68 3.99
Urban/Rural In a City 94.78 94.00 96.16 94.78
Near a 4.92 5.23 3.69 4.92
City
Far from 0.31 0.77 0.15 0.31
a City
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Table A3: Colombia Respondents

Carrier Facebook Financial Smartphone

Sex Male 55.21 53.92 55.69 55.08

Female 44.79 46.08 44.00 4477
Age 18-24 17.02 19.35 18.46 20.77

25-34 19.48 21.81 23.54 20.15

35-44 21.01 21.04 21.23 18.62

45-54 20.40 17.20 16.31 16.77

55-64 16.87 14.29 13.38 17.85

65+ 521 6.30 7.08 5.85
Monthly <500K 5.98 7.68 7.38 9.69
Income

500- 14.57 16.74 13.38 18.92

1000K

1000- 16.87 18.13 21.08 15.23

1500K

1500- 21.78 20.89 19.85 18.31

2500K

2500- 14.88 10.91 14.92 13.08

3000K

>3000K 15.80 16.59 16.46 17.69

No Ans. 10.12 9.06 6.92 7.08
Urban/Rural In a City 92.02 91.55 93.54 90.15

Near a 7.06 7.68 6.31 8.77

City

Far from 0.92 0.77 0.15 1.08

a City
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Table A4: Germany Respondents

Carrier Facebook Financial Smartphone
Sex Male 51.46 50.61 51.15 47.63
Female 48.54 49.39 48.70 52.37
Age 18-24 7.83 10.12 5.80 7.04
25-34 18.43 20.40 18.63 21.44
35-44 23.66 24.08 22.60 19.75
45-54 22.12 21.01 20.61 25.11
55-64 19.20 16.87 22.29 17.46
65+ 8.76 7.52 10.08 9.19
Monthly <15K 11.52 11.81 12.37 11.79
Income
15-25K 13.36 14.26 15.42 14.70
25-35K 14.59 15.49 12.21 16.23
35-45K 13.67 17.02 14.50 14.70
45-55K 11.98 12.88 12.98 10.87
55-65K 7.99 5.98 7.79 7.04
65-75K 7.99 6.60 6.56 6.43
>75K 12.60 951 10.23 11.18
No Ans. 6.30 6.44 7.94 7.04
Urban/Rural In a City 63.75 60.89 59.69 61.72
Near a 27.96 32.98 30.23 30.32
City
Far from 8.29 6.13 10.08 7.96
a City
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Table A5: Mexico Respondents

Carrier Facebook Financial Smartphone
Sex Male 56.60 54.59 55.76 54.43
Female 43.40 4541 44.24 45.57
Age 18-24 18.40 18.35 16.13 16.36
25-34 24.08 23.85 24.73 25.69
35-44 23.01 19.88 20.89 18.20
45-54 15.80 18.35 17.67 17.74
55-64 13.50 15.29 14.44 16.82
65+ 5.21 4.28 6.14 5.20
Monthly <3K 5.37 5.96 5.53 4.89
Income
3-6K 9.82 9.63 8.76 10.24
6-9K 12.12 10.70 12.14 12.54
9-15K 16.72 18.04 19.05 13.91
15-20K 13.50 15.75 13.52 14.98
20-25K 11.50 9.94 12.29 10.40
>25K 25.77 22.78 24.58 25.84
No Ans. 5.21 7.19 4.15 7.19
Urban/Rural In a City 88.96 87.77 90.78 91.44
Near a 10.28 10.09 7.99 8.10
City
Far from 0.77 2.14 1.23 0.46
a City
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Table A6: U.S. Respondentszs

Carrier Facebook Financial Smartphone
Sex Male 49.23 49.54 46.15 48.77
Female 50.62 50.00 53.69 50.92
Age 18-24 13.54 13.85 12.31 12.92
25-34 17.54 20.00 21.54 23.54
35-44 17.08 19.69 17.54 16.92
45-54 18.46 17.54 15.08 15.08
55-64 19.69 14.62 16.92 15.08
65+ 13.69 14.31 16.62 16.46
Annual Income | <15K 7.08 7.38 6.62 7.38
15-25K 6.62 8.00 6.15 9.38
25-50K 19.08 21.23 20.46 20.92
50-75K 22.92 20.46 17.69 18.46
75-100K 15.23 13.85 15.69 12.46
100-150K 15.08 12.00 16.62 16.92
150-200K 5.69 6.77 7.23 5.84
200-250K 1.85 2.77 2.46 2.00
250-500K 2.00 231 231 1.54
500-1000K 0.31 1.08 0.62 0.46
>1000K 0.62 0.46 0.00 0.62
No Ans. or NoA 3.53 3.69 4.15 3.53
Urban/Rural In a City 51.23 51.08 54.62 55.85
Near a City 39.23 40.46 36.92 36.62
Far from a City 9.54 8.46 8.46 7.54

28 A subsample of less than 10% of respondents reported monthly, rather than annual, income ranges. For the
purposes of this table, we annualized the monthly income for these respondents and placed each in the closest annual

income bin.
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Parameter Estimates

Table A7: Parameter Estimation Results for Carrier Survey29

Argentina | Brazil Colombia | Germany | Mexico | U.S.
Payment 0.006** 0.045** | 0.00008** | 0.219** 0.012** | 0.125**
(0.0006) (0.008) (0.000007) | (0.024) (0.001) | (0.019)
Send Ads -0.099** -0.078 0.077* -0.388 0.026 -0.203**
(0.038) (0.063) (0.038) (0.049) (0.038) | (0.036)
Share location | -0.279** -0.270** | -0.284** -0.589** | 0.435** | -0.311**
(0.046) (0.057) (0.042) (0.059) (0.047) | (0.040)
Share contacts | -0.824** -0.795** | -0.594** -1.54** 0.876** | -0.830**
(0.054) (0.065) (0.057) (0.073) (0.059) | (0.056)
Share browsing | -0.455** -0.437** | -0.340** -0.816** | 0.307** | -0.529**
history (0.046) (0.054) (0.051) (0.054) (0.038) | (0.046)
Obs. 26,080 26,120 26,080 26,120 26,080 | 26,000
Table A8: Parameter Estimation Results for Financial Surveyszo
Argentina | Brazil Colombia | Germany | Mexico U.S.
Payment 0.006** 0.037** | 0.00004** | 0.139** | 0.009** | 0.166**
(0.0005) (0.006) (0.000007) | (0.021) (0.0009) | (0.023)
Send Ads 0.106** -0.001 0.196** -0.230** | 0.074+ -0.122**
(0.043) (0.048) (0.040) (0.048) (0.039) (0.036)
Share balance -0.725** -0.776** | -0.521** | -1.649** | -0.500** | -0.829**
(0.057) (0.079) (0.050) (0.089) (0.052) (0.053)
Share cash -0.523** -0.380** | -0.385** | -1.435** | -0.256** | -0.504**
withdrawals (0.050) (0.054) (0.046) (0.093) (0.044) (0.046)
Obs. 19,500 19,530 19,500 19,650 19,530 19,500

29 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
30 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
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Table A9: Parameter Estimation Results for Smartphone Surveys:

Argentina | Brazil Colombia | Germany | Mexico U.S.
Payment 0.005** 0.067** | 0.00005** | 0.248** | 0.011** | 0.154**
(0.0005) (0.008) (0.000006) | (0.027) (0.001) (0.020)
Send Ads 0.103** 0.005 0.227** -0.202** | 0.213** | -0.163**
(0.038) (0.041) (0.038) (0.056) (0.034) (0.037)
Share location -0.019 -0.108* | 0.018 -0.495** | 0.024 -0.184**
(0.042) (0.050) (0.044) (0.055) (0.041) (0.040)
Share fingerprint | -1.003** -0.651** | -0.921** | -1.122** | -0.795** | -0.942**
(0.060) (0.066) (0.057) (0.072) (0.053) (0.059)
Share voiceprint | -0.439** 0.184** | -0.341** | -0.788** | -0.451** | -0.488**
(0.044) (0.052) (0.043) (0.059) (0.045) (0.045)
Obs. 26,120 26,040 26,000 26,120 26,160 26,000
Table A10: Parameter Estimation Results for Facebook Surveys2
Argentina | Brazil Colombia | Germany | Mexico U.S.
Payment 0.007** 0.113** | 0.0001** 0.126** | 0.015** | 0.147**
(0.0005) (0.009) (0.000008) | (0.026) (0.001) (0.021)
Read Texts -1.154** -0.798** | -0.922** -0.779** | -0.900** | -0.724**
(0.066) (0.083) (0.059) (0.064) (0.061) (0.054)
Shares information | -0.343** -0.131** | -0.160** -0.736** | -0.219** | -0.422**
about your network | (0.047) (0.041) (0.044) (0.065) (0.043) (0.046)
Share contacts -0.196** -0.153* -0.072+ -0.786** | -0.319** | -0.523**
(0.045) (0.063) (0.041) (0.061) (0.051) (0.047)
Obs. 19,530 19,500 19,530 19,560 19,620 19,500

31 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.
32 T-stats in parentheses. + is significant at 10% level. * is significant at 5% level. ** is significant at 1% level.




Table A11: WTA Estimates for All Surveys by Sex
First number is in local currency; number in parentheses is standard error; highlighted number is USD.

Argentina Brazil Colombia Germany Mexico uU.s.
Male Female Male Female Male Female Male Female Male Female Male | Female
Survey Feature
Send Ads 9.85 22.82* 1.47 2.24 -1166* -591 1.32** 2.25%* 213 2.55 1.33* 1.96**
(6.41) (11.38) (1.04) (4.52) (533) (766) (0.32) (0.56) (3.86) (5.05) (0.53) (0.60)
0.41 0.95 0.71 1.08 -0.87* -0.44 1.71%* 2.92%* 0.23 0.27
Share 27.25** 65.41** 1.08 17.59* 1987** | 4939** 2.20%* 3.23%* | 24.91** | 46.68** | 2.10** | 2.91**
location (8.15) (16.92) | (1.06) | (7.98) (644) (1156) | (0.44) | (0.79) | (5.07) (8.65) | (0.67) | (0.78)
1.14** 2.74%* 0.52 8.46* 1.48** 3.69** 2.86** 4.19** 2.68** 5.01**
Carrier Share 117.02** | 145.19** | 13.45** | 27.81* 4687** 9745** 6.11** 8.10** | 66.13** | 77.46** | 5.98** | 7.38**
contacts (1546) | (26.05) | (2.41) | (12.28) | (869) (1899) | (0.99) | (1.46) | (9.31) | (11.98) | (1.50) | (1.70)
4.89%* 6.07** 6.47** 13.37* 3.50** 7.27** 7.94%* 193 z 7.10%* 8.32**
brir\;\?;; 55.55** 92.51** 5.58** 19.68* 2719** 5498** 3.34** 4.15%* | 28.88** | 21.22** | 4.34** | 4.19**
historyg (9.94) (17.59) (1.58) (9.21) (706) (1465) (0.59) (0.83) (5.55) (5.65) (1.12) (1.06)
2.32%* 3.87** 2.68** 9.46* 2.03** 4.10** 4.34** 5.39** 3.10** 2.28**
Send Ads -18.53* -17.43 0.90 2.24 3739%* 5098** 0.96* 2.83** -4.94 -14.77 0.59* 0.98*
(7.95) (11.98) (1.03) (3.92) (1443) (1582) (0.38) (1.07) (4.43) (9.68) (0.26) (0.50)
-0.77* -0.73 0.43 1.08 2.79** 3.80** 1.25* 3.68** -0.53 -1.58
Share 108.09** | 137.16** | 14.94** | 36.77+ | 13386™** | 11275** | 8.40** | 17.54** | 41.29** | 83.70** | 3.67** | 6.95**
Financial balance (15.55) | (23.93) | (2.81) | (19.55) | (3766) | (3127) | (1.62) | (542) | (7.63) | (23.11) | (0.70) | (1.90)
4.52** 5.74** 7.18** 17.68+ 9.99** 8.41** 10.91*%* | 22.78** | 4.44** 8.99**
Share cash | 58.28** | 120.80** | B.51** | 20.49+ | 7866** | 9740** | 7.66** | 14.79%* | 20.22** | 44.23** | 2.19%* | 4.20%*
withdrawals | (11.07) (23.22) (1.98) (11.05) (2448) (2569) (1.50) (4.70) (5.61) (14.71) (0.49) (1.23)
2.44%* 5.05** 3.13** 9.85+ 5.87** 7.27** 9.95*%* [ 19.21** | 2.17** 4.75**
end Ads | 2387 | -1286 | -0.02 0.3 | -3606** | 5305** | 013 | LE7** | oo, | 2474%* | 0.88%* | 126**
(7.30) (12.84) (0.74) (1.06) (8670 (1791) (0.24) (0.54) (?; 86) (7.75) (0.33) (0.47)
-1.00** -0.54 -0.01 -0.06 -2.69** 3.96** 0.17 2.04%* | -1,92** 2.66**
Share 14.57+ 9.49 1.35 1.95 629 1693 1.59** 2.45%* -1.09 4.60 0.73* 1.74**
location (8.75) (13.19) (0.96) (1.43) (760) (1740) (0.32) (0.58) (3.90) (7.99) (0.37) (0.57)
0.61+ 0.40 0.65 0.94 0.47 1.26 2.06*%* | 3.18** -0.12 0.49
Smartphone
Share 176.78** | 191.68** | 7.51** | 12.79** | 12703** | 23883** | 3.96** 5.15%* | 56.68** | 107.60** | 4.85** | 7.59**
fingerprint (23.64) (34.49) (1.41) (2.89) (2017) (5037) (0.67) (1.05) (7.97) (23.38) (0.95) (1.60)
7.39** 8.02** SIS G5 9.48** 17.82** | 5.14** 6.69** | 6.09** | 11.56**
Share 64.92** 97.89** 1.54 4.43** | 5378** 7856** 2.84%* 3.54**% | 33.47** | 58.84** | 2.61** | 3.81**
voiceprint | (12.39) | (20.55) | (0.95) | (1.73) | (1217) | (2404) | (0.54) | (0.76) | (5.88) | (14.60) | (0.61) | (0.90)
2.72** 4.09** 0.74 2.13** 4.01** 5.86** 3.69** | 4.60** | 3.60** 6.32**
Read Texts 117.91** | 235.29** | 5.32** 9.42%* | 5180** | 14777** | 3.43** 17.78 43.74** | 84.60** | 3.07** | 8.20**
(15.76) (38.23) (0.93) (2.16) (712) (2480) (0.80) (13.60) (6.23) (15.11) (0.64) (2.58)
4.93** 9.84** 2.56** | 4.53** 3.87** 11.03** | 4.45** 23.09 4.70%* 9.09**
Shares
information 28.87** 77.67** 0.09 2.50** 606 3269** 2.58** 19.22 10.04** | 22.00** [ 1.58** | 5.18**
about your (8.05) (18.72) (0.45) (0.80) (416) (1133) (0.69) (15.05) (3.37) (6.59) (0.44) (1.80)
Facebook hetwork
1.21%* 3.25%* 0.04 1.20** 0.45 2.44%* 3.35%* 24.96 1.08** 2.36%*
Share 11.70+ 52.43** 0.89 1.98 1 1844* 2.59** 20.99 14.87** | 80.93** [ 2.09** | 6.18**
contacts (6.75) (16.11) (0.60) (1.23) (431) (857) (0.61) (16.01) (3.59) (8.85) (0.50) (2.06)
0.49+ 2.19** 0.43 0.95 0.00 1.38* 3.36 ** 27.26 1.60** 8.69**
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Table A12: WTA Estimates for All Surveys by Age

First number is in local currency; number in parentheses is standard error; highlighted number is USD.

Argentina Brazil Colombia Germany Mexico u.s.
<45 45+ <45 45+ <45 45+ <45 45+ <45 45+ <45 45+
Survey Feature
Send Ads 15.10* 16.67 0.93 5.09 -687 -1202 1.00** 2.52** 0.71 10.19 0.60+ 3.71**
(6.73) (11.87) (0.70) (8.51) (569) (737) (0.24) (0.62) (2.98) (8.60) (0.31) | (1.43)
0.63* 0.70 0.45 2.45 -0.51 -0.90 1.30%* | 3.27** 0.08 1.09
Share 49.64** 33.17* 4.58** 11.64 4119** 2454*%* 1.93** | 3.41** 25.98** | 60.54** 1.25** | 5.02**
location (10.12) (14.21) (0.95) (9.55) (814) (869) (0.35) | (0.85) (4.38) (14.97) (0.40) | (1.78)
2.08** 1.39* 2.20** 5.60 3.07** 1.83** 2.51%* | 4.43** 2.79** 6.50**
Carrier Share 100.37** | 178.96** | 10.95** | 42.71 8623** 5068** 4.14** | 9.86** 48.80** | 132.83** | 2.27** | 15.45**
contacts (12.91) (34.75) (1.46) (29.48) | (1174) (1371) (057) | (1.89) (6.17) (27.67) (0.53) | (5.13)
4.20*%* 7.48** 5.26** 20.53 6.44** 3.78** 5.38** | 12.81** | 5.24** 14.27**
EPC?\:\Zin 58.00** 94.79** 7.08** 19.68 5449** 2263* 2.66** | 4.71** 17.66** | 45.04** 2.21** | 8.48**
history g (9.93) (19.28) (1.13) (15.31) | (940) (1105) (0.41) | (0.99) (3.57) (12.77) (0.50) | (2.93)
2.43** 3.96%* 3.40** 9.46 4.07** 1.69* 3.45** | 6.12** 1.90** 4.84**
Send Ads -24.61** -31.09** 1.25+ 7.19 4260** 5225+ 0.95* 2.40** -7.34+ -10.95 0.23 1.57*
(5.67) (7.73) (0.73) (8.90) (1040) (2842) (0.40) | (0.86) (4.35) (11.33) (0.23) | (0.62)
-1.03** -1.30%* 0.60+ 3.46 3.18** 3.90+ 1.23* 3.12%* -0.79+ -1.18
Share 68.42** 63.91** 12.15** | 67.32 9021** 19347+ 7.27*%* | 16.85** | 31.64** | 121.60** | 2.24** | 8.86**
balance (8.83) (11.19) (1.85) (58.09) (18930 (9081) (1.48) (4.58) (6.48) (35.27) (0.46) | (2.39)
Financial

2.86** 2.67** 5.84** 32.37 6.73** 14.44* 9.44** | 21.88** | 3.40** 13.06**

Sharecash | 44.02%% | 41.23*x | 545% | 36.09 6456%* | 14815% | 6.18** | 14.91** | 17.55%* | 59.83%* | 0.84%* | 6.10%*
withdrawals | (7.57) (9.45) (1.25) (32.11) | (1461) (6628) (1.30) | (4.14) (5.62) (19.22) (0.32) | (1.68)

1.84** 1.72** 2.62** 17.35 4.82** 11.06* 8.03 ** | 19.36** | 1.89** 6.43**

Send Ads | 1863 | -18.78 -0.70 1.30 -3849** | -5017** | 0.46 0.99%* | -18.03** | -23.78** | 0.36 | 1.89%*
(7.19) (14.24) (0.57) (1.68) (902) (1818) 0.30) | (0.38) (4.13) (7.35) 0.26) | (0.63)
0.78** | -0.79 -0.34 0.62 2.87% | 374 | 060 120%% | -1.94%* | -2.55%*

Share 28.32%* | -3367* | 0.58 381 1166 2860+ 215%* | 194 | 0.05 522 050 | 2.09%*

location (9.36) (14.21) (0.61) (2.47) (878) (1726) 0.41) | (0.42) (4.33) (7.69) 0.32) | (0.70)
1.18%* -1.41* 0.28 1.83 0.87 213+ 279% | 252%% | 001 -0.56

Smartphone oo 166.11%* | 210.57** | 7.54** | 1454** | 16461** | 18708** | 5.11%* | 4.25*% | 50.48** | 108.87** | 3.71%* | 9.18*

fingerprint | (22.59) (39.20) (0.94) 4.77) (2630) (3861) 0.86) | (0.77) (8.65) (23.73) 067) | (2.17)
6.95%* 8.81%* 3627 | 6.99%* | 12.28** | 13.96** | 6.64** | 552%* | 6.39%* | 11.69%*

Share 65.34** | 103.54** | 0.90+ 6.86* 5955%* | 7098** | 3.49%* | 3.03** | 27.74** | 74.16** | L.70%* | 5.02%*

voiceprint | (12.21) (22.63) (0.55) (3.07 (1367) (2219) 0.66) | (0.59) (5.60) (17.51) 0.41) | (1.30)
2.73%* 4.33%* 0.43+ 3.30* 444+ | 5300 | 453% | 3.94%* | 208 | 7.97%

Read Toxts | 135.50%% | 23638%% | 7.80%% | 6.00%* | 9667** | 7330%% | 6.38*% | 6.04*F | 6171 | 56.61%* | 355%* | 615+
(14.21) (54.51) (0.83) (2.10) (1025) (1481) 151 | (2.25) (6.66) (15.71) 0.70) | (2.00)
5.67%* 9.89%* 3.75%% | 2.88% | 7.21%% | 5a7pe | 829 | 7.84%* | 6.63** | 6.08**

Shares

information | 18.84** | 130.14** | 0.19 258% | 111 3941%* | 374%* | 7207 | 528+ 36.61** | 055+ | 5.91%*

Facebook aboutyour | (5.95) (35.50) (0.38) (0.91) (427) (1118) 1.02) | 75 (2.80) (10.18) 029) | (1.83)

network
0.79%* 5.44% 0.09 124%* | 0.08 204% | 486** | 947 | 057+ 3.93%*

Share 10.05+ 76.90%* | 1.12 171 200 2364%* | 4.78%% | 7.20%% | 10.33** | 47.42%* | 2.00°* | 5.63**

contacts (5.65) (26.49) (0.49) (1.32) (447) (857) 113) | (259 (3.03) (13.66) 0.47) | .77
0.42+ 3.20% 0.54% 0.82 0.15 176%* | 621 | 9.36%* | 1.11%* | 5.00%*
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Table A13: WTA Estimates for All Surveys by Income
First number is in local currency; number in parentheses is standard error; highlighted number is USD.

Argentina Brazil Colombia Germany Mexico u.s.
< $30K > $30K < $3K > $3K <$1.5M > $1.5M < 45K > 45K < 15K > 15K <$75K | > $75K
Survey Feature
Send Ads 24.01* 8.39 0.32 1.90 -1405+ -775 1.68** 1.36** 0.10 491 1.02* 1.34**
(10.18) (7.31) (1.48) (2.19) (838) (579) (0.41) (0.34) (3.77) (5.61) (0.48) (0.34)
1.00* 0.35 0.15 0.91 -1.05+ -0.58 2.18** 1.77%* 0.01 0.53
Share 51.94** 36.68** 5.91* 4.65** 3747** 2562** 2.86** 1.74** 25.34** 49.57** 2.10** 2.24**
location (13.25) (10.64) (2.33) (1.75) (1082) (678) (0.52) (042) | (4.73) (10.08) (0.68) | (0.45)
2.17** 1.53** 2.84* 2.24** 2.80** 1.91** 3.71** 2.26** 2.72** 5.32**
Carrier Share 126.46** 131.83** 16.29** 15.94** 7807** 6343** 7.71** 4.65** 46.67** 102.22** 6.27** 6.21**
contacts (20.90) (19.04) (4.23) (3.23) (1552) (1180) (1.17) (0.74) (6.98) (16.79) (1.56) (0.99)
5.29** 5.51** 7.83** 7.66** 5.83** 4.73%* 10.01** 6.04** 5.01** 10.98**
EP:J\ZM 64.93** 76.71** 10.72** 7.85** 5790** 2661** 4,12%* 2.27** 20.87** 30.56** 4.27** 3.82**
history 9 (13.67) (12.67) (3.11) (2.23) (1351) (859) (0.70) (0.41) (4.55) (7.47) (1.12) (0.65)
2.72** 3.21** 5.15** 3.77** 4.32%* 1.99** 5.35** 2.95%* 2.24** 3.28**
Send Ads -25.50* -11.80 1.80 1.17 4735** 4570+ 1.79** 1.09** -10.32+ -7.40 0.64 0.72**
(10.30) (9.85) (1.38) (1.89) (1219) (2470) (0.68) (0.42) | (6.11) (6.49) (042) | (0.24)
-1.07* -0.49 0.87 0.56 3.53** 3.41+ 2.32** 142 ** | -1.11+ -0.79
Share 101.90** 137.15%* 12.05** 25.29** 9306** 19666** 12.25** 9.31** 42.71%* 68.78** 5.69** 4.98**
balance (16.99) (20.96) (3.08) (6.89) (2352) (7166) (3.10) (1.75) | (10.89) | (13.96) (154) | (0.79)
Financial 12.09*
4.26** 5.74** 5.79** 12.16** 6.94** 14.68** 1591 ** | 4.59** 7.39**
Sharecash | 87.37** | 87.68** | 6.46** | 11.79** | 6139** | 13637** | 10.84** | 7.93** | 2586** | 28.25** | 3.74** | 3.08**
withdrawals | (17.98) (15.51) (2.30) (3.71) (1647) (4989) (2.81) (1.54) | (8.70) (7.93) (1.07) | (0.53)
3.65%* 3.67** 311** | 567** | 458** 1018% | 14,08 | 10830% | 57guex | 30gwx
Send Ads -15.73 -20.72* -0.88 0.66 -4359** 3781** 0.52+ 1.02* -26.55** | -16.53** 0.93* 1.00**
(13.45) (8.33) (0.81) (0.90) (1236) (1077) (0.33) (0.43) | (5.79) (5.07) (0.37) | (0.26)
-0.66 -0.87* -0.42 0.32 -3.25** 2.82** 0.68+ 1.32* -2.85** -1.78**
Share 20.15 -4.73 0.03 2.75* 541 1071 1.78** 1.91** -3.60 -2.93 1.01* 1.19**
location (14.86) (8.92) (1.08) (1.26) (1146) (1022) (0.40) (0.46) (5.33) (5.68) (0.41) (0.31)
0.84 -0.20 0.01 1.32* 0.40 0.80 2.31** 2.48** -0.39 -0.31
Smartphone - = 260.69%* | 146.82%* | 7.95%* | 10.87** | 15400%* | 15502%* | 4.38** | 4.58** | 73.48** | 71.90** | 6.14** | 5.71%*
fingerprint | (50.89) (20.16) (1.53) (2.22) (2627) (2692) (0.79) (0.94) | (12.86) | (12.64) (1.20) | (0.78)
10.90** 6.14** 3.82** 5.23** 11.49** 11.64** 5.69** 5.95%* 7.89** 7.72%*
Share 109.35** 66.41** 2.20** 3.28* 5496** 5322** 3.02** 3.13** 32.56** 43.26** 3.13** 3.01**
voiceprint (26.68) (11.83) (0.75) (1.44) (1465) (1421) (0.60) (0.70) | (7.83) (9.13) (0.71) | (0.48)
4.57** 2.78** 1.06** 1.58* 4.10** 3.97** 3.92** 4.06** 3.50** 4.65**
Read Texts 201.70** 143.33** 6.61** 7.21** 12328** 5862** 6.77** 4.33%* 60.19** 50.99** 4.12** 4.45%*
(34.92) (17.89) (1.06) (1.53) (1897) (811) (2.51) (1.19) | (9.28) (8.09) (0.84) | (0.72)
8.44** 5.99** 3.18** 3.47** 9.20** 4.37** 8.79** 5.62** 6.47** 5.48 **
Shares
information | 62.86** 40.67** 0.67 1.42* 1039 1426** 7.82** 2.88** 11.47* 13.87** 2.31** 2.54**
Facebook aboutyour | (18.34) (8.63) (0.54) (0.58) (731) (552) (2.96) (0.92) | (4.95) (4.20) (059) | (0.51)
network
2.63** 1.70** 0.32 0.68* 0.78 1.06** 10.16** 3.74** 1.23* 1.49**
Share 28.78* 27.26** 1.74* 111 1097 359 7.41%* 3.81** 15.10** 22.40** 3.38** 3.17**
contacts (14.46) (7.73) (0.69) (0.88) (750) (470) (2.74) (1.01) (5.46) (5.50) (0.76) (0.57)
1.20* 1.14** 0.84* 0.53 0.82 0.27 9.62** 4,95%* 1.62** 2.41**
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U.S. Surveys

Introduction (all surveys)

Thank you for participating in this survey. The responses you give to the following questions are
important to us. Please read each question carefully. If you are unsure of an answer to a question
please select the “I Don’t Know / Unsure” option. Please do not guess.

S1. Please select your gender.
1. Male

2. Female

3. Other/Prefer not to say

S2. Please tell us your age.
S3. What is your annual household income?

S4. Check the answer that best applies to your place of residence:
1.1 live in a city

2. I'live close to a city

3. I'live far from a city

Wireless Carrier Survey

1. Do you have and use a smartphone?

A smartphone is a device that runs many applications, typically has a touchscreen interface, and
is intended to facilitate internet use. An iPhone is an example of a smartphone. A featurephone,
by contrast, is primarily a mobile telephone and may have rudimentary internet access, but does
not connect to an app store.

2. Do you have a wireless service provider?
Yes/No
3. What is the name of your wireless carrier?

Verizon
AT&T
T-Mobile
Sprint
Other

4. Thinking about your wireless plan, to what degree were you involved in the decision to purchase
it?
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You were the primary decision maker in the selection of this subscription.
You were involved in the decision to select this subscription but did not purchase it
yourself.

You had no involvement in the decision to select this subscription.
Other/ I don’t know.
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Among other things, carriers may collect and sell data about their users. The data are valuable because they allow
advertisers to send messages only to the people who are most likely to appreciate their products.

In the next ten questions, we will ask you to choose between four wireless plans, labeled Plan 1, Plan 2, Plan 3, and
Plan 4. Indicate which you would most prefer.

We ask you to consider your budget and make your choices just like you were considering these options in the
marketplace.

When making your choice, assume any other options not listed are identical to your current wireless plan (e.g.,
brand, type of phone you use, data limits, monthly fee, and so on), except for the following features: Money you
receive, Sends you advertisements, Shatres your location, Shates your browsing history, and Shares your contact list.

We describe each feature in the following pages.

Money you receive: The amount you would receive in monthly payments from our wireless provider. This

money you receive is separate from the price you pay for your wireless plan.

Sends you advertisements: The carrier is able to send ads to your smartphone via text messages.

Shares your location: The carrier can use and distribute your location information to any company or individual
that pays for it.

Shates your browsing history: The carrier can use and distribute your browsing history to any company

or individual that pays for it.

Shares your contact list: The carrier can use and distribute your contact list to any company or individual
that pays for it.

Carrier Example

Plan 1

Sends advertisements No
Records your location Yes
Reads our contacts No
Records browsing No
Money you receive . 1.50

This is the

amount that

would be paid to
you every month
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Confirmation

Remember, in the following choice questions payments refer to money paid TO you. Do you
understand that this is money you would receive if you were making this choice in the real world?
Yes/No

Choose Plan

Suppose the following four wireless plans are identical to your current plan except for money you
receive (separate from what you pay for your plan), and the wireless company’s ability to send you
advertisements and share your location, contact list, and browsing history.

The following four wireless plans differ only as described in the table below.
Any feature not listed is identical to your current plan.
Check the option you are most likely choose in the marketplace.

Example Plan Choices:

Plan 1 Plan 2 Plan 3 Plan 4
Records your No Yes No Yes
location
Records Yes Yes No No
browsing
Sends No No Yes Yes
advertisements
Reads your Yes No Yes Yes
contacts
Monthly money | $0.50 $3.50 $2.00 $1.25
you receive
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Facebook

1. Do you have an account on Facebook?
Yes/No

2. Thinking about your account on Facebook, to what degree were you involved in the decision to
open the account?
a. You were the primary decision maker in the opening of the account.
b. You were involved in the decision to open the account but did not open it yourself.
¢. You had no involvement in the decision to open an account.
d. Other/ I don’t know.

61



Among other things, Facebook collects and sells data on their users. The data are valuable because they allow

advertisers to send messages only to the people who are most likely to appreciate their products.

In the ten questions to follow, we will ask you to choose between three Facebook options, labeled Option 1,
Option 2, and Option 3. Indicate which you would most prefer.

We ask you to consider your budget and make your choices just like you were considering these options in the
marketplace.

When making your choice, please assume nothing else about your account changes, except possibly the following
features: Money you receive, Permission to read your texts and use that information, Permission to use
information about your network of friends, and Permission to access your contacts.

We describe each feature in the following pages.
Money you receive: The amount you would receive in monthly payments from Facebook.

Permission to read your texts and use that information: Facebook can use and distribute information

from your texts to any company or individual that pays for it. Note that this includes texts sent using
WhatsApp and Facebook Messenger.

Permission to use information about your network of friends: Facebook can use and distribute

information about your friend network to any company or individual that pays for it.

Permission to access your contacts: Facebook can use and distribute your contact list from your

smartphone to any company or individual that pays for it.

Facebook Example

Option 1

Reads and uses texts No
Shares information about your No
friend network
Collects and shares contact No
information
Money you receive $1.50

<

L

This is the amount
that would be paid to
you every month
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Confirmation

Remember, in the following choice questions payments refer to money paid TO you. Do you
understand that this is money you would receive if you were making this choice in the real world?

Yes/No

Choose Plan

As you answer this question, assume all the settings in your existing Facebook account remain the
same as they are now, except for possibly including payments to you, granting Facebook permission
to read and use your text messages, share information about your friend network, and collect and

share your contact list.

The following four options differ only as described in the table below. If a feature is not listed, it is
the same as in your current Facebook account.

Check the option you most likely choose if this option were presented to you in the real world.

Option 1 Option 2 Option 3 Option 4
Collects and shares No Yes Yes Yes
contact information
Shares information Yes No Yes No
about your friend
network
Reads and uses texts Yes No No Yes
Monthly payment to $0 $3.25 $3 $4.00
you

63




Bank

1. Do you have and use a smartphone?
A smartphone is a device that runs many applications, typically has a touchscreen interface, and
is intended to facilitate internet use. An iPhone is an example of a smartphone. A featurephone,
by contrast, is primarily a mobile telephone and may have rudimentary internet access, but does
not connect to an app store.
Yes/No

2. Do you have a checking account?

Yes/No

3. With what bank do you have a checking account?

Name

4. Thinking about your checking account, to what degree were you involved in the decision to
select that bank?
a. You were the primary decision maker in selecting this bank.
b. You were involved in the decision to select this bank but did not make the choice
yourself.

c. You had no involvement in the decision to select this bank.
d. Other/ I don’t know.
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Among other things, banks may collect and sell data about their users. The data are valuable because they allow
advertisers to send messages only to the people who are most likely to appreciate their products.

In the next ten questions, we will ask you to choose between three options for your checking account, labeled
Account 1, Account 2, and Account 3. Indicate which you would most prefer.

We ask you to consider your budget and make your choices just like you were considering these options in the
marketplace.

If indicate cutrent ownership of checking account, include this statement:

When making your choice, please assume each option has the same features as your current checking account (e.g.,
same bank), except for differences among the following features: Money you receive, Sends you advertisements,
Shares your balance with others, and Shares frequency and amounts to your cash withdrawals.

We describe each feature in the following pages.

If no ownership of checking account, include this statement:

When making your choice, please assume each option has the same features, except for differences among the
following features: Money you receive, Sends you advertisements, Shares your balance with others, and Shares
frequency and amounts to your cash withdrawals.

We describe each feature in the following pages.

Money you receive: The amount you would receive in monthly payments from your bank.
Sends you advertisements: The bank is able to send ads to your smartphone via text messages.

Shates your balance with others: The bank can use and distribute your balance information to any

company or individual that pays for it.

Shares frequency and amounts of your cash withdrawals: The bank can use and distribute information

about the frequency and amounts of your cash withdrawals to any company or individual that pays for it.

Financial E i

Option 1
Sends you advertisements Yes
Shares your balance Yes
Shares cash withdrawals No
Money you receive _ 1.50

L

This is the amount
that would be paid
to you every month
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Confirmation
Remember, in the following choice questions payments refer to money paid TO you. Do you

understand that this is money you would receive if you were making this choice in the real world?
Yes/No

If indicate current ownership of checking account:

Consider your checking account, and assume all of its features and fees remain the same, except for
features included here: money you receive, sending you advertisements, and sharing your balance.
The four options differ only as described in the table below. Any feature not listed is the same as
with your current checking account.

Check the option you most likely choose in the marketplace.

If no ownership of checking account:

Consider the following four options for checking accounts, which are identical, except for features
included here: money you receive, sending you advertisements, and sharing your balance.

The four options differ only as described in the table below. Any feature not listed is the same
across all four options.

Check the option you most likely choose in the marketplace.

Account 1 Account 2 Account 3
Shares cash withdrawals Yes Yes No
Shares your balance No Yes No
Sends you advertisements Yes No Yes
Monthly payment to you $3.50 $1.50 $2.75
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Smartphone

1. Do you have and use a smartphone?

A smartphone is a device that runs many applications, typically has a touchscreen interface,
and is intended to facilitate internet use. An iPhone is an example of a smartphone. A
featurephone, by contrast, is primarily a mobile telephone and may have rudimentary
internet access, but does not connect to an app store.

Yes/No

2. What brand of smartphone do you own?

Apple
Samsung
LG

ZTE
Huawei
Other

3. Thinking about your smartphone, to what degree were you involved in the decision to select that
smartphone?

a.  You were the primary decision maker in the selection of this smartphone.
b. You were involved in the decision to select this smartphone but did not purchase it
yourself.

¢. You had no involvement in the decision to select this smartphone.
d. Other/ I don’t know.
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Among other things, smartphone manufacturers may collect and sell data on their users. The data are valuable
because they allow advertisers to send messages only to the people who are most likely to appreciate their
products.

In the ten questions to follow, we will ask you to choose between four options for your smartphone, labeled
Option 1, Option 2, Option 3, and Option 4. Indicate which you would most prefer.

We ask you to consider your budget and make your choices just like you were considering these options in the
marketplace.

When making your choice, please assume all options have the same features as your current smartphone (e.g., same
brand, screen size, etc.), except for the following features:

Money you receive: The amount you would receive in monthly payments from the manufacturer of your

smartphone.

Sends you advertisements: The third party is able to send ads to your smartphone via text messages.

Shates your fingerprint: The third party can use and distribute your fingerprint information to any

company or individual that pays for it.

Shates your voiceprint: A voiceprint is the data required for a computer to identify your voice as
yours. For example, Alexa on an Amazon Echo can use this information to identify you as the
speaker. The third party can use and distribute your voiceprint information to any company or
individual that pays for it.

Records your location: The third party can use and distribute your location information to any company or
individual that pays for it.

Smartphone Example
Plan 1
Sends advertisements Yes
Shares fingerprint No
Shares voiceprint Yes
Records your location No
Money you receive $1.50

7
This is the amount

that would be paid to
you every month
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Confirmation

Remember, in the following choice questions payments refer to money paid TO you. Do you
understand that this is money you would receive if you were making this choice in the real world?

Yes/No

Consider your current smartphone with all its features, except for possibly payments to you, sending
you advertisements, sharing your fingerprint, sharing your, voiceprint, and recording your location.
The following four options differ only as described in the table below. If a feature is not listed, it is

the same as your current phone.

Check the option you most likely choose in the marketplace.

you receive

Option 1 Option 2 Option 3 Option 4
Shares No Yes No Yes
voiceprint
Records your No No Yes Yes
location
Shares Yes No Yes No
fingerprint
Sends No No Yes Yes
advertisements
Monthly money | $1.25 $0.25 $2.50 $1.75
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