
Data Unleashed: 
Empowering Small and 
Medium Enterprises (SMEs) 
for Innovation and Success 
B R I E F I N G  P A P E R

J U N E  2 0 2 3



Images: Getty Images, Unsplash

© 2023 World Economic Forum. All rights 
reserved. No part of this publication may 
be reproduced or transmitted in any form 
or by any means, including photocopying 
and recording, or by any information 
storage and retrieval system.

Disclaimer 
This document is published by the  
World Economic Forum as a contribution 
to a project, insight area or interaction. 
The findings, interpretations and 
conclusions expressed herein are a result 
of a collaborative process facilitated and 
endorsed by the World Economic Forum 
but whose results do not necessarily 
represent the views of the World Economic 
Forum, nor the entirety of its Members, 
Partners or other stakeholders.

Contents
Introduction

1 Key findings: challenges faced by SMEs 

1.1 �Lack of data policies and clarity on specific roles  
and responsibilities

1.2 �Obstacles to extracting value from the data

1.3 �Limited information technology (IT) infrastructure

1.4 �Barriers to accessing global markets

1.5 �Insufficient monitoring and reporting of sustainability data

2 Recommendations for SMEs

2.1 �Taking stock of available IT infrastructure and prioritizing data needs

2.2 �Advancing proactive data governance

2.3 �Providing company-wide technical and data capacity-building 

2.4 �Building resilient IT infrastructure to facilitate scaling and going global

2.5 Promoting environmental responsibility and resource efficiency

3 Call to action  

Conclusion

Contributors

Endnotes

3

4

4 

6

7

8

10

12

12

13

13

14

14

15

16

17

19

Data Unleashed: Empowering Small and Medium Enterprises (SMEs) for Innovation and Success 2



Introduction
Small and medium-sized enterprises (SMEs) are 
the foundation of the global economy, representing 
90% of all businesses and accounting for nearly 
70% of global jobs and GDP.1 These businesses 
power the supply and distribution chains of key 
industries.2 SMEs also play a central role in society, 
helping to strengthen economic inclusion, supplying 
goods and services to poor and underserved 
markets and providing employment to many women 
entrepreneurs.3 These companies are also key drivers 
of innovation, offering fresh ideas and new products, 
being able to adopt change more quickly than large 
companies and having high growth potential.4

However, many of these companies are struggling 
to embrace the Fourth Industrial Revolution and 
face associated challenges, such as a scarcity of 
skilled employees or lack of access to capital.5 
These limitations hamper SMEs’ capacity to 
effectively manage and unlock the true value of their 
data resources and make well-informed and data-
driven strategic decisions, which can significantly 
affect their opportunities for survival, prosperity and 
resilience in an ever-evolving business environment.

Recognizing the vital role of SMEs for the economy 
and job creation, as well as the data to drive the 
growth and expansion of these businesses,6 the 
World Economic Forum’s Centre for the Fourth 

Industrial Revolution conducted a survey from 
February-May 2023 to explore the key challenges 
and opportunities that SMEs face regarding 
data readiness (see Box 1). Based on the survey 
results and complementary analysis of secondary 
resources, the present publication provides 
recommendations to support SMEs to effectively 
use and manage data to achieve their business 
goals, advance their digital transformation, innovate, 
expand into new markets and strengthen their 
green growth and resilience for the future.7

The purpose of this publication is to highlight 
that data management needs are present within 
SMEs, irrespective of their size, location or sector. 
It aims to offer tangible recommendations that 
inspire and motivate these companies to advance 
in their journey towards becoming data-ready. It 
does not intend to generalize challenges faced 
by all SMEs or offer an all-encompassing list of 
recommendations. Every SME is unique, and 
recognizing and addressing its specific data needs 
is not only important but an indispensable strategic 
move to succeed in using data effectively, drive 
its operational efficiency and unlock untapped 
growth potential. SMEs are therefore encouraged to 
carefully review and adapt the recommendations in 
this paper, tailoring them to their individual business 
priorities and resources.
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Research methodologyB O X  1

This publication defines “data readiness” as a 
company’s state of preparedness to collect, 
process and analyse data to create organizationally 
valued outcomes.8 “SMEs” are defined as 
companies with fewer than 250 employees.9

This paper provides recommendations, based 
primarily on the analysis of survey responses 
collected between February and May 2023. A 
total of 111 individual responses were received 
from SMEs from 42 countries and 21 sectors.10 
The survey was developed using Qualtrics, and 
included Likert-scale, multiple choice and open-
ended questions. The survey was distributed 

online through World Economic Forum channels 
and social media. The results presented in 
this work were obtained through a descriptive 
statistical analysis of the responses collected.

The main topics covered in the survey are data 
management and use, data protection and privacy, 
cybersecurity, information technology, cross-
border data flows, and sustainability monitoring 
and reporting. The review of secondary sources 
helped design and select the questionnaire topics, 
as well as contextualize the analysis of the survey 
responses. The secondary sources used to develop 
this publication are cited throughout the text.
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Key findings: challenges 
faced by SMEs 

1

Through extensive analysis of the survey results, five significant challenges have been 
identified. The identified challenges will be discussed in detail in the following sections. 
Please note that these challenges are listed in no particular hierarchical order.

Regardless of size or industry, every interaction, 
transaction and customer engagement of an 
SME generates valuable data points; for example, 
inventory records or sales figures, to name a 
couple. As SMEs accumulate this information,  
it becomes crucial for them to address privacy and 
security concerns, aligning their strategies with their 
unique priorities and resources.

In this regard, 64% of survey respondents claim 
to have a data privacy policy and 50% have a 
cybersecurity policy (see Figure 1). The lack of 
awareness and implementation of essential policies 
may pose significant risks, as it hinders data 
security and protection from unethical use.11 This 
was reinforced by 74% and 58% of respondents, 
respectively (see Figure 2). 

1.1	� Lack of data policies and clarity on 
specific roles and responsibilities

Existence of privacy and cybersecurity policiesF I G U R E  1

Does your company 
have a data privacy 
policy in place?

Does your company 
have a cybersecurity 
policy in place?

Yes No Not sure Yes No Not sure

49%
44%

7%

64%

31%

5%

Many obstacles and constraints hinder 
SMEs’ ability to fully realize their potential 
and drive robust growth. 
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Challenges around data protection, security and ethical use of data

Existence of personnel designated to perform data-related functions

F I G U R E  2

F I G U R E  3

How challenging is data 
protection and security 
for your company?

How challenging is 
it for your company 
to protect data from 
unethical or 
irresponsible use?

58%

31%

11%

20%

74%

6%

Challenging

Not at all challenging

Neutral

Challenging

Not at all challenging

Neutral

Yes No Not sure

Does your company have a chief 
information security officer, or equivalent?

31%

60%

9%

Does your company have a chief 
data officer, or equivalent?

31%

61%

8%

Does your company have a chief 
privacy officer, or equivalent?

30%

63%

7%

Furthermore, many SMEs have not appointed 
specific roles to design and implement data 
management strategies. Of the respondents, 63% 
reported not having a chief privacy officer (CPO). 
Similarly, 60% reported absence of the chief data 
officer (CDO) role and 60% of a chief information 

security officer (CISO) (see Figure 3). The lack of 
dedicated personnel for data management could 
be due to budget constraints,12 lack of trained 
professionals in these fields,13 or these functions 
may already fall under other roles (as SMEs’ 
employees tend to fulfil multiple roles).14 

While the technological infrastructure is necessary 
for SMEs’ data readiness, it is important to note 
that technological solutions should be led by 
comprehensive data management strategies, and 
expert staff should be designated to coordinate 
their implementation and ensure compliance with 
current regulations.15 In fact, some regulations may 
require the creation of this role.16 

SMEs need to be aware of the importance of  
having designated personnel and training staff 
in data management, for responsible data use, 
to minimize vulnerability to cyberattacks and to 
decrease unauthorized use or sharing of sensitive 
information, as these ultimately impact the 
reputation of the company and the experience  
and trust of consumers.17 
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1.2	� Obstacles to extracting value from the data

The true value of data lies in its use and the 
information that can be obtained from it, for 
example, to better understand customers and 
design marketing strategies. The advent of big data 
and other emerging technological developments 
(e.g. internet of things (IoT), artificial intelligence (AI), 
cloud computing, blockchain) create opportunities 
for businesses to innovate, compete and increase 
their productivity.18 However, based on our survey, 
64% of SMEs find it challenging to effectively use 
the data from their systems and 74% struggle 
to maximize the value of their company’s data 

investments (see Figure 4). SMEs need to use 
data more efficiently and effectively, as the current 
challenges (such as the lack of a clear data 
strategy, coordinated IT systems, staff designed 
to oversee data operations and data literacy 
among employees) can lead to inadequate data 
use.19 Also, the prevalence of silos (i.e. the data 
remains scattered across multiple systems and 
departments within the company) not only hampers 
the timely retrieval and accessibility of pertinent data 
but also obstructs a holistic and interconnected 
understanding of the data insights.20

Limitations in utilizing and maximizing the value of data systemsF I G U R E  4

How challenging is 
using data from your 
systems for your 
company business?

74%

3%

23%

64%
13%

23%

How challenging is it 
for your company to 
maximize the value 
of your data systems 
investments?

Challenging

Not at all challenging

Neutral

Challenging

Not at all challenging

Neutral
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Limitations in utilizing and maximizing the value of data systems

Where do SMEs source their IT support?

F I G U R E  5

F I G U R E  6

How challenging is 
finding data within 
your systems for 
your company?

How challenging is 
maintaining data systems 
for your company?

Challenging

Not at all challenging

Neutral

Challenging

Not at all challenging

Neutral

54%

9%

37%

28%

55%

17%

Does your company have 
in-house or outsourced 
business IT support to 
assist with technology 
needs, including data 
management and analysis?

In-house IT support

Outsourced IT support

Both in-house and outsourced IT support

Not sure

31%

14%

53%

2%

1.3	 Limited information technology (IT) infrastructure

In today’s business landscape, IT capabilities, 
including efficient data management and analytics, 
have become indispensable for supporting 
operations and achieving business objectives across 
all companies. However, the survey findings revealed 
that SMEs often face challenges in integrating and 

streamlining their IT systems: 55% reported difficulties 
in locating data, and 54% struggled to maintain data 
within their company’s systems (see Figure 5). Several 
factors contribute to these challenges, including 
inadequate or fragmented data systems, limited IT 
infrastructure and a lack of data literacy within SMEs.

SMEs may rely on a combination of in-house and 
outsourced IT solutions. For example, 53% of 
surveyed SMEs rely on both internal and external IT 
support, while 43% store their data in both the on-
premises data centre and in the cloud (see Figures 6 
and 7). While this combination offers some flexibility 
in terms of cost, security and accessibility, without 

proper IT strategies and systems in place, SMEs may 
encounter issues such as security vulnerabilities, lack 
of interoperability and limitations to scale the business, 
which can affect their expansion into international 
markets and hinder effective vendor management. 
Prioritizing the development of robust IT capabilities  
is essential to address these challenges.
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Where do SMEs source their data storage?F I G U R E  7

How does your company 
store data?

Cloud storage

Both on-premise data 
centre and cloud storage

Not sure

33%

43%

15%

9%

On-premise data centre

1.4	 Barriers to accessing global markets

For SMEs aiming to expand their operations into 
international markets or those already operating on 
a global scale, it is important not only to establish 
a robust and dependable IT infrastructure but also 
to comply with diverse trade and data exchange 
regulations, to ensure responsible and secure 
cross-border data flows as part of the global digital 
economy.21 Of the companies surveyed, 36% 

operate in more than one regulatory jurisdiction 
(see Figure 8). Among those operating in more than 
one jurisdiction, conflicting, complex and unclear 
regulations, the frequent regulatory changes, and 
the added cost of keeping up with them were 
highlighted as some of the more prevalent barriers 
they have experienced while engaging in cross-
border data flows (see Table 1). 

36%

51%

13%

Does your company 
operate in more than one 
regulatory jurisdiction?

NoYes Not sure

SMEs operating in more than one regulatory jurisdictionF I G U R E  8
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Ranking of the main challenges related to cross-border data flows 
experienced by SMEs operating in more than one jurisdiction

What are the major challenges your company faces with regards to cross-border data flows? 

TA B L E  1

Note: The table above contains the responses to the question ordered from highest to lowest prevalence.

SMEs have immense untapped potential to 
position themselves as strategic players in the 
dynamic landscape of the digital age. In line with 
previously discussed challenges related to IT 
infrastructure and data storage, SMEs should 
understand how to securely store their data not 
only within their local jurisdiction but also in any 

geographical location they operate. By adopting 
a comprehensive approach that encompasses a 
robust IT infrastructure, a deep understanding of 
cross-border regulations and proactive measures to 
safeguard data integrity, privacy and prevent cyber 
risks, SMEs can unlock opportunities for expansion 
into international markets.

Ranking Challenges

1 Complexity in legal requirements due to multiple layers of regulations leading to lack of transparency

2 Ambiguity in definitions such as “consent”, “personal data” and others

3 Conflicting regulations

4 Uncertainty in legal requirements due to frequent changes and additional research costs for companies

5 Technical barriers such as data security and privacy

6 Regulators’ limited understanding of the practical aspects of cross-border data flows

7 High costs involved in obtaining certifications for data handling

8 Other challenges
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1.5	� Insufficient monitoring and reporting 
of sustainability data

While SMEs individually have a relatively small 
environmental and carbon footprint, their combined 
contribution to greenhouse gas emissions is 
significant, accounting for at least 50% of the 
emissions from the business sector.22 SMEs play 
a major role in helping large companies implement 
and meet sustainability objectives throughout the 
value chain. To achieve this, these companies are 
required to strike a balance between increasing 
performance and meeting quality standards while 
reducing their impact on the environment.23 This 
underscores the increasing importance for SMEs to 
embrace sustainability initiatives to combat the global 
climate crisis, optimize their operational efficiency and 
enhance their overall reputation.24

However, the success of these initiatives hinges 
on the availability of high-quality data. When it 
comes to sustainability reporting systems, there are 
frameworks such as carbon disclosure. 25 Only 21% 
of respondents are aware of the benefits of carbon 
disclosure and actively track and report energy 
consumption and carbon emissions. Additionally, 

only 25% of surveyed SMEs have some familiarity 
with this framework, but they are unsure of its 
business benefits (see Figure 9). The survey revealed 
that time, budget and other resources constraints 
(20%), as well as limited access to data from 
suppliers and customers (20%), among other factors, 
hinder the implementation of carbon disclosure 
reporting (see Figure 10). Technical training on carbon 
reporting (27%) and standardized guidelines or 
simplified frameworks for carbon reporting (20%) are 
conditions identified by surveyed SMEs that could 
improve their carbon disclosure practices (see Figure 
11). Considering the broader challenges surrounding 
data maintenance, access and use, companies 
should ensure that current sustainability indicators 
reporting meets global or industry-wide standards. 

Thus, by adopting transparent and rigorous 
sustainability reporting practices, SMEs cannot 
only help mitigate the climate crisis, but also 
unlock new business opportunities, strengthen 
their market position and meet changing 
stakeholder expectations.

Awareness of carbon disclosureF I G U R E  9

0% 5% 10% 15% 25%20%

We are somewhat familiar with the concept of carbon 
disclosure, but we are not sure if it is relevant to our 
business or if there are any benefits to implementing it

25%

Yes, we are aware of the concept of carbon disclosure, and 
we understand the benefits it can provide to our company. 
We have already started tracking and reporting our carbon 
emissions and energy consumption data

21%

Yes, we have heard of carbon disclosure, but we are 
unfamiliar with the concept and its benefits for our company

19%

14%No, we have not heard of carbon disclosure and its 
potential benefits for our company

10%We are aware of carbon disclosure, but we believe that 
the costs and resources required to implement it 
outweigh the potential benefits for our company

8%We have not considered carbon disclosure in the past, 
but we are willing to learn more about it and its potential 
benefits for our company

3%We are aware of carbon disclosure, but we are not 
interested in tracking or reporting our carbon emissions 
and energy consumption data for our company

Are you aware of the concept of carbon disclosure (tracking, measuring and reporting of 
greenhouse gas emissions and energy consumption) and the benefits for your company?
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Difficulties SMEs have encountered in collecting and reporting carbon disclosureF I G U R E  1 0

15% 20%5% 10%0%

Lack of resources (e.g. time, budget, etc.) 20%

Limited access to data from suppliers 
and customers

20%

Other challenges 20%

13%Lack of expertise on how to collect, track and 
report this information

13%Complexity of carbon emission standards

7%Lack of knowledge on how to measure 
emissions from the company's operations

7%Lack of harmonized data structures across 
the value chain

What difficulties have you encountered in collecting and reporting your carbon disclosure?

Conditions or types of support that could help SMEs improve 
their carbon disclosure practices

F I G U R E  1 1

5% 10% 15% 30%25%20%0%

Technical training on carbon reporting 27%

Standardized guidelines or simplified 
frameworks for carbon reporting

20%

Public or private funding to support 
carbon disclosure efforts

13%

13%Other support

13%User-friendly tools for measuring emissions

7%Government incentives and recognition for 
companies that track and report emissions 
and demonstrate climate leadership

7%Collaboration and support from industry associations

What conditions or types of support could help your company improve carbon disclosure practices?
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Recommendations 
for SMEs

2

When implementing the recommendations provided 
below, it is important to recognize the unique 
advantages that SMEs possess compared to large 
multinationals. These companies are more agile 
in adopting new practices, embracing innovation 
and making sustainable decisions.26 Additionally, 

SME employees tend to exhibit greater loyalty and 
cohesive teamwork. They also tend to be more 
empowered within the company as they are closely 
involved in management decision-making.27 Making 
use of these qualities, SMEs can effectively advance 
their data preparedness.

To achieve data readiness, SMEs should 
understand the purpose of using data, create 
a data management plan and identify potential 
business benefits. Prioritizing data needs (see 
Figure 12) involves assessing available data, 
determining its relevance and quality and storing 
it in digital formats for accessibility, interoperability 

and analysis. Integrating existing systems and data 
sources into business operations and governance 
while ensuring security and regulatory compliance 
is also crucial. When choosing IT solutions, SMEs 
should consider current and future needs, cost 
implications and long-term value for maximum 
return on investment.28

2.1	� Taking stock of available IT infrastructure 
and prioritizing data needs

The unique qualities of SMEs offer them 
diverse opportunities to unlock their data 
potential and accelerate their growth.

Example of a framework for defining data prioritiesF I G U R E  1 2

Assessment and comprehension
Perform data evaluation, modelling, storage and analysis 
to integrate systems, create value from this information 
and optimize operations.

Governance
Establish data governance, roles and responsibilities to 
ensure compliance with data security, privacy and risk 
management regulations.

Knowledge, skills and expertise
Enable organizational transformation through employee 
capacity building.

Multistakeholder collaboration
Promote collaboration with the public and private sectors, 
NGOs and academia in data management and 
knowledge sharing to improve data capabilities.

Review, adjust and evolve
Regularly assess employee data strategies and employees’ 
competencies to adapt them to current business needs, 
regulations, stakeholders and digital trends.

IT infrastructure
Select a digital technology provider that respects data 
governance protocols to ensure cyber resilience.

Leadership and resource allocation 
Senior leadership's commitment and strategic vision drive 
the allocation of resources to develop data capabilities for 
the organization's benefit.

Note: The figure consolidates and summarizes the recommendations 
provided in the paper for SMEs, the roles of different stakeholders and 
guidance provided in the academic seminal literature on data management 
and frameworks such as ISO/IEC 27001.29 They can be applied in any order, 
as needed. The recommendations should provide a good starting point for 
SMEs to embark on their data journey and create value from data.
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To navigate the growing risks of data privacy and 
regulatory complexities, SMEs should adopt a 
proactive approach. Developing data management, 
privacy and cybersecurity strategies and appointing 
dedicated and qualified professionals such as chief 
data officers will help to align long-term strategies 
with short-term business and operational needs, 
focusing on data governance to ensure compliance 

with regulations through ethical, private and secure 
data use. SMEs may have budgetary constraints 
in creating and filling senior roles. So, even starting 
small and having just one appointed person on a 
full-time, part-time or consultancy basis, who is 
clear on the roles and responsibilities of a chief data 
officer and can advise the business accordingly, 
can have a significant impact on data readiness. 

In addition to establishing an adequate technology 
infrastructure, SMEs should encourage a data-
driven culture among their employees and provide 
training on data-related issues, such as data 
analytics and visualization. This can enable staff to 
extract maximum value and insights from information. 
Capacity building on topics such as cybersecurity, 
privacy, data processing risks and limitations, and 
the roles and competencies of agents and teams 

should also be provided. In addition, it is imperative 
that SMEs wishing to introduce AI-based solutions 
into their operations acquire the necessary skills to do 
so effectively and responsibly. This will help to ensure 
responsible handling of the information to reduce the 
likelihood of human-related errors30 and to develop risk 
mitigation and timely response strategies. This type of 
training can be facilitated by public institutions, NGOs, 
academic institutions or peer-to-peer networks.31

2.2	� Advancing proactive data governance

2.3	� Providing company-wide technical 
and data capacity-building
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Choosing the right IT infrastructure presents 
both SMEs and global enterprises with common 
dilemmas: IT decisions should be based on periodic 
assessments to align business needs, i.e. IT 
infrastructure as a means rather than an end. 
For SMEs outsourcing IT support, it is crucial to 
establish clear data security protocols (ensuring 
data integrity, confidentiality, availability, authenticity 
and non-repudiation), clear responsibilities, privacy-
preserving mechanisms for regulatory compliance 
and budget for future IT needs and upgrades. 
Selecting technology providers with robust data 
protection systems, such as firewalls, intrusion 
detection applications, and data backup and 

recovery systems, is also important to ensure that 
SMEs remain cyber resilient in complex regulatory 
environments. 

For those companies wishing to expand and scale 
their operations abroad, having a robust and resilient 
IT infrastructure, as described previously, can offer 
many possibilities. Some of these are secure and 
responsible cross-border data flows, regardless 
of the physical location of the participants, more 
agility to scale operations and a more complete view 
of customer preferences and global market and 
industry trends to identify new business opportunities 
and promote industry-wide collaboration.

In response to climate change concerns and 
growing green preferences among business 
stakeholders, SMEs should incorporate emission 
tracking and reporting into their operations.32 Using 
data from processes like energy consumption 
can enable SMEs to monitor carbon emissions, 
benchmark environmental performance, improve 
resource efficiency and achieve cost savings while 

promoting sustainability. The implementation 
of carbon disclosure or similar tracking and 
reporting mechanisms can support corporate 
social responsibility (CSR) strategies, demonstrate 
accountability, enable real-time data sharing for 
supply chain optimization, enhance business 
reputation and build stakeholder trust.

2.4	� Building resilient IT infrastructure  
to facilitate scaling and going global

2.5	� Promoting environmental responsibility 
and resource efficiency
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Call to action  3

Proactive and forward-thinking leadership 
can drive SMEs to tap into data and have 
their business thrive in the digital world.

Data has the power to transform SMEs, but they 
will need leadership, vision, skills and infrastructure 
to plan and act effectively and responsibly. We 
encourage these companies to take as their guide 
the following four principles, which frame the various 
recommendations suggested in this publication.

Develop a data-driven culture

To use data efficiently and responsibly, SMEs need 
clear, long-term data management strategies, 
which should be periodically reviewed, and experts/
dedicated personnel to implement these strategies 
to ensure compliance with regulations. These 
strategies should guide the adoption of IT solutions 
rather than the other way around. 

Join the global data revolution

The data revolution is here to stay, and for SMEs, 
it is crucial to embrace and thrive in this rapidly 
evolving digital landscape. Instead of pondering 
“if”, the focus should shift to “when” and “how” 
SMEs can effectively harness data through digital 
innovation for sustainable growth. Irrespective of 
their size or industry, SMEs should adopt a proactive 
and forward-thinking strategy to use technology and 
data strategically, aligning their business objectives 
with global market demands and thus future-
proofing resilient business operations. Regardless 

of its magnitude, what truly matters is forging ahead 
on the path to data readiness, be it through a mighty 
stride or a humble step.

Take advantage of SME’s agility for 
transformation and innovation

Unlike large companies, SMEs are not subject to 
complex organizational structures and hierarchical 
decision-making processes. This flexibility enables 
them to respond quickly to market trends, customer 
demands and technological advances, which 
encourages innovation and the exploration of 
emerging opportunities.

Engage in multistakeholder collaboration

SMEs can build collaborative networks with other 
sectors to access skills and new technologies, 
share best practices, navigate the regulatory 
environment for data management both 
domestically and internationally, and ensure their 
data policies are compliant with industry standards. 
Cross-sector collaboration is essential, as SMEs 
play a critical role as partners and intermediaries 
within any supply chain. There are numerous 
opportunities for beneficial exchanges for these 
actors to drive mutual growth and collaboration and 
enable them to forge a path to success in an ever-
evolving business ecosystem (see Table 2).

Some key actions for stakeholders to help SMEs overcome 
their challenges and thrive in their data readiness journey 

TA B L E  2

Other private  
sector actors 

(big companies, 
entrepreneurs)

	– Share best practices and knowledge on quality management and data governance.

	– Share access to new technologies, tools, knowledge and training, e.g. through digital platforms.

	– IT service providers can offer tailored solutions for SMEs.

Public sector 

(governments  
and regulators)33  

	– Simplify regulatory frameworks and provide incentives (fiscal, grants, subsidies) to promote responsible and ethical 
data management and encourage sustainable practices.

	– Establish agreements, platforms and standards to promote open data, data sharing and interoperability.

	– Develop programmes to promote awareness and literacy in data regulation, in collaboration with NGOs and academia.

International 
organizations and civil 
society organizations34

	– Promote data practices that comply with current regulations and safeguard privacy, inclusion and responsible use of data. 

	– Provide open-source data tools and training resources for efficient and responsible data management at a low cost.

	– Industry organizations can provide guidance for understanding and complying with data regulations.

Academia 

(universities and  
 institutions)

	– Review existing data literacy curricula and training programmes for professionals based on business needs.

	– Develop collaborative research projects to identify internationally recognized frameworks, standards and guidance 
to accelerate the data-driven digital transformation of SMEs.

	– Develop incubators and entrepreneurship centres that offer mentoring, networking opportunities, access to 
financing and shared offices, etc.
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Conclusion
Data holds tremendous potential to revolutionize 
SMEs, but its effective and responsible use requires 
forward-thinking leadership, proactive strategy, 
data-centric culture and robust IT infrastructure. 
With these goals in mind, this report aims to 
create significant impact by raising awareness 
of the utmost importance of data readiness in 
driving growth and prosperity for SMEs of all sizes, 
sectors and nationalities. It also sheds light on the 
critical barriers that hinder strategic data use while 
presenting practical steps for SMEs to overcome 
these challenges.

By catalysing the evolution of SMEs towards data-
centric entities, it can lead to improved business 
processes, agile management, increased productivity 
and resilience, and generate remarkable opportunities 
for sustainable business growth, access to global 
markets, job creation and supply chain optimization. 

The data-driven transformation of SMEs can set 
an inspiring precedent for other businesses and 
generate positive change that ripples throughout 
the global economy. By embracing data-centricity, 
SMEs can also make a substantial contribution to 
the dual transition of both a more sustainable world 
and a more digitized future.

Moving forward, this work is intended to develop 
a community of diverse stakeholders and continue 
championing SMEs’ data readiness to promote 
global economic growth. Through collaboration 
and deeper analysis, the goal is to strengthen the 
understanding of data’s transformative potential and 
empower SMEs on their journey towards becoming 
data-driven enterprises.
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