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Foreword

Roshan Gya
Chief Executive Officer,
Capgemini Invent

In recent years, organizations have moved beyond
predictive models and chat interfaces to experiment
with artificial intelligence (Al) in more transformative
ways. Al agents are now emerging as integrated
collaborators in business, public services and
everyday life. The adoption of Al agents could

bring significant gains in efficiency, altered kinds of
human-machine interaction and the advent of novel
digital ecosystems.

This transition faces multiple obstacles that need to be
addressed. Moving from models to agents represents
more than a technical milestone and requires
organizations to rethink how they design, evaluate and
govern advanced agentic systems. Many companies
are now questioning what agents can accomplish
alongside the practical steps needed to adopt and
deploy them safely, responsibly and effectively.

This paper was developed to help answer those
questions. By mapping the evolving foundations

of agentic systems, classifying their roles,
identifying new ways to evaluate them and outlining
progressive governance approaches, the paper
offers practical guidance for leaders navigating
adoption in real-world contexts.

Cathy Li

Head, Centre for Al
Excellence, Member of
the Executive Committee,
World Economic Forum

Through the Al Governance Alliance, the World
Economic Forum and Capgemini are advancing
this subject in collaboration with the Al community,
signalling that now is the time to prepare for an
agentic future. If adopters start small, iterate
carefully and apply proportionate safeguards,
agents can be deployed in ways that amplify
human capabilities, unlock productivity and
establish a foundation for more complex multi-agent
ecosystems to emerge over time. Unless a careful
and deliberate approach to adoption is adopted,
untested use cases could outpace oversight and
lead to misaligned incentives, emergent risks and
loss of public trust.

As with any transformative technology, the
opportunities presented by Al agents must be
accompanied by a responsibility to guide their
development and deployment with care. Through
cross-functional efforts and collaborative
governance, Al agents can be integrated in ways
that amplify human ingenuity, promote innovation
and improve overall quality of life. This paper is a
step in that direction, offering guidance to help early
adopters navigate the complex and often uneven
path of Al agent adoption.
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Executive summary

This paper explores the emergence of Al
agents, outlining their technical foundations,
classification, evaluation and governance to
support safe and effective adoption.

This report has been tailored mainly for adopters
of Al agents, including decision-makers, technical
leaders and practitioners seeking to integrate Al
agents into organizational workflows and services.

While Al agents are gaining traction, there remains
limited guidance on how to design, test and
oversee them responsibly. This paper aims to help
fill that gap by providing a structured foundation for
the safe and effective deployment of these systems.

The paper makes three key contributions. Firstly,

it covers the technical foundations of Al agents,
including their architectures, protocols and security
considerations. Secondly, it offers a functional

classification that differentiates agents by their role,
autonomy, authority, predictability and operational
context. Thirdly, it suggests a progressive governance
approach that directly connects evaluation and
safeguards to an agent’s task scope and
deployment environment.

Together, these elements guide adopters with a
conceptual blueprint for moving from experimentation
to deployment. The report highlights the importance
of aligning adoption with evaluation and governance
practices to ensure that Al agents are successfully
deployed while trust, safety and accountability

are maintained.
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FIGURE 1

Introduction

Al agents are shifting from prototypes to
deployment, bringing both transformative
opportunities and novel governance challenges.

Al agents are gradually becoming embedded in

an increasing number of tasks, workflows and

use cases that span cloud and edge computing,
leading the way to more widespread adoption.

As the transition from prototyping to deployment
accelerates, current adoption remains concentrated
among early adopters. According to a recent global
survey of executives, 82% of organizations plan to
integrate agents within the next one to three years,
indicating that most efforts are still in the planning or
pilot phase," while moving towards wider adoption.

The concept of software agents has been studied
for decades in fields such as robotics, autonomous
systems and distributed computing. What is different

today is the rise of data-driven models, particularly
generative artificial inteligence (Al) and large language
models (LLMs), which are enabling the emergence
of a new generation of LLM-based agents. These
systems can generate plans, simulate reasoning
and adapt their behaviour through feedback
mechanisms in ways that were previously not
possible. This evolution has sparked a new

wave of experimentation, with researchers and
companies rapidly creating prototypes of agents
in various fields. This report focuses mainly on
LLM-based agents (“Al agents” is sometimes
used in short), whose growing capabilities create
both significant opportunities for adoption and a
new set of challenges in governance and safety.

Foundations for the responsible adoption of Al agents

:

Technical
foundations

Lay the
groundwork

2

3

Functional Evaluation and
classification governance
Define the Scale with
agent’s role confidence
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LLM-based Al agents, for example, introduce new
risks such as goal misalignment, behavioural drift,
tool misuse and emergent coordination failures
that traditional software governance models are
unable to manage. Unlike conventional software,
agents are increasingly assuming roles that
resemble those of human decision-makers rather
than static tools. This means that governance
models designed solely for access control and
system reliability are no longer sufficient. A more
useful comparison is the governance applied

to human users, who must earn permissions,
accountability and trust by demonstrating performance
over time. Similarly, trust in Al agents can be
established by testing their behaviour against
validated cases, running them in human-in-the-
loop configurations and gradually expanding
autonomy only once reliability has been sufficiently
demonstrated. In both cases, the principle of least
privilege remains essential, with access limited to
information and actions necessary for the task.

This report aims to provide a forward-looking analysis
of the evolving landscape of Al agents, focusing
on the capabilities, infrastructure, classification and
safeguards necessary for responsible deployment.
To this end, it is structured around four foundational

pillars across classification, evaluation, risk assessment
and governance, which together form the foundation
for a progressive approach to adoption and
deployment. Figure 1 presents the general content
of this report, which helps guide the responsible
adoption and deployment of Al agents.

The goal is to equip adopters, providers, technical
leaders, organizational decision-makers and other
stakeholders with a shared understanding of the
current state of agentic systems and emerging
oversight practices. Building on established

Al governance principles and frameworks,

such as those developed by the Organisation

for Economic Co-operation and Development
(OECD),? National Institute of Standards and
Technology (NIST),® International Organization for
Standardization (ISO)/International Electrotechnical
Commission (IEC)* and others, this paper
introduces additional principles addressing
autonomy, authority, operational context and
systemic risk that extend existing governance
guidance from an agent-focused lens. The
insights have been informed by working group
meetings, workshops and extensive interviews with
members of the Safe Systems and Technologies
working group of the Al Governance Alliance.

Al Agents in Action: Foundations for Evaluation and Governance 6



1.1

® Building agents
requires not just
engineering but
also orchestration
and coordination
between models,
tools, data sources
and humans.

Evolving technical

foundations of Al agents

The architecture, protocols and security
models of Al agents dictate how they integrate
Into organizations and interact with the world.

While the core architecture of Al agents is beginning
to take shape, practices for agent deployment,
integration and governance remain nascent. As
organizations begin to “hire” Al agents to support or
augment human teams, or perform tasks that impact
the physical world, adoption should be treated

with the same level of rigour as onboarding a new

employee, including clearly defined roles, safeguards

and structured oversight mechanisms. This section

outlines the technical foundations that enable agentic

systems and the architecture decisions that shape
how they are built, deployed and governed.

The software architecture of an Al agent

The adoption of LLM-based agents by industry
marks a broader shift in software development from
rigid, rules-based systems to more flexible, intent-
driven interactions. For instance, in call centres,
early chatbots that followed scripted decision trees
are now giving way to agentic systems capable
of understanding intent, managing context, and
escalating decisions more dynamically. This evolution
towards agentic Al represents a fundamental change
in control and autonomy, where tasks traditionally
performed by humans are delegated to machines.

To enable this shift, Al agents draw on four
technological paradigms:

— Classical software: deterministic logic and rule-
based execution

— Neural networks: pattern recognition and
statistical learning

— Foundation models: general-purpose, adaptive
systems that interpret instructions and act
contextually

— Autonomous control: mechanisms that enable
systems to plan, coordinate and act with minimal
human oversight

As a result, building agents requires not just
engineering but also orchestration and coordination

between models, tools, data sources and humans.
This layered setup introduces new complexity

in how agents behave, generalize and interact
with their environment, reinforcing the need for
structured scaffolding.

Today, Al agent architectures are organized into
three interconnected layers, consisting

of application, orchestration and reasoning,
which collectively enable intelligent, context-
aware and business-aligned automation. At a high
level, agent architectures are designed to interface
with users and systems, coordinate complex tasks
using external tools and application programming
interfaces (APIs), and support decision-making
through a combination of language models,
reasoning modules and control logic. Together,
these layers provide the technical foundation that
underpins how agents operate.

The application layer, along with protocols such
as Model Context Protocol (MCP) and agent-to-
agent protocol (A2A), integrates the agent into
specific processes or user workflows. It receives input
through user interfaces or APIs and translates it into
structured signals. Application logic applies domain-
specific rules and constraints to ensure the agent’s
output (i.e. forecast, decisions, actions, messages,
etc.) is aligned with user expectations and business
requirements. This layer can run in the cloud or on-
prem in edge computing equipment.

Al Agents in Action: Foundations for Evaluation and Governance
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@ Understanding
this architecture is
key to anticipating
how agents will
engage with users
and systems,
coordinate
workflows and
make context-
aware decisions.

FIGURE 2

The orchestration layer (framework layer)
governs how the agent interprets inputs, invokes
tools and coordinates tasks. While some LLM
providers® have integrated tools directly into their
solutions, this can create rigid and vendor-locked
systems. Agentic frameworks overcome this

by standardizing tools and systems integration,
remaining LLM-agnostic and spanning multiple
workloads across cloud and edge. This enables Al
agents to employ a range of reasoning strategies
and support features, such as code execution or
search, and use protocols like MCP to connect
with enterprise resources, including databases
and customer relationship management (CRM)
systems. Most agents also include specialized
sub-agents that handle distinct tasks, which makes
them functionally part of a multi-agent system.
The orchestration layer is critical in this regard, as
it coordinates sub-agents, assigns responsibilities
and manages dependencies between them. It also
enables model switching, allowing organizations to
assign different models to various tasks based on
their complexity, cost or performance. Importantly,
Al agents have a unique architecture that can

be extended beyond the organization’s security
perimeter. Their ability to invoke external tools and
communicate with other agents enables them to

Software architecture of an Al agent

Internal organization resources

Environment

Event User

Al agent boundary

operate beyond traditional network boundaries,
introducing novel cybersecurity concerns.

The reasoning layer underpins the agent’s ability
to generate, predict, classify or apply rules in
pursuit of its goals. Depending on the task, the
reasoning layer can draw on a range of models,
including deterministic, rule-based approaches
and classical machine learning, as well as small

or large language models and other generative
architectures. The choice of model shapes how
the agent processes information, adapts to context
and ultimately carries out its assigned role.

Figure 2 illustrates this layered architecture, showing
how internal components across application,
orchestration and reasoning work together to
support dynamic agent behaviour while maintaining
secure boundaries across organizational systems.

In combination, these layers constitute the
technical backbone that governs agent
functionality. For organizations implementing
Al agents, understanding this architecture is
key to anticipating how agents will engage
with users and systems, coordinate workflows
and make context-aware decisions.

Third-party resources
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1.2

® MCP has gained
widespread support
across leading
agent frameworks
and is increasingly
viewed as a core
mechanism.

FIGURE 3

Overview of MCP

Communication protocols and interoperability

The landscape of advanced LLM-based agents

is supported by new protocols that enable more
seamless integration and collaboration. The MCP,
for example, aims to standardize the connection
between enterprise software systems, external
data sources and agents, while protocols such

as A2A and the AGNTCY architecture’s agent
connect protocol (ACP) offer tools to facilitate
interaction between varying Al agents, forming the
interoperability layer for multi-agent systems (MAS).
As these protocols are implemented across cloud
platforms, enterprise networks and edge devices,
they are necessary for running agentic code while
connecting with real-world sensor data and systems.

Introduced by Anthropic in late 2024, MCP®
enables agents to connect with internal or

external data sources, APIs and enterprise
systems through a standardized protocol.
Rather than developing bespoke integrations
for each agent-task pairing, MCP allows agents
to act as clients that request access to services
via MCP-compliant servers. For example, an
agent using MCP can check a calendar, retrieve
emails, update database content or update
CRM records through a shared interface.

This significantly reduces friction, speeds up
deployment and supports modular plug-and-play
capabilities across tools and environments.

MCP has gained widespread support across
leading agent frameworks and is increasingly
viewed as a core mechanism for connecting
agents to the broader enterprise infrastructure.

lllustration of MCP-based agent communication

Al agent 1

MCP

MCP
client
messaging

client
database

User updates

Send an email

MCP
server
messaging

Messaging

Al agent 2

MCP
client

database

arecord

4

Acknowledge
update

Database update
confirmed

Read a record

MCP
server
database

MCP server
updates the
database

Database
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Where MCP focuses on communication between Released by Google in April 2025,” A2A operates

agents and external or internal systems, protocols through a common communication interface and
like A2A enable agents to discover each other, introduces the concept of agent cards (similar to
interact, collaborate and delegate tasks, whether model cards®), which are structured descriptions
operating within an organization’s security perimeter of an agent’s identity, along with its capabilities
or outside it. These protocols address a growing and skills. This allows for automatic discovery
need in complex environments where multiple and coordination between agents and systems.

agents work together across organizational or
technical boundaries, enabling agents from different
vendors to communicate effectively.

FIGURE 4 | lllustration of agent-to-agent communication protocol

5%

Al agent 1 Al agent 2

A2A protocol
Agents Agents
LLM LLM
Agent framework e Agent framework

manager

Artefact
handler

APls and enterprise
applications

APls and enterprise
applications

Beyond communication and discovery, new between agents. Strategy, privacy and security

standards are also emerging that address how considerations often shape how and whether

agents transact and exchange value. Released systems should be integrated and are important

by Google in September 2025, the Agent for enterprises to carefully consider.

Payments Protocol (AP2)° enables secure,

auditable transactions under user-defined For example, communication between different agents

limits. Unlike MCP and A2A, which focus on could raise concerns about access control, data

data exchange and task coordination, AP2 confidentiality or compliance across jurisdictions.

addresses complex financial operations. Choosing whether to expose a capability to other
agents becomes a governance decision as much

Despite this progress, interoperability remains as a technical choice.

a key challenge. Technical compatibility alone

does not guarantee successful coordination

Al Agents in Action: Foundations for Evaluation and Governance 10



1.3

® Security
strategies have
evolved from
perimeter defences
to layered “defence
in depth” and more
recently to the
zero-trust model.

Cybersecurity considerations

As Al agents move into enterprise and consumer-
facing environments, they extend rather than
replace existing security challenges. Security
strategies have evolved from perimeter defences
to layered “defence in depth,” and more recently
to the zero-trust model.’® These changes reflect
broader transformations such as cloud adoption,
distributed workforces and interconnected
ecosystems, all of which have already weakened
the notion of a clear boundary between internal
and external networks. Agents build on this
trajectory but add additional layers of risk that
must be managed proactively.

By autonomously invoking tools and communicating
across organizational lines (e.g. via MCP and
A2A), agents embed external services, databases
and peer agents into enterprise workflows. This
multiplication of identities and connections makes
identity management, micro-segmentation and
ongoing verification of agent activity essential.

While protocols such as MCP and A2A can
streamline integration, they also expand the attack
surface' by introducing new external dependencies
and interfaces, as illustrated in Figure 2. The very
interoperability that enhances agent capabilities
also exposes enterprises to unpredictable inputs
and vulnerabilities from third parties. For adopters,
this means that every agent interaction should be
treated as untrusted by default, and that verifying
identity, permissions and context is necessary
before granting access.

Finally, agents can be misused.'? They might be
exploited through design flaws or prompt injections,
or even intentionally deployed for malicious purposes,
such as accessing private data or spreading
misinformation. Unlike traditional attacks, autonomous
agents can act with speed and persistence, making
attribution and accountability harder. Organizations
should prepare for this by implementing strong
audit trails, incident response plans and clear
accountability structures.

Al Agents in Action: Foundations for Evaluation and Governance 11



® Systematic
classification is
important because
it provides a
common basis for
comparing agents,
anticipating risks
and linking
evaluation and
governance.

Foundations for Al agent
evaluation and governance

A structured foundation for evaluating and
governing Al agents enables consistent
assessment and oversight across contexts.

As Al agents mature and adoption increases, a
functional understanding of their roles and properties
is beginning to take shape. Rather than classifying
agents solely by modality (e.g. text, speech, vision)
or domain (e.g. customer service, decision support,
workflow orchestration), it is more effective to
evaluate them according to their intended purpose,
core properties and operating context. This approach
creates a clearer foundation for assessing impacts
and designing safeguards that are proportionate to
an agent’s role. Systematic classification is important
because it provides a common basis for comparing
agents, anticipating risks and linking evaluation

and governance decisions to the realities of how

an agent operates. Without it, oversight risks may
become inconsistent, reactive or disconnected from
an agent’s actual capabilities and environment.

To establish this foundation, this report
introduces four foundational pillars which,
in combination, provide a structured
approach to assessment and adoption:

— Classification: Establish the agent’s
characteristics and operational context
to inform downstream assessment.

— Evaluation: Generate evidence of performance
and limitations in representative settings.

— Risk assessment: Analyse potential harm
using classification and evaluation as inputs.

— Governance: Translate classification,
evaluation and risk assessment results
into safeguards and accountability
proportionate to the agent’s profile.

These foundations apply to diverse Al agents,
encompassing both virtual and embodied
systems in different operational contexts.
They provide a consistent basis for assessing

performance, identifying risks and establishing
governance mechanisms that scale with an
agent’s autonomy, authority and function.

To address classification, evaluation, risk assessment
and governance, it is useful to distinguish between
two main stakeholder perspectives:'®

— Provider: Refers to organizations or individuals
that supply Al systems, platforms or tools. Their
responsibilities include ensuring that products
are developed and maintained in accordance
with responsible and ethical guidelines, and
that the necessary documentation and support
are provided.

— Adopter: Refers to individuals within an
organization who use Al systems, encompassing
responsibilities such as procurement and
deployment. Procurement involves the
responsibility of acquiring Al solutions for
organizational use by conducting due diligence
and ensuring that all Al agent solutions comply
with organizational policies and regulatory
requirements. Deployment is the responsibility
for implementing Al systems in accordance with
documented requirements and plans, while
ensuring that risks and impacts of the Al agent
are properly assessed and managed.

The adopter depends on the provider for
transparent documentation, model and system
specifications, and sufficient performance and risk
information to support responsible deployment and
oversight throughout the system life cycle.

The four pillars form a continuous and parallel
progression in which classification provides
structure, evaluation establishes evidence, risk
assessment identifies and mitigates potential
harms, and governance translates those insights
into safeguards and accountability.

Al Agents in Action: Foundations for Evaluation and Governance 12



FIGURE 5
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2.1

Classification

Classification defines an agent’s characteristics
and operating context to guide evaluation, risk
assessment and governance.

To support evaluation and risk assessment, agents
can be described across a set of dimensions that
capture both their internal characteristics and the
external contexts in which they operate. These
dimensions provide a structured approach to
analyse and compare agents across applications,
ensuring clarity about their design choices and real-
world effects.

In combination, the proposed dimensions define
how an agent operates, what actions it is permitted
to take and the complexity of the context it is
deployed in. The agent’s overall impact can be seen
as a profile that emerges from the interaction of
these dimensions, reflecting the benefits or risks of
its application in practice.

Function refers to the specific role, purpose or

set of tasks the agent is designed to perform.

It describes what the agent does in practice,
independent of the environment it is deployed

in. For example, a coding co-pilot that generates
software snippets and a triage assistant that
prioritizes patients in an emergency department
have distinct functions, even though both operate in
digital workflows.

Role reflects the breadth of tasks an agent

can perform. Specialized agents are narrowly
focused and optimized for specific domains, while
generalized agents can adapt across domains to
address a broader range of tasks or challenges.
For instance, a tax-filing agent designed only

to prepare returns is specialized, whereas a
personal digital assistant that manages scheduling,
email drafting and online search operates as a
generalist agent.

Predictability describes the stability and
repeatability of agent behaviour. Deterministic
agents produce consistent, identical outputs
when given the same inputs, which makes their
performance highly predictable and easier to
validate. Non-deterministic agents, by contrast,
may evolve, learn or generate variable outputs
over time. " This variability can support creativity,
adaptation and exploration, but it reduces the
reliability of producing identical results under
identical conditions. For adopters, predictability
determines how much confidence they can place
in an agent’s outputs, how reproducible those
outputs are, and what level of oversight is required
to manage variability in practice.

Autonomy captures the degree to which an agent
can define and pursue objectives. The spectrum
ranges from simple command-response systems to

Al Agents in Action: Foundations for Evaluation and Governance 13



@ Establishing
levels of
autonomy can help
organizations set
clear expectations
for functionality
and implement
proportionate
governance
mechanisms.

FIGURE 6

Agent characteristics

agents capable of planning and executing actions
independently across authorized environments.
Autonomy in this context refers to an agent’s capacity
to decide when and how to act toward a goal,
adapting to changing conditions without human
guidance. Automation, on the other hand, refers to
systems that execute predefined functions reliably

under specified conditions without human intervention.

The key distinction is that autonomy entails decision-
making flexibility (i.e. choosing what to do), whereas
automation emphasizes execution reliability (i.e. doing
what the system is programmed to do).

In the automotive sector, SAE International’s
Taxonomy and Definitions for Terms Related to
Driving Automation Systems for On-Road Motor
Vehicles'® framework defines driving automation
from Level O (no automation) to Level 5 (full
automation). A similar spectrum can be applied
to Al agents. This spectrum can be conceived

of as moving from no autonomy (for example, a
simple chatbot that only answers user queries) to
full autonomy (for example, a customer service
agent that automates interactions, resolves queries
and personalizes responses using a company’s
knowledge base). Establishing levels of autonomy
can help organizations set clear expectations

for functionality and implement proportionate
governance mechanisms.

Authority defines the actions an agent is permitted
to take. It sets the boundaries of system access,
such as permissions to use tools, interact with
databases or execute transactions. Like autonomy,
authority exists on a sliding scale, from read-only
access to full administrative control.

Classification dimensions

Autonomy and authority can be combined in
different ways, depending on an agent’s purpose
and design. They are not inherent system properties
but design choices that can be made based on the
agents’ intended functions, risk considerations and
oversight requirements. They can also be calibrated
during assessment or adjusted in real time.

Operational context refers to the use case and
environment in which the agent operates. The
environment is especially critical, as it determines
observability, predictability of outcomes, interaction
with other agents and how conditions evolve
over time."”

Use case defines the domain and environment
where the agent performs its distinct function
for stakeholders. For example, an autonomous
cleaning agent in the residential sector performs
household vacuuming and floor cleaning as part
of routine home maintenance.

Environment represents the operating conditions
the agent functions under, ranging from simple

and predictable settings to complex, uncertain

and dynamic contexts. A complex environment

is one where the agent navigates and acts under
uncertainty, with incomplete or noisy information,
unpredictable outcomes, changing conditions over
time, continuous ranges of possible actions or states,
and interactions with other agents whose behaviour
also affects results. By contrast, a simple environment
is one where the agent operates with complete
information, predictable and static outcomes,
independent episodes, a finite set of states or
actions, and no need to consider other actors.

Operational context

ﬂ 1. Function

What does the agent do?

#0 2. Role

~E 6. Use case

Application domain and environment where the agent performs its function

/N 7. Environment

Specialist I 1

3. Predictability

1 1 | Generalist

Deterministic I 1

@ 4. Autonomy

| Non-deterministic

Low | | | | | High
[ 5. Authority
I I I I | pi
Low | 1 1 1 | High

Simple I 1 1 1

I Complex
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@ For organizations
adopting Al,
understanding

and clearly defining
the operational
context is

essential to ensure
effectiveness in
actual deployment.

An example of an operational context could

be a fraud detection agent in online banking.
The agent accesses transaction data and user
history, but cannot fully observe external factors
like user intentions or hidden fraud tactics. It
functions stochastically, with outcomes influenced
by unpredictable variables such as varying
fraud methods or user behaviours, rather than
guaranteed results. The setup is sequential,
refining risk assessments with each detection.
Operating in a fast-changing environment,

it requires continuous monitoring by human
reviewers and other security systems.

For organizations adopting Al, understanding
and clearly defining the operational context
is essential to ensure effectiveness in actual
deployment settings. Potential issues can be

mitigated by adjusting agent parameters, like
autonomy and authority, and/or by constraining
the context in which the agent operates. Examples
include limiting a robot to a controlled zone or
confining a software agent to a sandbox.

An Al agent’s role, autonomy, authority, predictability
and operational context collectively shape its
overall impact, defined as the degree of benefit
or harm it may generate. Highly autonomous,
authorized and non-deterministic behaviour in a
complex operational context may deliver strong
performance but also carry greater risks.

The following example illustrates how these
dimensions can be applied in practice through
the classification of a basic Al agent, a robot
vacuum cleaner.

Al Agents in Action: Foundations for Evaluation and Governance 15



CASE STUDY 1
Robot vacuum cleaner - classification

Robot vacuum cleaner

Agent characteristics

Operational context

f 1. Function

Autonomous indoor navigation and cleaning floors

88 2. Role

. | | | |

Specialist } 1 1 1 | Generalist

. | | |

3. Predictability

Deterministic }

© 4. Autonomy

1 .
Low | 1 1 1 | High

' | | | | High

I
Low | 1 1 1 i

[ 5. Authority

Robot vacuum cleaner - classification

— Function: The primary function is autonomous indoor
navigation and cleaning, interpreting spatial layouts, avoiding
obstacles and adapting to changing floor conditions. While
it operates autonomously within mapped areas and
schedules, it does not make decisions that affect other
systems or safety-critical outcomes.

— Role: Specialist — it only does one specific job, vacuuming
the floors.

— Predictability: Deterministic — it follows specific instructions
and task planning but may follow unspecified routes.

Non-deterministic

& 6. Use case

A home vacuum robot operates in the household
services domain, autonomously navigating a residential
environment to clean floors for occupants.

M 7. Environment

Simple } 1 1 { Complex

— Autonomy: Medium — it operates independently within
mapped areas of the home’s floorplan.

— Authority: Low — it is limited to sensing, movement
and vacuuming.

Operational context

Use case: Home vacuuming

Environment: Moderate — the environment is primarily
household environments with occasional dynamic obstacles.

Al Agents in Action: Foundations for Evaluation and Governance
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FIGURE 7

As agents become more embedded in tools,
platforms and workflows, the proposed dimensions
can help organizations define specific agent roles
and levels of integration while evaluating benefits
and limitations in context and implement oversight
mechanisms that match their capabilities. Taking
these dimensions into consideration can help
providers and adopters to:

— Clarify functional scope: Define what an agent
is designed to do, under what conditions and
where its responsibilities begin and end.

— Support assessment: Evaluate the technical,

organizational, safety and security implications
of deploying specific agents in their contexts.

— Guide governance and oversight: Align
safeguards, controls and monitoring

the agent’s role.

— Support interoperability and scaling:
Structure agent types in ways that facilitate
coordination in multi-agent environments and
integration across systems.

Without clear classification, organizations may
adopt Al agents without fully understanding what
they are designed to do, how they operate, the
impact they may have on their environment or
the oversight mechanisms they require. This lack
of clarity could result in gaps in safety, security,
control, privacy, reliability and accountability.

Foundations for Al agent evaluation and governance - classification dimensions

ﬁ% Progressive governance practices

Access
control

Traceability &
identity

Legal &
compliance

| |

Long-term
management

Testing &
validation

| |

Trustworthiness &

Manual

explainability redundancy

Monitoring &
logging

|

Human
oversight

|

} { And more...

.

Define
the use

Function

Autonomy

Authority

N

N

—
—
=

Evaluation
criteria

Classification
dimensions

Q

Risk assessment
life cycle

Predictability { { Tool

Capabilities

success

call }

Define context| | Evaluate risks

Use case Edge

Task success
rate

robustness

case

Identify risks Manage risks

Task completion

Environment -
time

Trust indicators

Analyse risks

{ Error types {

And more... }

Al Agents in Action: Foundations for Evaluation and Governance

mechanisms with the nature and complexity of

17



2.2

Evaluation

Robust evaluation is crucial for assessing
agent performance and limitations across
diverse contexts.

As organizations begin deploying agents with
different functional roles, the need for structured
evaluation becomes more important. This section
explores how evaluation methodologies are evolving
to reflect this growing complexity.

Agent “evaluation” refers to the measurement of an
Al agent’s performance and operation in representative
contexts, generating evidence about how well it
achieves intended functions, under what conditions
and with what limitations. This means that robust
evaluation frameworks are essential for building
trust in Al agents’ performance. By providing clear,
multidimensional assessments of agent capabilities
and limitations, evaluations can help organizations
develop appropriate expectations and confidence
in agentic systems.

While the evaluation of foundation models such

as LLMs is supported by a rich landscape of
standardized benchmarks, 81920 agent evaluation
remains nascent. Unlike static model testing, agents
operate as orchestrated systems that combine tool
use, memory, decision-making and user interaction,
which exceed the scope of traditional benchmarks.
In response, several agent-specific capability
benchmarks have begun to emerge:

— AgentBench: Tests agents in interactive
environments like web browsing and games,
and is useful for evaluating real-time decision-
making and adaptability?'

— SWE-bench: Evaluates an agent’s ability to
resolve GitHub issues in open-source repositories,

providing real-world measures of reasoning,
code modification and system integration??

— HCAST: Compares agent performance to
human developers in areas such as programming
tasks, offering calibrated insights into agent
coding capabilities, for example?®

Although these emerging benchmarks offer valuable
signals, they are typically built for academic or
research settings, where tasks are predefined,
environments are static and outcomes are often
deterministic. They rarely capture operational
realities such as ambiguous success criteria or
dynamic workflows.

Evaluation requires clear performance metrics that
capture both task-level and system-level outcomes.
Examples include task success rate, completion
time, error types, tool call success, throughput,
robustness against edge cases and user trust
indicators. These metrics help establish whether
the system delivers its functions reliably and provide
the operational evidence that later informs risk
assessment and governance decisions.

Providers benchmark systems to assess technical
maturity, while procurers and deployers are
responsible for ensuring that agents operate

safely and compliantly within specific industry,
organizational and operational contexts. Therefore,
deployment environments provide the most
accurate ground truth, but deployers often lack the
resources to design comprehensive benchmarks. In
many cases, this makes collaboration with providers
essential to establishing meaningful metrics.

An effective provider-focused evaluation should begin
with a technical screening of baseline capabilities,

Al Agents in Action: Foundations for Evaluation and Governance 18



® An effective
provider-focused
evaluation should
begin with a
technical screening
of baseline
capabilities, such as
reasoning, planning
and tool use.

FIGURE 8

such as reasoning, planning and tool use. Once
validated in sandbox environments that mirror
real-world tasks, agents may progress to controlled
deployment, where they are integrated into workflows
under close monitoring, with safeguards in place to
confirm that they align with human or established
decisions. Full deployment should only follow once
reliability has been demonstrated, with fallback
mechanisms and defined human oversight. Audit
logs are central throughout this life cycle, providing
structured records of agent activity and the rationale
behind it. Audit logs also support governance

by enabling oversight and accountability, aiding
debugging by tracing errors and points of failure,
and helping inform evaluation.

The following principles support this life cycle of
agent evaluation:

— Contextualization: Reflect the tools,
workflows and edge cases the agent will
encounter in practice.

— Multidimensional assessment: Define success
across various factors, including accuracy,
robustness, latency tolerance, compliance,
and user trust.

— Temporal and behavioural monitoring: Track
performance over time to detect regressions,
shifts in behaviour, or failures to adapt to
evolving inputs.

Emerging evaluation tools are increasingly applied
in enterprise settings to support the continuous
assessment of agentic systems, helping to track
reasoning, compare outcomes to expectations
and detect anomalies that are overlooked by
traditional testing. Major cloud providers have also
started embedding such frameworks into their Al
platforms, highlighting the importance of deployer-
side evaluation for adoption.

By approaching evaluation as a structured, context-
aware and continuous process, organizations can
more effectively determine whether an agent is fit
for deployment.

To illustrate how these principles apply in practice,
the following illustration examines a coding co-pilot
agent. The illustration applies the evaluation
dimensions from a deployer’s perspective, showing
how task-level and system-level metrics can be
used to assess reliability, safety and overall
performance in an operational setting.

Effective evaluation depends on close collaboration
between providers and adopters, where transparent
documentation, model specifications and performance
reports from providers enable deployers to validate
reliability, identify risks and apply safeguards
throughout the system life cycle.

The results form an integrated performance
profile that informs subsequent risk assessment
and governance.

Foundations for Al agent evaluation and governance - evaluation criteria
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CASE STUDY 2
Coding co-pilot - evaluation

Coding co-pilot

Agent characteristics

Operational context

f 1. Function

Assists human developers with code generation and debugging

# 2. Role '
Specialist | } } } | Generalist
3. Predictability '
Deterministic } % % T { Non-deterministic

© 4. Autonomy

I l , l | High

Low | T

(A 5. Authority

I l , l | High

Low I T

Coding co-pilot — evaluation

Evaluation starts with controlled tests in development
environments to verify productivity gains while ensuring
safety, reliability and compliance. Evaluation follows several
key steps including:

— Contextualization: Testing across coding tasks such as
code generation, debugging and documentation to reflect
real workflows

— Performance: Measuring task success rate, completion
time and error frequency, along with system metrics like
tool-call success

"E 6. Use case

A coding co-pilot operates in the software development
domain, assisting programmers within their coding
environment by generating, completing and debugging
code to improve productivity and reduce errors.

/N 7. Environment

Simple } 1 1 { Complex

Robustness: Exposing the agent to ambiguous or
conflicting code to assess recovery, error handling
and adaptability

Human trust: Gathering user feedback on reliability
and usefulness

Monitoring: Using continuous logging to detect performance
drift, anomalous tool use or regressions after deployment

Al Agents in Action: Foundations for Evaluation and Governance
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2.3

FIGURE 9

Risk assessment

Risk assessment identifies and analyses
potential harms, linking evaluation results
to oversight.

Evaluation establishes how the system performs,
whereas risk assessment determines whether the
agent and its use present risks that need to be
understood, assessed and mitigated. Evaluation
provides evidence as to whether the set mitigations
are effective and met in implementation.

The goal of risk?* assessment is to identify, analyse
and prioritize the ways an agent could fail or be
misused, estimate likelihood and severity, and
determine whether it can operate within acceptable
boundaries with appropriate controls. This applies
to single agents and multi-agent systems, software-
based and embodied deployments, and covers
both technical and organizational vulnerabilities.

Risk assessment draws on an agent’s defined
classification dimensions to identify and analyse
potential risks, considering factors such as
cybersecurity threats, safety hazards, operational
vulnerabilities, legal and regulatory requirements,
and stakeholder impacts. It also incorporates
evidence from evaluation activities, such as
sandbox testing and pilot deployments, including
task success rates, error patterns and robustness.

To make this process operational, organizations can
follow a five-step life cycle that can be scaled to the
complexity of the use case.

The life cycle outlined in Figure 9 links the
outputs of classification and evaluation directly

to risk management and progressive governance
practices. The following, Table 1, provides an
example of how the risk assessment process can
be structured in practice.?

Foundations for Al agent evaluation and governance - risk assessment life cycle

ﬁ[%r Progressive governance practices

Access Traceability & Legal & Long-term Testing &
control identity compliance management validation
Trustworthiness & Monitoring & Manual Human R G
explainability logging redundancy oversight
N N
R < ( =
= =
. 2
Define Classification Evaluation Risk assessment
the use dimensions criteria life cycle
. . - . Tool call ] ;
{ Function } { Predictability } { Capabilities { e } Define context || Evaluate risks
Task success Edge case PP :
{ Role } { Use case } e { i e Identify risks Manage risks
{ Autonomy } { Environment } Task ctci)rr::epletion Trust indicators Analyse risks

Authority

|

{ Error types

And more... }

Al Agents in Action: Foundations for Evaluation and Governance 21



TABLE 1

80 Step

1. Define context

Risk assessment life cycle for Al agents

(*) Objective

Establish the scope of the
assessment, system boundaries,
objectives and criteria for
managing risk

7% Example activities

= Example outputs

— Determine internal and external context
(strategic goals, legal framework,
stakeholders)

— Define boundaries, intended use,
assumptions

— Establish risk criteria (likelihood, impact
scales, acceptance threshold)

— Context definition
— Risk management plan

— Risk evaluation criteria

2. ldentify risks

|dentify potential technical,
organizational and ecosystem
risks, harms and affected parties

Brainstorm, workshops, risk identification
(e.g. hazard identification, threat
identification, etc.), identification

of sources of risk, causes, failure
mode analysis

— Risk register listing risks,
causes, impacts

3. Analyse risks

Understand the nature, likelihood
and consequence of each risk
and quantify them

— Assess probability and impact
(considering, for example, characteristics
like autonomy and authority,
predictability and operational context)

— |dentify existing controls or guardrails;
apply qualitative or quantitative
methods for risk estimation; use
evaluation results to inform likelihood
and impact

— Risk analysis scores
showing likelihood impact
ratings and rationale

4. Evaluate risks

Compare analysis results with
risk criteria to determine priority
and tolerability

— Rank and prioritize risks

— Use evaluation results for quantifying
and prioritizing risks

— Use performance metrics and test
confidence to inform risk thresholds

— Risk ranking summary

— Risk acceptance
evaluations

5. Manage risks

Implement risk response actions
(avoid, mitigate, transfer, accept)
and monitor risks

— Assign owners of preventive, detective
and response controls

— Evidence these controls through
evaluation results

— Address emerging risks as systems
evolve or context changes

— Integrate feedback loops for
continuing monitoring

— Coordinate incident response and
impact mitigation

— Update governance and controls
based on lessons learned

— Control actions

— Implementation plan

— Residual risk profile

— Risk assessment report
— Evidence logs

— Monitoring reports

— Revised frameworks

— Improved processes

Defining clear risk criteria and tolerability thresholds,
and applying them consistently to prioritize and
evaluate risks, remains a central challenge in Al
risk management.

The identification, analysis and evaluation of risks
are directly linked to the classification dimensions
introduced earlier, allowing organizations to
understand how factors such as autonomy, authority,
predictability and environmental complexity shape
overall risk levels for Al agents. Inherent risk
combines likelihood and impact, while residual risk
reflects the effectiveness of applied mitigations,
informed by evaluation evidence such as system

reliability, robustness and observed error rates.

This relationship establishes a clear connection
between how an agent is designed, how it performs
and how risks are managed, providing the basis for
proportionate governance and oversight.

Applying this approach in practice helps
demonstrate how structured risk assessment
translates classification and evaluation evidence
into measurable controls. The following example
illustrates the risk assessment process in the
context of an autonomous vehicle.
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CASE STUDY 3
Autonomous vehicle - risk assessment

Autonomous vehicle

Agent characteristics

Operational context

ﬂ 1. Function

Performs the complete driving task without human control

88 2. Role

. | | |

Specialist } i 1 1 | Generalist

3. Predictability

Deterministic } T T

® 4. Autonomy

| | | P
Low | T T T | High

(A 5. Authority

| | l'l |

Low | T T T | High

Autonomous vehicle - risk assessment

Risk assessment focuses on identifying and mitigating possible
failures across perception, decision-making and control systems.
Key risk areas include sensor malfunction, data drift, adversarial
interference and coordination failures with other vehicles or
infrastructure that could lead, for example, to loss of steering
or braking control and eventual collisions.

Each risk is analysed for its likelihood (for example, the frequency
of sensor failure leading to braking failure) and its impact (for
example, the severity of injury, fatality or legal consequence).

1 Non-deterministic

£ 6. Use case

An autonomous vehicle operates in the transportation
domain, navigating public or private road environments
to transport passengers or goods safely and efficiently
without direct human control.

A 7. Environment

Simple } T T { Complex

Quantitative scoring combines these factors and is weighted
according to the vehicle’s autonomy and authority levels.

Mitigation measures may include redundancy and diversity
in critical sensors, reduction of autonomy or authority
thresholds, anomaly detection mechanisms and real-time
incident reporting. Residual risk is evaluated after these
safeguards are applied, drawing on evidence from controlled
testing, field trials and continuous monitoring. The results
determine whether the system can safely progress to wider
deployment or requires additional control layers.

Al Agents in Action: Foundations for Evaluation and Governance
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2.4

@ Governance
levels are informed
by risk assessment
outcomes, ensuring
that controls scale
with demonstrated
autonomy, authority
and contextual
complexity.

Risk assessment should be treated as a continuous,
iterative process rather than a single checkpoint.
Ongoing monitoring, regression testing, periodic
reassessment and incident reviews are essential to
maintaining alignment as agentic systems evolve. The
outputs of this process should include a risk register,

a control plan with clear ownership and verification
and validation steps, operating limits and monitoring
requirements, and a deployment status. These
outputs feed directly into progressive governance,
ensuring oversight scales in line with an agent’s
demonstrated risk profile and operating context.

Governance considerations for Al agents:

a progressive approach

Progressive governance approaches scale
oversight and safeguards in proportion to the
autonomy, authority and complexity of the agent.

Evaluation and risk assessment provide critical
insights into an agent’s capabilities, performance,
reliability, security, safety and alignment. Governance,
however, determines whether those insights translate
into effective oversight and responsible adoption.
“Governance” refers to the structured application of
technical safeguards and operational, ethical and
organizational processes intended to ensure agents
remain within acceptable risk boundaries over time.
As agents become more capable and integrated into
core workflows, governance must evolve from basic
precautionary measures to dynamic, multi-layered
systems of control and accountability. Governance
levels are informed by risk assessment outcomes,
ensuring that controls scale with demonstrated
autonomy, authority and contextual complexity.

A progressive set of governance levels can be
distinguished, ranging from baseline safeguards to
enhanced controls and systemic risk management.
These levels correspond to the agent’s classification
profile, which is linked to its function, predictability,
autonomy, authority and operational context.
Oversight, therefore, intensifies as agents move
from narrow, low-risk applications to complex, high-
impact environments.

Across these levels, governance mechanisms
advance in both scope and sophistication. The
focus shifts from operational safeguards to
comprehensive risk management, with early
levels emphasizing reactive measures, while more
advanced levels incorporate proactive monitoring,
accountability frameworks and systemic

risk assessments.

This progression is evident across key areas such
as monitoring, accountability, risk management,
transparency, adaptability and scope. Monitoring
evolves from basic logging to real-time, Al-
assisted oversight, incorporating the automated
analysis of logs to detect anomalies and
deviations in system behaviour. In parallel, risk
management advances from static checklists to
dynamic, predictive modelling, while the scope
of governance expands from narrow, task-
specific oversight to consideration of broader
ecosystem impacts.

Operational environments are dynamic, and
effective governance often requires recalibrating
autonomy and authority in real time. The
following example illustrates this through

a personal assistant agent, whose level of
autonomy and authority is dynamically adjusted
to ensure ongoing compliance.
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CASE STUDY 4

Personal assistant — governance considerations

Agent characteristics

Agent characteristics

Operational context

ﬂ 1. Function

Assists users by organizing schedules, managing communication

and coordinating

88 2. Role

Specialist } T T T | Generalist

3. Predictability

Deterministic } { , { { Non-deterministic

© 4. Autonomy

1 .
Low | T T T | High

| | ] . | High

I
Low | 1 1 1 1

[ 5. Authority

Personal assistant - governance
considerations

Governance focuses on scaling oversight in line with the
personal assistant’s autonomy, authority and environmental
complexity. Unlike narrow task agents, a personal assistant
operates across multiple platforms such as email, calendars,
messaging and enterprise tools, raising questions about the
extent of information it can access, interpret and act upon on
behalf of the user. As integration deepens and authority expands
(e.g. from drafting messages to sending them, or booking travel)
governance mechanisms must increase.

£ 6. Use case

It operates in the personal productivity domain,
managing tasks, communications and information across

a user’s digital environment to support daily coordination
and decision-making.

A 7. Environment

Simple } 1 1 { Complex

Key governance risks include data overreach, privacy
violations, prompt manipulation and unauthorized actions
such as unintended communication.

Mitigation measures include least-privilege access, consent-
based data sharing, input and output filtering, audit logging,
and human approval for sensitive actions. Adaptive controls
should reduce permissions upon detecting anomalies or
policy breaches, supported by continuous monitoring and
incident reporting.

Al Agents in Action: Foundations for Evaluation and Governance
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TABLE 2

Governance area

Access control

&

Legal and compliance

©)

Testing and validation

[= ]

Monitoring and logging

Human oversight

Long-term management

Trustworthiness and
explainability

&,

Manual redundancy

The example illustrates that an agent’s overall impact
emerges from the interaction of multiple dimensions
across function, role, predictability, autonomy,
authority and context. As these dimensions shift,
so does the risk profile, reinforcing the need for
governance frameworks that are both progressive
and adaptive.

Effective governance requires maintaining an
appropriate level of human oversight in relation to
the agent’s autonomy, authority and operational
context. In high-risk or less predictable settings,

Baseline governance mechanisms for Al agents

Foundational mechanism Purpose

Enforce least-privilege access; define
task boundaries.

Conduct a data protection impact assessment
(DPIA); perform privacy and regulation compliance
checks, such as General Data Protection Regulation
or the California Consumer Privacy Act (CCPA).

Perform sandbox runs or controlled pilots with
non-production data; install input-output filters;
perform third-party audits.

Implement logging for all agent actions; set up
anomaly alerts or dashboards.

Define and assign oversight models, including
HITL/HOTL. Require policy review before
deployment and set supervisory triggers

for exceptions.

Assign unique agent identifiers; tag outputs to the
responsible agent instance.

Establish protocols for ongoing monitoring,
updates and eventual decommissioning.

Implement explainability tools; establish
trust metrics.

Establish manual redundancy procedures to
ensure the sustained continuity of critical
business use cases.

a human-in-the-loop (HITL) configuration ensures
that agents can suggest or prepare actions, but final
decisions remain subject to explicit human approval.
In more stable or clearly defined environments, a
human-on-the-loop (HOTL) configuration allows
agents to act within defined boundaries, while
humans monitor behaviour, receive alerts and retain
the ability to intervene or override when necessary.
Integrating these oversight models into governance
structures helps maintain accountability and

human judgment as agents operate with greater
independence and scale.

Prevent each agent from accessing unnecessary
data, systems, or tools; reduce risk of misuse or
accidental harm.

Ensure data handling and processing complies with
relevant laws and regulations.

Validate expected behaviour, detect errors and prevent
untested code from affecting live systems, conduct
audits (code, red teaming, etc.).

Maintain traceability for accountability; enable
early detection, incident response and post-
incident analysis.

Ensure accountable human control for material
decisions, keep behaviour aligned with organizational
policies and provide escalation paths when the agent
acts unexpectedly.

Attribute actions and outcomes to specific agents;

enable forensic review and performance tracking.

Ensure continued alignment, performance and
relevance throughout the agent’s life cycle.

Ensure agent behaviour is interpretable and
measurable; build user confidence.

Preserve data integrity and plan for human resources
to take over.
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FIGURE 10

Foundations for Al agent evaluation and governance: progressive governance practices
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@® Prior to
deployment,
agents should
undergo sandbox
or controlled pilot
testing using non-
production data to
validate expected
behaviour.

For all agents, regardless of their level of autonomy,
authority or the complexity of their operational
context, specific governance mechanisms should
serve as a baseline for adoption. At a minimum,
every agent should operate under strict access
control based on the principle of least privilege,

with clear task boundaries that prevent unnecessary
system or data access. Basic legal and compliance
checks, such as data protection impact
assessments and privacy compliance reviews,

are necessary to ensure alignment with regulatory
obligations. In addition, technical controls such as
input and output filters can help constrain agent
behaviour by screening potentially harmful, irrelevant
or non-compliant interactions before they propagate
through the system.

Prior to deployment, agents should undergo
sandbox or controlled pilot testing using non-
production data to validate expected behaviour
and mitigate unintended effects. All actions and
planning should be recorded in an audit log for
traceability, supported by monitoring tools or alerts
tailored to the agent’s overall profile. This enables

the detection of anomalies early, while balancing
concerns about privacy and surveillance risks
associated with monitoring at scale. Human
oversight, through policy reviews, audit log analysis
and supervisory triggers, helps ensure alignment
with organizational priorities. Unique identifiers and
output tagging support attribution, performance
tracking and post-incident analysis. In practice,
the depth of safeguards should scale with the
agent’s autonomy, authority, complexity of context
and overall impact. Higher-risk systems require
proportionally greater investment in monitoring and
oversight, with a deliberate balance between human
review and automated, continuous monitoring.

By embedding these measures into the life cycle

of all agents, organizations establish a governance
baseline that can scale proportionally with complexity
and risk. This foundation helps address immediate
operational safety and compliance needs, creating
the structures and practices upon which more
advanced, context-specific governance mechanisms
can be layered as agents become more autonomous,
integrated and capable.

Al Agents in Action: Foundations for Evaluation and Governance 27



@ As organizations
begin to deploy
multiple agents
across departments,
systems and
networks, a new
class of failure
modes is emerging.

Looking ahead: multi-
agent ecosystems

Future ecosystems of interacting agents
iIntroduce new risks that demand interoperable
standards and oversight.

Future ecosystems of interacting agents -
introduce new risks that demand interoperable
standards and oversight.

Embodied agents: Embodied agents extend
governance challenges into the physical world,
where oversight mechanisms must address
both digital actions and consider physical safety,
The future of Al agents will happen in a much reliability and human interaction.
broader space than enterprise automation and

will increasingly be defined by the emergence

of multi-agent ecosystems. In these ecosystems,
agents are expected to interact, negotiate and
collaborate across organizational and technical
boundaries. In many ways, the interconnectedness
of these systems will redefine the future of Al,
moving beyond traditional enterprise automation -
to allow agents to negotiate, collaborate and
coordinate autonomously. While this shift opens
new opportunities for innovation, it also introduces
challenges around alignment, trust, emergent
behaviours and system design. Given the complex -
nature of these systems, ensuring responsible
behaviour and effective use requires robust
mechanisms for monitoring and assessing agent
interactions. A few examples of emerging multi-
agent ecosystems and their implications are:

As organizations begin to deploy multiple agents
across departments, systems and networks, a
new class of failure modes is emerging, linked to
potentially misaligned interactions between agents.
A few examples include:

Orchestration drift: When agents are plugged
into other agents without shared context or
coordination logic, workflows can become brittle
or unpredictable.

Semantic misalignment: When two agents
interpret the same instruction differently, it
can lead to conflicting actions or duplicated
effort, with implications for safety, reliability
and coordination.

— Security and trust gaps: Without shared trust

— Agent-to-agent commerce: Agents can initiate

transactions, request services or exchange
data with other agents, forming a new layer of
internet activity with considerable downstream
economic implications.

Internet of agents: Beyond isolated interactions,
large-scale networks of agents could form

an “internet of agents,” raising questions of
interoperability, standards, governance and
societal impact.

Trust frameworks for inter-agent collaboration:
As agents begin operating autonomously

across boundaries, establishing shared norms,
credentialing systems and behavioural standards
is critical to verify identity, capabilities and reliability.

Agent governance and oversight: As agent
capabilities advance, dedicated “governor” or
“auditor” agents will monitor, audit or regulate
the actions of other agents, validating transactions,
detecting anomalies and correcting unsafe or
unintended behaviours. They enable scalable
oversight in complex ecosystems, but they risk
overreliance on agents supervising other agents.

frameworks, agents may inadvertently expose
sensitive data or interact with malicious actors,
exploiting vulnerabilities in the system.

Interconnectedness and cascading effects:
Failures in tightly linked agents or systems can
propagate across networks, creating a chain
of disruptions.

Systemic complexity: As the number and
diversity of interacting agents grow, the likelihood
of emergent behaviours and cascading failures
increases, making them more difficult to anticipate,
trace or diagnose.

Although the widespread deployment of multi-agent
ecosystems is still in its early stages, providers and
adopters must now anticipate the associated risks.
As organizations experiment and pilot agents,
misaligned interactions are already creating new
failure modes. Understanding possible challenges
such as orchestration drift, semantic misalignment
and cascading failures enables adopters to implement
safeguards before scaling. A proactive approach
ensures responsible growth, aligning governance
with technical capabilities and defined boundaries.
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Conclusion

Agents have already begun moving into production
across various domains, including customer support,
workflow automation, autonomous research and
more. As adoption advances and as early use
cases move from single agents to more complex
interconnected systems, expectations for scalable
oversight grow.

This report has outlined the foundations for Al
agent evaluation and governance, presenting a
conceptual approach to classification, evaluation,
risk assessment and governance that supports
responsible adoption. The proposed dimensions
aim to help organizations better understand what
an agent does, how it operates and its place within
the broader organization. Evaluation provides
evidence of performance and reliability, while

risk assessment identifies potential harms and
mitigations. Governance helps translate these
insights into safeguards and concrete accountability
mechanisms, which can then scale as the agent’s
capability is extended to more complex use-cases
and scenarios.

As the development of agents advances
towards multi-agent ecosystems, the need for
shared protocols, interoperability standards and
coordinated oversight is only going to increase.
Cross-functional governance that links technical
assurance with organizational accountability is
considered key to preventing cascading failures
and ensuring responsible oversight at scale.

At the core of this long-term transition is effective
human-Al collaboration. In evolving governance
practices, clear responsibility for objectives,
supervision, and outcomes must be supported by
novel tools and processes that maintain systems
as understandable, safe and secure in practice.

Ultimately, the responsible deployment of agentic
systems depends on a baseline of trust, transparency
and accountability that remains valid for all digital
systems. With thoughtful design, careful evaluation
and proportionate governance, Al agents are likely
to amplify human capabilities, improve productivity
and, over time, meaningfully contribute to both
public and private value.
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