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ANNEX I 

 

Protective measures for handling sensitive non-classified information  

Marking and handling of sensitive non-classified information 

1. Documents containing sensitive non-classified information must be marked using a 

security marking and, where relevant, one or more distribution marking or 

markings specifying the target audience as appropriate. The standard security 

marking shall be the word ‘SENSITIVE’ in upper case, except in cases referred to in 

Article 15(2). 

2. Documents containing sensitive non-classified information must only be accessible 

to recipients with a need-to-know for official purposes. Where distribution markings 

are used, permission must be requested from the originating Union institution or 

body to extend the distribution of a document. 

3. All persons handling sensitive non-classified information must be made aware of the 

handling instructions. 

4. Documents marked SENSITIVE are downgraded to EU NORMAL or PUBLIC USE, 

through the removal or striking of the markings. 

5. When Union institutions and bodies destroy documents containing sensitive non-

classified information, this must be done in such a way that they cannot be easily 

reconstructed.  Paper copies must be shredded and electronic copies must be securely 

overwritten, physically destroyed or otherwise rendered irrecoverable. 

Protection of sensitive non-classified information when working outside the sites 

of Union institutions and bodies  

6. Sensitive non-classified information must be protected from eavesdropping and 

observation during teleworking and missions outside the office, and must not be 

handled or stored in public. 

7. Documents containing sensitive non-classified information must only be handled and 

stored on equipment or applications that are appropriately secured under the 

responsibility of Union institutions and bodies. 

8. Union institutions and bodies must provide means to prevent unauthorised persons, 

including relatives, from accessing sensitive non-classified information handled or 

stored by the equipment of a Union institution or body, when working outside the 

place of employment. 

9. Union institutions and bodies must instruct their personnel to: 

(a) protect Union institutions or bodies’ equipment handling sensitive non-

classified information from theft, loss and damage and report immediately any 

adverse security event impacting their devices or the information therein; 

(b) not share their devices with any unauthorised persons; 

(c) not use the equipment for non-work related activities. 

10. Union institutions and bodies must ensure that, as far as possible, their equipment or 

their appropriately secured applications are used to handle and store any sensitive 

non-classified documents in electronic format outside their sites. Handling of 
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physical copies of sensitive non-classified documents outside the office should be 

avoided. 

11. Where teleconference or videoconference tools are used, Union institutions and 

bodies must minimise the risk of unauthorised persons seeing or hearing the 

discussions by appropriately authenticating participants and using encrypted 

communications tools compatible with the need-to-know. 

12. Union institutions and bodies shall provide training to all personnel working 

remotely on the handling of sensitive non-classified information when working 

outside the office. 

Sharing sensitive non-classified information 

13. Documents containing sensitive non-classified information may be shared between 

Union institutions and bodies without additional formalities. 

14. Union institutions and bodies must only share documents containing sensitive non-

classified information outside all Union institutions and bodies on the basis 

of a commitment that binds parties to respect the handling instructions. 

15. Union institutions and bodies must notify the recipients of sensitive non-

classified information of the obligation to not share the information with any parties 

outside the audience indicated by the distribution markings unless allowed by the 

originator. 

16. Union institutions and bodies must protect the sensitive non-classified information 

that is provided or shared electronically through appropriate security measures 

including encryption in transit using appropriate cryptographic mechanisms. 
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ANNEX II 

Procedures for managing the authorisation to access European Union classified 

information (‘EUCI’) 

Definitions 

For the purposes of this Annex, the following definitions apply: 

1) ‘personnel Security Clearance’ or ‘PSC’ means a statement by a relevant authority 

of a Member State which is made following completion of a security investigation 

conducted by the competent authority and which certifies that an individual may be 

granted access to EUCI up to a specified level (CONFIDENTIEL UE/EU 

CONFIDENTIAL or higher) and for a set period of time; 

2) ‘personnel Security Clearance Certificate’ means a certificate issued by a 

competent authority establishing that an individual holds a valid security clearance, 

or equivalent, or a security authorisation and that shows the level of EUCI to which 

that individual may be granted access (CONFIDENTIEL UE/EU CONFIDENTIAL 

or higher), the period of validity of the relevant security clearance or authorisation 

and the date of expiry of the certificate itself. 

Granting an authorisation to access EUCI 

1. The Security Authority of the Union institution and body concerned must seek the 

written consent of the individual for the security clearance procedure before sending 

a completed security clearance questionnaire to the National Security Authority of 

the Member State of nationality of the applicant. 

2. Where information relevant to a security investigation becomes known to a Union 

institution or body, concerning an individual who has applied for a security clearance 

for access to EUCI, the competent Security Authority, acting in accordance with 

this Regulation, must notify the relevant National Security Authority thereof. 

3. Following notification of the relevant National Security Authority’s overall 

assessment of the findings of the security investigation, the competent Security 

Authority: 

(a) may grant an authorisation to access EUCI to the individual concerned up to 

the relevant level for a limited period of time, in so far as the security 

investigation concludes on the loyalty, trustworthiness and reliability of the 

individual; 

(b) must notify the applicant where the security investigation does not result in 

such a guarantee, in accordance with its relevant internal rules.  

4. Where the individual starts service 12 months or more after the date of the 

notification of the result of the security investigation, or when there is a break of 12 

months in the individual’s service, the competent Security Authority must seek 

confirmation from the relevant National Security Authority about the validity of the 

security clearance. 

Suspension and withdrawal of authorisation 

5. Where information concerning a security risk posed by an individual who has 

authorisation to access EUCI becomes known to the Union institution or body 

concerned, the Security Authority of that Union institution or body must notify the 
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relevant National Security Authority thereof and may suspend the individual’s access 

to EUCI or withdraw authorisation to access EUCI. 

6. Where an National Security Authority notifies the relevant Union institution or body 

that there is no longer assurance for an individual who has access to EUCI, the 

Security Authority of the Union institution or body concerned must withdraw its 

security authorisation and exclude the individual from access to EUCI in accordance 

with its relevant internal rules. 

Renewal of authorisation 

7. After the initial granting of security authorisation and provided that the individual 

has had uninterrupted service with a Union institution or body and has a continuing 

need for access to EUCI, the authorisation to access EUCI must be reviewed for 

renewal before it expires. 

8. The Security Authority of the Union institution and body concerned may extend the 

validity of an authorisation to access EUCI for a period of up to 12 months, where no 

adverse information has been received from the relevant National Security 

Authority or other competent national authority within a period of 2 months from the 

date of transmission of the request for renewal and the corresponding clearance 

questionnaire.  

Where, at the end of the 12-month period referred to in the first subparagraph, the 

security investigation has still not been completed, the individual must not be 

assigned to duties that do require a security clearance. 

9. The individual concerned must take a refresher course on handling and storing EUCI 

each time their security clearance is renewed. 

Exceptional temporary security authorisation 

10. The Security Authority of the Union institution or body concerned may exceptionally 

grant temporary authorisation to access EUCI provided that the competent National 

Security Authority has conducted a preliminary check, based on the completed and 

transmitted security questionnaire, to verify that no relevant adverse information is 

known. 

11. Temporary authorisation to access EUCI can be valid for one single period not 

exceeding 6 months and must not allow access to information classified TRES 

SECRET UE/EU TOP SECRET. 

12. After receiving a briefing in accordance with Article 26, all individuals who have 

been granted temporary authorisation to access EUCI must acknowledge in writing 

that they have understood their obligations in respect of protecting EUCI and the 

consequences if EUCI is compromised. The Security Authority of the Union 

institution or body concerned must keep a record of the written acknowledgement. 

National experts seconded to Union institutions and bodies 

13. All Union institutions and bodies must ensure that national experts seconded to them 

for a position requiring security clearance present, prior to taking up their 

assignment, a valid Personnel Security Clearance or Personnel Security Clearance 

Certificate, according to national law and regulations, to the competent Security 

Authority. Provided that the requirements referred to in Article 23(1) are met, the 

Security Authority may then grant an authorisation to access EUCI up to the level 
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equivalent to the one referred to in the national security clearance, with a maximum 

validity not longer than the duration of their assignment. 

Access to classified meetings 

14. As regards the organisation of meetings where information classified 

CONFIDENTIEL UE/EU CONFIDENTIAL or higher is to be discussed, Union 

institutions and bodies must ensure that all participants are granted a security 

cleareance or that their security authorisation status is known. 

15. On the basis of the records for access to EUCI, the competent Security Authority of 

the Union institution or body concerned may issue a Personnel Security Clearance 

Certificate to an individual where it is needed for attendance at meetings outside 

that Union institution or body. The Personnel Security Clearance Certificate must 

state the level of EUCI to which the individual may be granted access 

(CONFIDENTIEL UE/EU CONFIDENTIAL or higher), the date of validity of 

relevant authorisation for access to EUCI and the date of expiry of the certificate 

itself. 
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ANNEX III 

Measures for the physical protection of European Union classified information (‘EUCI’) 

Equipment and organisational measures for the physical protection of EUCI 

1. An Administrative Area must meet the following requirements: 

(a) have a visibly defined perimeter which allows individuals and, where possible, 

vehicles to be checked; 

(b) ensure that windows that might allow unauthorised visual access to EUCI 

within the area are made opaque or equipped with blinds, curtains, or other 

coverings; 

(c) unescorted access is to be granted only to individuals who are duly authorised 

by the Security Authority of the Union institution or body concerned; 

(d) all other individuals are escorted at all times or be subject to equivalent 

controls. 

2. In addition to the requirements provided in point 1, a Secured Area must meet the 

following requirements: 

(a) have a visibly defined and protected perimeter through which entry and exit is 

controlled at all times; 

(b) be free of unauthorised communication lines, unauthorised telephones or other 

unauthorised communication devices and electrical or electronic equipment; 

(c) be equipped with access control and real time monitoring intrusion detection 

system (‘IDS’) combined with response security personnel; 

(d) be inspected at the end of normal working hours and at random intervals 

outside normal working hours where it is not occupied by duty personnel on a 

24-hour basis and there is no real time monitoring IDS in place; 

(e) be managed by trained, supervised and appropriately security cleared security 

personnel; 

(f) have security operating procedures including the following elements: 

(i) the level of EUCI which may be handled, discussed and stored in the 

area; 

(ii) the surveillance and protective measures to be maintained; 

(iii) the individuals authorised to have unescorted access to the area by virtue 

of their authorisation to access EUCI and need-to-know; 

(iv) where appropriate, the procedures for escorts or for protecting EUCI 

when authorising any other individuals to access the area; 

(v) any other relevant measures and procedures. 

3. Where entry into a Secured Area constitutes direct access to the classified 

information contained in it, the area must be established as a Class I Area and where 

that is not the case the area must be established as a Class II area. 

For both classes of Secured Area referred to in the first subparagraph and in addition 

to the requirements provided in point 2, the Security Department/Officer of the 

Union institution or body concerned must clearly indicate the level of the highest 
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security classification of the information normally held in the area and must clearly 

define a perimeter which allows individuals and, where possible, vehicles to be 

checked. 

Union institutions and bodies must ensure that individuals accessing a Secured Area 

fulfil the following criteria: 

(a) require specific authorisation to enter the area; 

(b) be escorted at all times; 

(c) be appropriately security cleared unless steps are taken to ensure that no access 

to EUCI is possible. 

4. A Secured Area protected against passive and active eavesdropping must be 

designated as a technically Secured Area. The following requirements apply in 

addition to those for Secured Areas: 

(a) it must be equipped with an IDS, be locked when not occupied and be guarded 

when occupied. Any keys must be managed in accordance with Article 29(3); 

(b) it must be inspected regularly, physically or technically, or both, by the 

Security Authority of the Union institution or body concerned. Such 

inspections must also be conducted following any unauthorised entry or 

suspicion of such entry; 

(c) it must have appropriate acoustic and TEMPEST protection. 

5. All persons entering technically Secured Areas must comply with the requirements 

set out in point 3. 

6. Secured Areas and technically Secured Areas may be set up temporarily within an 

Administrative Area for a classified meeting or any other similar purpose. 

7. Strong rooms must be constructed within Secured Areas. A strong room is a room 

with reinforced physical construction where the Security Authority of the Union 

institution or body concerned approves the walls, floors, ceilings, windows and 

lockable doors. Such rooms must afford equivalent protection to a security container 

approved for the storage of EUCI of the same classification level. 

Physical protective measures for handling and storing EUCI 

8. EUCI which is classified RESTREINT UE/EU RESTRICTED must be handled and 

stored in any of the following areas: 

(a) in a Secured Area;  

(b) in an Administrative Area provided the EUCI is protected from access by 

unauthorised individuals; 

(c) outside a Secured Area or Administrative Area provided the holder has 

undertaken to comply with compensatory measures decided by the Security 

Authority of each Union institution and body. 

9. EUCI which is classified RESTREINT UE/EU RESTRICTED must be stored in 

locked office furniture in an Administrative Area or a Secured Area. It may 

temporarily be stored outside an Administrative Area or a Secured Area provided the 

holder has undertaken to store the documents concerned in appropriate locked office 

furniture when they are not being read or discussed. 
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10. Union institutions and bodies may handle and store RESTREINT UE/EU 

RESTRICTED information outside their sites provided the relevant information be 

protected appropriately. For such purpose, Union institutions and bodies must 

comply with the measures provided in point 8(c). 

11. CONFIDENTIEL UE/EU CONFIDENTIAL and SECRET UE/EU SECRET 

information must be handled and stored in one of the following areas: 

(a) in a Secured Area;  

(b) in an Administrative Area provided the EUCI is protected from access by 

unauthorised individuals; 

(c) outside a Secured Area or an Administrative Area where limited in volume and 

time and provided the holder has undertaken to comply with compensatory 

measures decided by the Security Authority of the Union institution or body 

concerned. In addition, the holder of EUCI must take the following steps: 

(i) notify the relevant registry of the fact that classified documents are being 

handled outside protected areas; 

(ii) keep the document under their control at all times. 

12. CONFIDENTIEL UE/EU CONFIDENTIAL and SECRET UE/EU SECRET 

information must be stored in a Secured Area accredited to that level by the 

competent Security Accreditation Authority of the Union institution or body 

concerned, either inside a security container or inside a strong room. 

13. Documents classified CONFIDENTIEL UE/EU CONFIDENTIAL or higher can 

only be copied by the relevant Registry. 

14. TRES SECRET UE/EU TOP SECRET information must be handled and stored in a 

Secured Area accredited to that level. To that end, Union institutions and bodies may 

conclude the necessary arrangements to use a Secured Area hosted and accredited to 

the appropriate level by the Security Accreditation Authority of another Union 

institution and body. 

15. TRES SECRET UE/EU TOP SECRET information must be stored in a Secured 

Area, accredited to that level by the Security Accreditation Authority of the 

competent Union institution or body concerned, under one of the following 

conditions: 

(a) in a security container approved by the Security Authority of each Union 

institution and body with one of the following supplementary controls: 

(i) continuous protection or verification by cleared security staff or duty 

personnel;  

(ii) an approved IDS in combination with security response personnel. 

(b) in an IDS equipped strong room in combination with security response 

personnel. 
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ANNEX IV 

Security measures for European Union classified information (‘EUCI’) management 

For the purposes of this Annex, ‘commercial courier’ means the national postal 

services and private carriers that offer a service where documents are delivered in 

exchange for a fee and is either personally hand carried or tracked. 

Carriage of EUCI 

1. Whenever possible, Union institutions and bodies that take EUCI outside Secured 

Areas or Administrative Areas must send it electronically by appropriate accredited 

means or protect it by approved cryptographic products. 

2. When carrying EUCI, Union institutions and bodies must apply protective measures, 

meeting the following requirements: 

(a) be commensurate with the level of classification of the EUCI carried; 

(b) be adapted to the specific conditions of its carriage, as well as to the nature and 

the form of EUCI carried. 

3. Where carried physically by hand in the form of paper documents or on removable 

storage media, the EUCI must remain in the possession of the bearer and must not be 

opened until it reaches its final destination. 

4. Individuals or couriers carrying information classified CONFIDENTIEL UE/EU 

CONFIDENTIAL or higher must be security authorised, briefed on their security 

responsibilities and where necessary, must be provided with a courier certificate, 

issued by the relevant department’s EUCI Registry. 

5. Guards and escorts must be security cleared to the relevant level and be briefed on 

security procedures for protecting EUCI. 

6. Where using removable storage media, Union institutions and bodies must either 

protect the media by an encryption product or encrypt the documents themselves. 

Packaging of EUCI 

7. As regards the packaging of EUCI, Union institutions and bodies must ensure that 

the contents are covered from view. 

8. RESTREINT UE/EU RESTRICTED information must be carried in at least one 

layer of opaque packaging, such as envelopes, opaque folders or a briefcase. 

Information classified CONFIDENTIEL UE/EU CONFIDENTIAL or higher 

must be carried in two layers of opaque packaging. 

9. The outer packaging must not bear any indication of the nature or classification level 

of its contents. The inner layer of packaging must bear the EUCI marking. Both 

layers must state the intended recipient’s name, job title and address, as well as a 

return address in case delivery proves to be impossible. 

Transport by commercial couriers 

10. Commercial couriers may convey information classified RESTREINT UE/EU 

RESTRICTED and CONFIDENTIEL UE/EU CONFIDENTIAL within a Member 

State and from one Member State to another. Commercial couriers may deliver 

SECRET UE/EU SECRET information only within a Member State and provided 

that they are approved by the relevant National Security Authority. No EUCI at 
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TRES SECRET UE/EU TOP SECRET level can be entrusted to a commercial 

courier. 

11. Commercial courier services must deliver consignments of information classified 

CONFIDENTIEL UE/EU CONFIDENTIAL or higher only to the Registry Control 

Officer, to the duly authorised substitute or to the intended recipient. A registration 

receipt form must be placed inside the inner envelope or inner layer of packaging for 

the recipient to complete and return. The registration receipt, which in itself is 

not classified, must quote the reference number, date and copy number of the 

document, but not the subject. 

12. Delivery receipts are required in the outer envelope or outer packaging. The delivery 

receipt, which in itself is not classified, must quote the reference number, date and 

copy number of the document, but not the subject. 

13. The courier service must obtain and provide the sender with proof of delivery of the 

consignment on the signature and tally record, or the courier must obtain receipts or 

package numbers. 

14. The sender must liaise with the named recipient before the consignment is sent to 

reach an agreement on a suitable date and time for delivery. 

15. Commercial couriers may use the services of a sub-contractor. 

16. Services offered by commercial couriers providing electronic transmission of 

registered delivery documents must not be used for EUCI. 

Measures related to classified meetings 

17. Union institutions and bodies must forewarn the participants of the intention of 

discussing classified topics during a meeting, and of the corresponding security 

measures that will apply. 

18. Union institutions and bodies must check that participants at classified meetings have 

a need-to-know, and where appropriate they must be security cleared and/or 

authorised to the appropriate level. 

19. Union institutions and bodies must only discuss information classified 

CONFIDENTIEL UE/EU CONFIDENTIAL or higher in a meeting room that has 

been accredited at the appropriate level or higher. Similarly, only accredited IT 

equipment must be used where classified information is conveyed during a meeting. 

The Chair must ensure that unauthorised portable electronic devices are left outside 

the meeting room. 

20. The meeting organisers of Union institutions and bodies must inform their Security 

Authority of any external visitors who will attend a meeting classified 

CONFIDENTIEL UE/EU CONFIDENTIAL or higher that is to be held on 

the premises of the Union institution or body concerned. 

21. Only Communication and Information Systems accredited in accordance with 

Chapter 5, Section 5 of this Regulation may be used where classified information is 

conveyed during virtual meetings. 
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ANNEX V 

Protection of European Union classified information (‘EUCI’) in classified contracts and 

grant agreements 

For the purposes of this Annex, in addition to the definitions set out in Annexes II 

and IV, ‘Facility security clearance’ or ‘FSC’ means an administrative determination 

by an National Security Authority, a Designated Security Authority or any other 

competent security authority that, from the security viewpoint, a facility can afford 

an adequate level of protection to EUCI to a specified security classification level. 

Access to EUCI by personnel of contractors and beneficiaries 

1. Each Union institution or body, as contracting or granting authority, shall ensure that 

classified contracts or grant agreements include provisions indicating that personnel 

of a contractor, subcontractor or beneficiary who, for the performance of the 

classified contract, subcontract or grant agreement, require access to EUCI may be 

granted such access only if the following conditions are met: 

(a) it has been established that they have a need-to-know; 

(b) for information classified CONFIDENTIEL UE/EU CONFIDENTIAL or 

SECRET UE/EU SECRET, they have been granted a Personnel Security 

Clearance (‘PSC’) at the relevant level by the respective National Security 

Authority, Designated Security Authority or any other competent security 

authority; 

(c) they have been briefed on the applicable security rules for protecting EUCI, 

and have acknowledged their responsibilities with regard to protecting such 

information. 

2. Where a contractor or beneficiary wishes to employ a national of a third country in a 

position that requires access to information classified CONFIDENTIEL UE/EU 

CONFIDENTIAL or SECRET UE/EU SECRET, it is the responsibility of the 

contractor or beneficiary to initiate the security clearance procedure of such a person 

in accordance with national laws and regulations applicable at the location where 

access to the EUCI is to be granted. 

Facility security clearance (‘FSC’) 

3. A Facility security clearance (‘FSC’) is granted by the National Security Authority or 

Designated Security Authority or any other competent security authority of a 

Member State to indicate that in accordance with national laws and regulations, 

an entity can protect EUCI at the appropriate classification level (CONFIDENTIEL 

UE/EU CONFIDENTIAL or SECRET UE/EU SECRET) within its facilities. 

4. A Union institution or body, as contracting or granting authority, must 

notify, through its Security Authority, the appropriate National Security Authority 

or Designated Security Authority or any other competent security authority where an 

FSC is required for performing the contract or grant agreement. 

5. An FSC is required where information classified CONFIDENTIEL UE/EU 

CONFIDENTIAL or SECRET UE/EU SECRET has to be provided to the facilities 

of the candidates, the tenderers or applicants in the course of the procurement or 

grant award procedure. 

6. A Union institution or body, as contracting or granting authority, must have received 

confirmation, through its Security Authority, of an FSC for the candidate, tenderer or 
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contractor, or for the grant applicant or beneficiary before granting it access to 

EUCI.  

7. Where Member States do not issue FSCs for certain establishments under national 

laws, the contracting or granting authority must verify with the National Security 

Authority or Designated Security Authority concerned whether those establishments 

are capable of handling EUCI at the required level. 

8. With the exception of the cases referred to in point 7, the Union institution or body, 

as contracting authority, must not sign a classified contract or a classified grant 

agreement before receiving confirmation, through its Security Authority, from the 

relevant National Security Authority, Designated Security Authority or any other 

competent national authority that an appropriate FSC has been issued. 

9. Withdrawal of an FSC by the relevant National Security Authority, Designated 

Security Authority or any other competent security authority constitutes sufficient 

grounds for the contracting or granting authority to terminate a classified contract or 

grant agreement, or exclude a candidate, tenderer or applicant from the competition. 

Provisions for tendering and implementation ofclassified contracts and grant 

agreements 

10. Where EUCI is provided to a candidate, tenderer or applicant during the procurement 

or selection procedure, the call for tender or call for proposal must include an 

obligation for the candidate, tenderer or applicant which is not selected, to return all 

classified documents within a specified period of time. 

11. As a general rule, the contractor or grant beneficiary is required to return any EUCI 

held by it to the contracting or granting authority upon termination of the classified 

contract or the grant agreement or upon the end of the participation of a grant 

beneficiary. 

12. Specific provisions for the disposal of EUCI during the performance of the classified 

contract or grant agreement or upon its termination must be laid down in the Security 

Aspects Letter . 

13. Where the contractor or grant beneficiary is authorised to retain EUCI after 

termination of a classified contract or grant agreement, they must continue to comply 

with the minimum standards contained in this Regulation and the confidentiality of 

EUCI must be protected by the contractor or the grant beneficiary. 

14. The conditions relevant for the protection of EUCI under which the contractor or 

beneficiary may subcontract must be defined in the call for tender or the call for 

proposals, and in the classified contract or grant agreement. 

15. A contractor or beneficiary must obtain permission from the contracting or granting 

authority before subcontracting any parts of a classified contract or classified parts of 

a grant agreement. 

16. The contractor or beneficiary must be responsible for ensuring that all subcontracting 

activities are undertaken in accordance with the minimum standards laid down in this 

Regulation and must not provide EUCI to a subcontractor without the prior written 

consent of the contracting or granting authority. 

17. With regard to EUCI created by the contractor or beneficiary, the Union institution 

or body, which is the contracting or granting authority, is considered the originator 

and exercises the rights incumbent on the originator. 
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18. Where Member States require an FSC or a Personnel Security Clearance for 

contracts, grant agreements or subcontracts at RESTREINT UE/EU RESTRICTED 

level under their national laws and regulations, the Union institutions and bodies, as 

contracting or granting authorities, must not use those national requirements to place 

additional obligations on other Member States or exclude tenderers, applicants, 

contractors, beneficiaries or subcontractors from Member States that have no such 

FSC or Personnel Security Clearance requirements for access to RESTREINT 

UE/EU RESTRICTED information from related contracts, grant agreements or 

subcontracts, or a competition for such. 

Visits in connection with classified contracts and grant agreements 

19. Where the Union institutions and bodies, contractors, beneficiaries or subcontractors 

require access to information classified CONFIDENTIEL UE/EU CONFIDENTIAL 

or SECRET UE/EU SECRET on each other’s premises in the context of the 

implementation of a classified contract or grant agreement, visits must be arranged in 

liaison with the National Security Authorities, Designated Security Authorities or 

any other competent security authorities concerned. 

20. The visits referred to in point 19 are subject to the following requirements: 

(a) the visit must have an official purpose related to a classified contract or grant 

agreement; 

(b) visitors must hold a Personnel Security Clearance at the required level and 

have a need-to-know in order to access EUCI used or generated in the 

performance a classified contract or grant agreement; 

(c) a formal request to visit must be submitted either to the facility’s relevant 

National Security Authority or Designated Security Authority or to the Security 

Authority of the Union institution or body concerned at least 15 days before the 

date of the visit. 

21. In the context of specific projects, the relevant National Security Authority or 

Designated Security Authority and the Security Authority of the Union institution or 

body concerned, may agree on a procedure whereby visits in relation to a specific 

classified contract or grant can be arranged directly between the visitor’s security 

officer and the security officer of the facility to be visited. Such an exceptional 

procedure must be set out in the Programme or Project Security Instruction or other 

specific arrangements. 

22. Visits involving access to information classified RESTREINT UE/EU 

RESTRICTED must be arranged directly between the sending and receiving entity. 

Electronic transmission of EUCI in connection with classified contracts and 

grant agreements 

23. Electronic handling and transmission of EUCI must be carried out in accordance 

with Chapter 5, Section 5. 

The CISs owned by a contractor, beneficiary or subcontractor and used to handle and 

store EUCI for the performance of the contract or grant agreement must be subject to 

accreditation by the Security Accreditation Authority (‘SAA’) of the country or 

the international organisation under whose authority the contractor, beneficiary or 

subcontractor functions. 
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Any electronic transmission of EUCI in the context of classified contracts and grant 

agreements must be protected by cryptographic products approved in accordance 

with Article 42. 

24. The security accreditation of contractors’ or beneficiaries’ CIS handling EUCI at 

RESTREINT UE/EU RESTRICTED level and any interconnection thereof may be 

delegated to the security officer of a contractor or beneficiary where allowed by 

national laws and regulations. 

Where the security accreditation task is delegated, the contractor or beneficiary must 

be responsible for implementing the security requirements described in the Security 

Aspects Letter when handling RESTREINT UE/EU RESTRICTED information in 

its CIS. The relevant National Security Authorities or National Security Authorities 

and SAAs retain responsibility for the protection of information classified 

RESTREINT UE/EU RESTRICTED handled or stored by the contractor or 

beneficiary and the right to inspect the security measures taken by the contractor or 

beneficiary. 

In addition, the contractor or beneficiary must provide the Union institution and 

body, as contracting or granting authority, and where required by national laws and 

regulations, the competent national SAA, with a statement of compliance certifying 

that the contractor or beneficiary CIS and related interconnections have been 

accredited for handling and storing EUCI at RESTREINT UE/EU RESTRICTED 

level. 

Hand carriage of EUCI in connection with classified contracts and grant 

agreements 

25. The hand carriage of classified information related to the classified contracts and 

grant agreements must be subject to strict security requirements. 

26. RESTREINT UE/EU RESTRICTED information may be hand carried by contractor 

or beneficiary personnel within the European Union, provided the following 

requirements are met: 

(a) the envelope or packaging used is opaque and bears no indication of the 

classification of its contents; 

(b) the bearer retains possession of the classified information at all times; 

(c) the envelope or packaging is not opened until it reaches its final destination. 

27. As regards information classified CONFIDENTIEL UE/EU CONFIDENTIAL or 

SECRET UE/EU SECRET, hand carriage by contractor or beneficiary personnel 

within a Member State is arranged in advance between the sending and receiving 

entities. 

The dispatching authority or facility informs the receiving authority or facility of the 

details of the consignment, including reference, classification, expected time of 

arrival and name of courier. Hand carriage is permitted, provided the following 

requirements are met: 

(a) the classified information is carried in a double envelope or packaging; 

(b) the outer envelope or packaging is secured and bears no indication of the 

classification of its contents, while the inner envelope bears the level of 

classification; 
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(c) the bearer retains possession of EUCI at all times; 

(d) the envelope or packaging is not opened until it reaches its final destination; 

(e) the envelope or packaging is carried in a lockable briefcase or similar approved 

container of such size and weight that it can be kept at all times by the bearer; 

(f) the courier carries a courier certificate issued by their competent Security 

Authority authorising the courier to carry the classified consignment as 

identified. 

28. As regards hand carriage by contractor or beneficiary personnel of information 

classified CONFIDENTIEL UE/EU CONFIDENTIAL or SECRET UE/EU SECRET 

from one Member State to another, in addition to the requirements set out in point 

27 the following additional rules apply: 

(a) the courier is responsible for the safe custody of the classified material carried 

until it is handed over to the recipient; 

(b) in the event of a security breach, the sender’s National Security Authority or 

Designated Security Authority may request the authorities in the country where 

the breach occurred to carry out an investigation, report their findings and take 

legal or other action as appropriate; 

(c) the courier must have been briefed on all the security obligations to be 

observed during carriage and must have signed an appropriate 

acknowledgement; 

(d) the instructions for the courier must be attached to the courier certificate; 

(e) the courier must be provided with a description of the consignment and an 

itinerary; 

(f) the courier certificate and the associated documents must be returned to the 

issuing National Security Authority or Designated Security Authority upon 

completion of the trip or trips or be kept available by the recipient of the 

courier certificate for monitoring purposes; 

(g) where customs, immigration authorities or border police ask to examine and 

inspect the consignment, they must be permitted to open and observe sufficient 

parts of the consignment so as to establish that it contains no material other 

than that which is declared; 

(h) customs authorities should be urged to honour the official authority of the 

shipping documents and of the authorisation documents carried by the courier. 

Where a consignment is opened by customs, it should be done out of sight of 

unauthorised persons and in the presence of the courier where possible. The courier 

must request that the consignment be repacked and ask the authorities conducting the 

inspection to reseal the consignment and confirm in writing that it was opened by 

them. 

29. Hand carriage by contractor or beneficiary personnel of information classified up to 

SECRET UE/EU SECRET level to a third country or an international organisation is 

subject to the provisions of the security of information agreement concluded between 

the European Union and that third country or international organisation. 

Transport of EUCI by commercial couriers and as freight in connection with 

classified contracts and grant agreements 
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30. The transport of EUCI by commercial couriers must be conducted in accordance 

with the relevant provisions of Annex IV. 

31. As regards the transport of classified material as freight, the following principles 

must be applied when determining security arrangements: 

(a) security must be assured at all stages during transportation from the point of 

origin to the final destination; 

(b) the degree of protection afforded to a consignment must be determined by the 

highest classification level of material contained within it; 

(c) an FSC at the appropriate level must be obtained for companies providing 

transportation. In such cases, personnel handling the consignment must be 

security cleared; 

(d) prior to any cross-border movement of material classified CONFIDENTIEL 

UE/EU CONFIDENTIAL or SECRET UE/EU SECRET, a transportation plan 

must be drawn up by the consignor and approved by the National Security 

Authority, Designated Security Authority or any other competent security 

authority concerned; 

(e) trips must be point to point to the extent possible, and must be completed as 

quickly as the circumstances permit; 

(f) wherever possible, routes must be only through Member States. Routes through 

third countries must only be undertaken if authorised by the National Security 

Authority, Designated Security Authority or any other competent security 

authority of the States of both the consignor and the consignee. 
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ANNEX VI 

Equivalence of security classifications 

Member State and EURATOM Equivalent Security Classifications 

EU TRES 

SECRET 

UE/EU 

TOP 

SECRET 

SECRET UE/EU 

SECRET 

CONFIDENTIEL 

UE/EU 

CONFIDENTIAL 

RESTREIN

T UE/EU 

RESTRICT

ED 

EURATOM EURA TOP 

SECRET 

EURA SECRET EURA CONFIDENTIAL EURA 

RESTRICT

ED 

Belgium Très Secret 

(Loi 

11.12.1998) 

Zeer Geheim 

(Wet 

11.12.1998) 

Secret (Loi 

11.12.1998) 

Geheim (Wet 

1.12.1998) 

Confidentiel (Loi 

11.12.1998) 

Vertrouwelijk (Wet 

11.12.1998) 

nota1 below 

Bulgaria Cтpoгo 

ceкретно 

Ceкретно Поверително За 

служебно 

ползване 

Czech 

Republic 

Přísně tajné Tajné Důvěrné Vyhrazené 

Denmark YDERST 

HEMMELI

GT 

HEMMELIGT FORTROLIGT TIL 

TJENESTE

BRUG 

Germany STRENG 

GEHEIM 

GEHEIM VS2 — VERTRAULICH VS — NUR 

FÜR DEN 

DIENSTGE

BRAUCH 

Estonia Täiesti 

salajane 

Salajane Konfidentsiaalne Piiratud 

Ireland Top Secret Secret Confidential Restricted 

Greece Άκρως 

Απόρρητο 

Απόρρητο 

Abr: (ΑΠ) 

Εμπιστευτικό 

Αbr: (ΕΜ) 

Περιορισμέν

ης Χρήσης 

                                                 
1 Diffusion Restreinte/Beperkte Verspreiding is not a security classification in Belgium. Belgium handles 

and protects ‘RESTREINT UE/EU RESTRICTED’ information as set out in the Agreement between 

the Member States meeting within the Council, regarding the protection of classified information 

exchanged in the interest of the EU (2011/C 202/05). 
2 Germany: VS = Verschlusssache. 



 

EN 2  EN 

EU TRES 

SECRET 

UE/EU 

TOP 

SECRET 

SECRET UE/EU 

SECRET 

CONFIDENTIEL 

UE/EU 

CONFIDENTIAL 

RESTREIN

T UE/EU 

RESTRICT

ED 

Abr: ΑΑΠ Abr: (ΠΧ) 

Spain SECRETO RESERVADO CONFIDENCIAL DIFUSIÓN 

LIMITADA 

France TRÈS 

SECRET 

TRÈS 

SECRET 

DÉFENSE3 

SECRET 

SECRET 

DÉFENSE(3) 

CONFIDENTIEL 

DÉFENSE (3) 4 

nota5 below 

Croatia VRLO 

TAJNO 

TAJNO POVJERLJIVO OGRANIČE

NO 

Italy Segretissimo Segreto Riservatissimo Riservato 

Cyprus Άκρως 

Απόρρητο 

Αbr: (ΑΑΠ) 

Απόρρητο 

Αbr: (ΑΠ) 

Εμπιστευτικό 

Αbr: (ΕΜ) 

Περιορισμέν

ης Χρήσης 

Αbr: (ΠΧ) 

Latvia Sevišķi 

slepeni 

Slepeni Konfidenciāli Dienesta 

vajadzībām 

Lithuania Visiškai 

slaptai 

Slaptai Konfidencialiai Riboto 

naudojimo 

Luxembourg Très Secret 

Lux 

Secret Lux Confidentiel Lux Restreint 

Lux 

Hungary ‘Szigorúan 

titkos!’ 

‘Titkos!’ ‘Bizalmas!’ ‘Korlátozott 

terjesztésű!’ 

Malta L-Ogħla 

Segretezza 

Sigriet 

Secret 

Kunfidenzjali 

Confidential 

Ristrett 

Restricted6 

                                                 
3 Information generated by France before 1 July 2021 and classified 'TRÈS SECRET DÉFENSE', 

'SECRET DÉFENSE' and 'CONFIDENTIEL DÉFENSE' continue to be handled and protected at the 

equivalent level of 'TRÈS SECRET UE/EU TOP SECRET', 'SECRET UE/EU SECRET' and 

'CONFIDENTIEL UE/EU CONFIDENTIAL' respectively. 
4 France handles and protects CONFIDENTIEL UE/EU CONFIDENTIAL in accordance with the French 

security measures for protecting ‘Secret’’ information.  
5 France does not use the classification ‘RESTREINT’ in its national system. France handles and protects 

‘RESTREINT UE/EU RESTRICTED’ information as set out in the Agreement between the Member 

States meeting within the Council, regarding the protection of classified information exchanged in the 

interest of the EU (2011/C 202/05). 
6 The Maltese and English markings for Malta can be used interchangeably.  
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EU TRES 

SECRET 

UE/EU 

TOP 

SECRET 

SECRET UE/EU 

SECRET 

CONFIDENTIEL 

UE/EU 

CONFIDENTIAL 

RESTREIN

T UE/EU 

RESTRICT

ED 

Top Secret 

Netherlands Stg. ZEER 

GEHEIM 

Stg. GEHEIM Stg. CONFIDENTIEEL Dep. 

VERTROU

WELIJK 

Austria Streng 

Geheim 

Geheim Vertraulich Eingeschrän

kt 

Poland Ściśle Tajne Tajne Poufne Zastrzeżone 

Portugal Muito 

Secreto 

Secreto Confidencial Reservado 

Romania Strict secret 

de 

importanță 

deosebită 

Strict secret Secret Secret de 

serviciu 

Slovenia STROGO T

AJNOt 

TAJNO ZAUPNO INTERNO 

Slovakia Prísne tajné Tajné Dôverné Vyhradené 

Finland ERITTÄIN 

SALAINEN 

YTTERST 

HEMLIG 

SALAINEN 

HEMLIG 

LUOTTAMUKSELLINE

N 

KONFIDENTIELL 

KÄYTTÖ 

RAJOITET

TU 

BEGRÄNS

AD 

TILLGÅNG 

Sweden  Kvalificerat 

hemlig 

Hemlig Konfidentiell Begränsat 

hemlig 
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