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ABSTRACT
The report examines the evolving impact of digital technologies on European 

democracy. In an era of a global struggle to control the information space, this 

report offers critical insights into the fracturing of perceived realities, the rise of 

the ”fantasy-industrial complex,” and the systemic risks posed by the attention 

economy. It exposes how platforms algorithmically prioritise engagement over 

accuracy, reinforcing ideological echo chambers and amplifying mis- and disin-

formation that erode democratic resilience. The report highlights how structural 

incentives and foreign control of the most important players in the information 

space undermine information integrity, collective knowledge and civic discourse. 

In response, the report presents a number of recommendations from fostering 

alternative public spaces and crowd-sourced knowledge systems to reforming 

business models, restoring user agency, and advancing EU digital sovereignty 

through decentralised infrastructure.
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EXECUTIVE SUMMARY

THE NEED TO OVERCOME EVER MORE 
FRACTURED PERCEIVED REALITIES
Today’s information space is managed through an “attention economy” based on 
algorithmic satisfaction of individuals’ inferred preferences. The business model 
of platforms is based on engagement maximisation. Platforms present users with 
content that is likely to extend their dwell time without regard to the quality of the 
information, with the purpose of selling more personalised advertisements. The 
attention economy thus structurally — albeit inadvertently — privileges 
content that threatens democracy because human attention favours 
information that is negative, emotional, and conflictual.

Platforms are also instrumental in the formation of ideologically like-minded user 
groups, where individuals mutually reinforce their opinions without questioning 
their own views. While there has never been a time where everyone has shared 
the same perceived reality, technology has enabled a previously unseen 
proliferation and fragmentation of perceived realities. Democratic institu-
tions and democracy itself cannot survive without some degree of shared reality.

Thus, the attention economy structurally enables low quality information to spread. 
Recent years have seen a massive shift towards social media becoming an impor-
tant news source for many, especially the younger generations. A major concern 
in this context has been tackling mis- and disinformation. But disinformation has 
evolved from contesting specific claims to “flooding the zone”. Whereas informa-
tion manipulation conventionally involved “systemic lies” that were meant to be 
believed, the current situation is a mix of dis-and misinformation, deception, mis-
leading information, and kernels of truth. The term “fantasy-industrial complex” is 
used to describe this self-organizing and loosely coordinated system. The goal of 
information manipulation today is often not to make individuals believe 
certain false claims but to distract and generate distrust, and to activate 
anti-democratic norms, authoritarian instincts and behaviours. Blaming 
individuals for being misinformed is a misdiagnosis of the underlying cause.
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In this context, mis- and disinformation are simultaneously 
causes, mediators and symptoms of harms in society, and 
they operate within feedback loops where underlying attitudes 
and online content reinforce one another. Other underlying 
factors—e.g., income and wealth inequality, persis-
tent socioeconomic insecurity, entrenched partisan 
identities, growing institutional distrust—predispose 
individuals and communities to seek out alternative infor-
mation sources, which can then lead to behavioural changes, 
including potentially harmful ones like vaccine refusal. These 
underlying causes need to be addressed by policy measures 
that go beyond the information space.

Estimates of the prevalence of misinformation vary con-
siderably based on the level of analysis, how misinforma-
tion is identified, and the sampling space. Estimates of 
misinformation exposure as a percentage of civic/
news content consumed online tend to hover around 
1%-10%, with prevalence increasing considerably, to 
10%-30%, for content involving contentious topics 
(i.e., climate, health, Russia/Ukraine). The prevalence 
of false beliefs—as opposed to mere exposure to false 
content—is higher still, especially in certain target popu-
lations (e.g., 47% of older adults hold misinformed beliefs 
about important health issues).

Many of these risks are further amplified by generative AI, 
which enables the large-scale manipulation of information 
for political purposes through persuasive text, videos and 
voice content. Although there is only limited evidence 
to date that generative AI has been a game changer 
in recent elections, AI poses a distinct challenge 
because it can create the illusion of knowledge, especially 
when blended with social media, potentially degrading 
further a sense of shared reality. Generative AI also offers 
potential to enhance democracy including for deliberation, 
and large-scale knowledge translation, requiring careful 
exploration based on democratic principles.

Democracy needs a healthy information space that includes 
sufficient accurate and verifiable information, a political 
plurality of opinions and voices, diverse media ownership, 
and low levels of harmful content and misinformation if 
some sense of shared reality is to be preserved.

Recommendations:

•	 Create alternative public spaces that do not depend 
on the attention economy: Personalisation will persist 
and will continue to create distinct realities under 
current business models. New spaces of shared real-
ity—also in the physical world—need to be created.

•	 Reinforcement of crowd-sourced knowledge: Col-
lective knowledge production and sharing, as in 
Wikipedia and other decentralised wiki models, has 
proved to be one of the most reliable and unbiased 
information sources. Similar initiatives should be 
supported by creating independent environments 
for deliberating competing opinions, validating key 
statistics, in a cooperative and inclusive manner.

•	 Regulations for more user agency in the online world: 
Improving platform design from behavioural science 
insights, including for example cool-offs, accuracy 
prompts, encouraging lateral reading, coordination 
help, empowerment of citizen choice architects, 
awareness campaigns to help citizens helping them-
selves. This includes media literacy.

•	 Better and more far-reaching fact-checking imple-
mentation: Current fact-checking does not neces-
sarily reach the audiences who were exposed to the 
misinformation in the first place. Mechanisms could 
be put in place to target exposure to those who saw 
misinformation and increase demand.

•	 Demonetise disinformation actors: Mechanisms exist, 
such as reducing or withholding of ad-revenues for 
those pushing clearly-identified misinformation. As 
long as misinformation is profitable, it will persist.

None of these measures is sufficient if alternatives to the 
current engagement-based business models do not emerge.

THE NEED FOR ALTERNATIVE 
BUSINESS MODELS THAT 
PROMOTE CITIZEN AGENCY
The negative consequences of current platform 
design can be changed. Digital platforms offer online 
community and the potential for new forms of political 
direct influence, which could better support free expres-
sion, democratic participation and deliberation. But this 
requires value-based models of social media, in contrast 
to the predominant current attention economy model that 
rewards actors—from grassroots movements, influencers, 
media, to political elite—for pursuing extreme, divisive and 
emotive positions, crowding out the middle ground and 
reducing the possibility of shared reality.

Furthermore, individuals’ agency online is compromised 
by current business models. Online behaviour is largely 
constrained by platforms without knowledge or input of the 
user, and algorithms can dynamically steer them towards 
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decisions in the platform’s interest. The design is opaque, 
lacking public scrutiny or democratic control. Platforms 
enable free speech by permitting the production and 
dissemination of most content, but they shape the 
most prominent content amplifying what is in line 
with their own interests.

Recommendations:

• Encourage business model changes: Platforms rely
on maximising attention and time spent on the
platform to sell ads. Alternative business models
like subscription-based or non-profit could be incen-
tivised through increased advertising taxation, fees/
taxes based on prevalence of harmful/misinforma-
tion content in samples similar to financial audits,
or the implementation of “speech markets” incen-
tivising content creators to use monetary stakes to
signal information quality and contestability.

• Algorithms that work for democracy rather than
against it: Algorithms can be designed to push or to
withhold anti-democratic content, as users become
less polarised and their emotions less negative if
anti-democratic content is down-ranked.

• Restoring user autonomy: Users could be given
more choice over recommender algorithms, which
could be achieved via in-situ data rights (right of
users to be served by other operators using their
data), interoperability for recommender algorithms
enabling the choice from a menu of algorithms,
or user control over entire feeds or specific topics/
features. This would increase competition, decrease
power of platform owners over content, and enable
new content providers and curators.

Even if the attention economy business model can be 
addressed, an important impediment to the implementa-
tion of the proposed solutions arises from the fact that 
most relevant platforms are controlled by entities outside 
EU jurisdiction.

THE NEED FOR EU 
DIGITAL SOVEREIGNTY
The challenges for democracy posed by the current 
infor-mation space are an integral part of the current 
geopolitical struggle over information integrity.

Research suggests that algorithms have been instru-
mentalised by platform owners in favour of their 

interests. They can also be gamed by inauthentic (i.e., 
non-human) behaviour, including orchestrated campaigns 
by state actors undermining democratic discourse and 
sovereignty.

Europeans’ information diets are thus in the hands of 
foreign actors who may not share European democratic 
values. Despite the earlier recommendations, those val-
ues cannot be fully protected without EU digital 
sovereignty and autonomy.

Recommendations to achieve digital sovereignty:

• Achieve digital sovereignty through European digital,
physical, and online infrastructure: Decentralised
systems like Atmosphere, FediVerse, Mastodon,
Eurosky, which also need EU cloud infrastructure,
computing power, etc. to give autonomy back to
citizens, take the decisions out of the hands of
foreign corporate owners, and can allow explora-
tion of alternative democratic models in real time.
Financial support, R&D funding, encouraging more
EU-based private funding, and public early adop-
tion (e.g., requiring public administrations to also
use alternative platforms, training civil servants)
are needed to make them viable competitors of
established centralised incumbents, whose R&D
budget dwarfs funding currently available in the EU.

• Decentralised alternatives require support: A whole
new decentralised ecosystem of applications,
ranging from public services to commercial ones,
including social media and entertainment, could be
supported, based on alternative economic models.
Information could be treated as the “public com-
mons” that it is, and remunerated according to
non-commercial mechanisms (e.g., public subsidies,
reputation schemes, local currencies, etc.).

The pace of change challenges the ability of research to 
keep up and investigate impacts, with platform data kept 
mostly private. Following the need for faster research and 
evaluations of digital policies, a European “CERN for Data 
and Democracy” to bring together fragmented capacities in 
Europe for continued research on platforms at industrial scale 
is needed. A global innovation race without examining 
its societal implications may outpace the ability of 
societies to absorb those changes peacefully.



10



11

1 

 INTRODUCTION

1.1 DEMOCRACY AND 
THE INFORMATION SPACE
Democracy is essential for the European Union (EU) not only for peace and security, 

but also for social cohesion as a foundation for long-term economic development. 

These principles have been affirmed in the recent European Democracy Shield 

(EDS) (JOIN (2025) 791). Democracy is multi-dimensional, touching on questions 

from local civic engagement all the way up to the international geopolitical order, 

but all of these are currently fundamentally being reshaped by changes to the 

information space.

This report re-examines four interrelated drivers of the effect of technology on 

the integrity of the information space (Figure 1.1). The report begins by analysing 

the impact of technology on individual human cognition when interacting with 

information. It then goes on to show that these impacts are the result of an 

optimised interaction between human behaviour and technology driven by the 

platforms’ business models. Finally, the report shows how online operators have 

become power players in shaping democracy. Therefore, each of the drivers at 

the three levels (technology interacting with human cognition, business models, 

geopolitics) creates specific risks and harms that challenge the EU’s stated goals 

but that also present opportunities to make democracy in the EU more resilient.

“Without high-quality information 
citizens will have difficulty holding 
their governments to account.”
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Figure 1.1: The challenges to the EU’s democratic information spaces online operate on three levels: “Technology vs. 

Cognition” (Chapter 2), “Business Models” (Chapter 3), and “Geopolitics” (Chapter 4) at the top of the pyramid.

Key challenges Solutions

•	 Struggle over information integrity •	 Achieve digital sovereignty through 
European digital, physical and online 
infrastructure

•	 Algorithms are instrumentalised  
by platform owners

•	 Decentralised alternatives require support

•	 Lack of EU technological autonomy

Key challenges Solutions

•	 Facilitation of low quality, sensationalist, 
extremist and toxic content

•	 Encourage business model change

•	 Lock-in through digital addiction  
and network effects

•	 Algorithms that work for democracy  
rather than against it

•	 Severely limited user autonomy  
on platforms

•	 Restoring user autonomy

Key challenges Solutions

•	 Information overload •	 Creating alternative public spaces that do 
not depend on the attention economy

•	 Ideological segregation into echo chambers 
and platforms

•	 Reinforcement of crowd-sourced  
knowledge

•	 Reality distortion into conflictual camps •	 Regulations for more user agency in  
the online world

•	 Misinformation as cause, mediator  
and symptom of societal harms

•	 Emergence of the fantasy-industrial complex

CHALLENGES AND SOLUTIONS TO CREATE MORE 
DEMOCRATIC INFORMATION SPACES ONLINE

Geopolitics

Business Models

Technology 
vs. Cognition

 

Source: Own elaboration
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For democracy to function, citizens need to be accurately 

informed. Without high-quality information provided and 

channeled through media outlets and social media, citizens 

will have difficulty holding their governments to account 

[1]. Unfortunately, many societies have seen a divergence 

in citizens’ beliefs [2, 3] and accompanying high levels of 

affective polarisation [4, 5]. This fracturing of perceived 

reality1 and dislike of other groups will make it harder 

and harder for civic deliberation, agreement and collective 

intelligence to materialise. This may eventually lead to a 

breakdown of democratic discourse altogether [6].

There has been a massive global shift of news consumption 

patterns away from directly receiving information from 

legacy media (newspapers, TV) to new forms on information 

mediation through social media, including video-based 

services such as TikTok [7]. Although this trend is global, 

it is slower in Europe than in the US, with less than 20% 

of European respondents indicating that social media is 

their main source of news, compared to 34% in the US. 

Because younger people indicate much higher percentages, 

this trend can be expected to continue [7].

Social media have frequently been implicated as a main 

vector of polarisation and information threats such as 

dis- and misinformation [8, 9, 10, 11], and there is evi-

dence that polarisation online has increased considerably 

between 2020 and 2024 [12]. A recent systematic review 

of the effects of social media on democracy concluded that, 

especially in established democracies, social media use 

1 We use the fracturing of perceived reality and realities synonymous throughout the report. There was certainly never just one perceived 
reality for people, but the emphasis in this report lies on the manifold increase of conflictual realities through technology.	

was associated with increasing polarisation and exposure 

to misinformation [13]. At the heart of social media, and 

its impact on society, is the engagement-driven business 

model which relies on people remaining on the platform 

to view advertisement. This business model is part of the 

“attention economy”; see textbox.

Concerns about the adverse effects of social media and 

information technologies have been further amplified by 

the advent of generative artificial intelligence (GenAI), which 

can cheaply automate content generation. Large language 

models (LLMs) can generate personalised, persuasive text 

in almost any language at high speed for anyone interested 

The power of the attention economy

The attention economy is a system in which organisations and creators purposefully structure content or 
experiences to acquire, retain, and monetise human attention—a scarce cognitive resource—by directing it 

toward externally supplied stimuli.

In this system, attention seekers (such as media producers, platforms, advertisers, entertainers, and publishers) 

take strategic actions to attract attention, while individuals allocate their finite attentional capacity among both 

externally initiated demands and self-directed uses.

Activities chosen primarily for internal goals—such as rest, reflection, social connection, or walking in nature—are 

not part of the attention economy, even though they consume attention, because they do not involve a third party 

pursuing attention as a commercial objective.
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in misusing it [14]. A recent large-scale evaluation of 

466,000 AI-generated claims shows an alarming trade-off, 

where increased persuasion was based on less factually 

accurate content [15].

2 	https://www.businessinsider.com/mark-zuckerberg-2010-10
3 	The Delegated Act on data access under the DSA (C(2025)4340) should change this in the future, but it remains to be seen if platforms 

comply in spirit with the regulation and if the requirements are feasible for academic researchers. The “common research support 
framework” announced in the European Democracy Shield (JOIN(2025) 791) can improve this further, which is essential as research 
has revealed significant gaps in the translation of the DSA into data access and reality [17]; see also guidance for data access for 
researchers [18].

4 	The European Court of Justice also acknowledge the societal need to respond when a risk is recognized and allow for the ‘precautionary 
principle’ to guide policy-making ([21, 22, 23])..

1.2	A RAPIDLY CHANGING 
WORLD REQUIRES RAPID 
EVIDENCE
The accelerating pace of change especially in the digital 

space has profound implications for science and its role in 

evidence-informed policymaking. Science, by design, is care-

ful and cautious. But careful and cautious are insufficient in 

a world in which “move fast and break things”2, has become 

the mantra of one of the most powerful industries globally.

Much of the analysis in this report is based on hard-won 

insights involving researchers in an adversarial stance 

vis-a-vis big tech platforms. Data access has been hard 

to come by and collaborations with platforms are fraught 

with difficulty and risks [16].3 There has also been recent 

concern that collaborations with platforms and funding 

arrangements have led to undue industry influence down-

playing risks in social media research [19].

In times when democracies and the international order are 

increasingly fragile, and citizens’ views and even health are 

changing sometimes rapidly, awaiting conclusive evidence 

before changing policies may not be an option. Experts 

have therefore argued that one should move to a regime 

of “Minimum Viable Evidence”. Under this regime, tests 

of ways to mitigate a potential harm commence before 

the harm has been established by a rigorous evidence 

threshold. In fields of continuously evolving evidence, the 

legal principle of proportionality requires a continuous 

monitoring and updating of interventions in line with new 

evidence (e.g., [20]), highlighting again the importance of 

effective real-time data access to speed up the cycle, reduce 

harms, and at the same time avoiding disproportionate 

interventions against businesses.4

Throughout this report, the minimum viable evidence 

regime is applied. This report shows that there is evidence 

to already recognise and act upon, by designing and testing 

suitable interventions, the identified risks of social media 

and other technologies. In this case evidence includes 

“This report shows 
that there is already 
evidence of identified 
risks of social media and 
other technologies that 
should be acted upon 
by rapidly designing 
and testing suitable 
interventions.”

https://www.businessinsider.com/mark-zuckerberg-2010-10


academic preprints by reputable teams with a proven track 

record, even if they are not yet peer-reviewed.

This report uses an earlier report on the influence of tech-

nology on democracy as a departure point [24]. The previ-

ous report identified four pressure points between online 

platforms and human cognition with adverse impacts on 

democracy: the attention economy, choice architectures, 

algorithmic content curation, and misinformation. All four 

are still at the core of the debate around democratic resil-

ience, and new evidence presented in this report supports 

the original findings while adding important nuances and 

new directions. Many potential threats highlighted before 

have become reality despite various legislative changes 

in Europe, which are documented in this report.

This report is therefore intended as a re-affirmation of the 

need to implement and enforce already adopted legislation 

as well as the need to take additional actions, especially in 

the area of building EU digital sovereignty, by encouraging 

alternative business models, and overcoming conflict-driven 

echo chambers and platforms. Actions are primarily rec-

ommended at the EU level, due to the legal priority given 

to EU laws in areas in which the EU has already legislated. 

However, several of the recommended actions are also 

possible to implement and reinforce at Member State 

5	 https://digital-strategy.ec.europa.eu/en/news/european-democracy-shield-and-eu-strategy-civil-society-pave-way-stronger-and-more-
resilient

Level, and the European Centre for Democratic Resilience 

announced in the European Democracy Shield can serve 

as a way to coordinate action in this space.5

15

Structure of this report and methodology

The report is structured around the three layers of the influence of technology on democracy, each explored in a 

separate chapter. Each chapter targets a different layer of drivers (Figure 1.1) starting from the bottom of the hier-

archy to explain the impacts on citizens first, before moving up the ladder of relevant interventions. Each chapter 

and comprises three parts:

•	 What? Describes the challenge to democracy and a strategic goal.

•	 Why? Presents the scientific evidence in support of the goal.

•	 How? Proposes regulatory or political means to pursue the goal.

The report is the result of a narrative review by a collection of domain exports from different disciplines, including 

Legal Studies, Psychology, Cognitive Science, Decision Science, Economics, Data/Computer Science, Media and 

Communication Science.

The authors were selected by the JRC as a follow-up from the previous report from 2020 on Technology and 

Democracy with respect to continuation of expertise and the evolution of the online sphere since then. The report 

was extensively reviewed by experts in the JRC and by external experts as well as by policymakers working in the 

European Commission to reflect the state-of-the-science and societal challenges as accurately as possible.

“This report reaffirms 
the need to implement 

and enforce already 
adopted legislation as 

well as the need to take 
additional actions.”

https://digital-strategy.ec.europa.eu/en/news/european-democracy-shield-and-eu-strategy-civil-societ
https://digital-strategy.ec.europa.eu/en/news/european-democracy-shield-and-eu-strategy-civil-societ
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2 

 THE NEED TO OVERCOME 
EVER MORE FRACTURED 
PERCEIVED REALITIES
KEY TAKEAWAYS
What?

•	 The health of European democracy is threatened by a fracturing of public 

opinion into multiple subjective “realities” and high levels of polarisation 

that defy easy reconciliation.

•	 Information manipulation has evolved from identifiable and circumscribed 

falsehoods to a combination of outright falsehoods, misleading statements, 

and kernels of truth, amplified by algorithms to create fractured realities.

•	 A principal danger of dis- and misinformation now lies not in creating 

specific false beliefs but their corrosive effect on the common ground on 

which democracies depend.

Why?
•	 The abundance of information available online overloads our cognitive 

system, which responds that are detrimental to the civil discourse democ-

racy depends on.

•	 The fracturing into online echo chambers—and, increasingly, “echo plat-

forms”—is characterised by an increase in toxic, hateful and out-group 

denigrating use of language. Evidence increasingly suggests a causal role 

of online platforms in this trend.

•	 The harms from misinformation are multidimensional: false and misleading 

content can shift individual beliefs, intentions, and sometimes even behav-

iours, as well as reinforce broader vulnerabilities by increasing polarisation 

and undermining institutional trust. Causality is complex: misinformation 

can act as a cause, consequence, and amplifier within feedback loops.

•	 The reshaping of the information space and misinformation has led to a 

“fantasy-industrial complex” involving interactions between politicians, 

corporate actors, platforms, legacy media, influencers, and citizens to 

create fabricated versions of reality.
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How?
•	 The digital information space is an engineered space, 

and like all engineered spaces policies can help rede-

sign it to support, rather than undermine, democracy.

•	 Fractured realities can be overcome by having 

spaces for citizen contact and deliberation online 

and offline that are designed to allow civil contact 

between polarised communities.

•	 Countermeasures to misinformation are comple-

mentary: system-level interventions reshape incen-

tives and reduce supply; individual-level tools build 

resilience and competences; and fact-checking pro-

vides a corrective backstop albeit with limited reach. 

The goal is not to eliminate falsehoods altogether 

but to build resilient information environments where 

truth can emerge and citizens can deliberate on 

shared facts.

2.1	WHAT?
A functioning democratic society depends on a minimal 

common ground: that facts exist, that truth is attainable, 

and that consensus can be built around shared observa-

tions. These assumptions make disagreement possible 

and productive, bringing together a shared reality with 

people’s diverse values, opinions, worldviews, needs and 

fears [25]. Competing opinions only have meaning when 

participants also recognize some basic premises as true—

otherwise debate collapses into mutual incomprehension 

[26]. A plurality of concerns still needs to be grounded in 

a shared reality [27].

Social systems—democratic institutions, public health, jus-

tice—depend on shared frameworks of reality. They do not 

require perfect truth, but they do need a stable, common 

frame of reference. When that fractures, collective action 

6	 https://www.edelman.com/sites/g/files/aatuss191/files/2026-01/2026%20Edelman%20Trust%20Barometer%20Global%20Report_Final.pdf

falters and trust deteriorates. In democratic systems, the 

fragmentation of shared reality—what some scholars call 

“epistemic polarisation”—is among the most dangerous 

consequences of misinformation [28]. One manifestation 

of this polarisation is the widespread decline in citizens’ 

exposure to differing political views. The 2026 Edelman 

Trust Barometer found that in several EU Member States 

(France, Ireland, Sweden, Netherlands, Germany) only 

between 25% and 30% of the public are exposed to sources 

with a different political leaning, and decreased by nearly 

9% compared to the year before.6

Today’s digital information environment governed by the 

attention economy creates a fundamental shift in how 

information is consumed because of how technology and 

human cognition work together. First, the human tendency 

of confirmation bias and the digitally enhanced selective 

consumption of information creates opposing certainties. 

Confirmation bias is the cognitive tendency to search, 

favour, recall, and interpret information in ways that confirm 

one’s pre-existing beliefs, while discounting or ignoring 

contradictory evidence [29, 30]. An essential part of this is 

the searching and paying attention to information aligned 

with existing views. This tendency has always existed. 

However, what has changed is that attention is guided via 

algorithms reacting to our cognitive biases, the tendency 

is multiplied in extreme ways. Citizens increasingly have 

the perception of not even having to search for the news 

to be well informed – something that is called the “News 

Finds Me” perception [31]. This creates a fundamental 

challenge for democracy when opposing groups subscribe 

to incompatible perceived realities.

Second, on top of biased information-processing and 

curation in the digital information space, misinformation 

and misleading information contribute further to the gulf 

between online “tribes”. Blurring the line between facts 

and opinions turns public debate into a contest between 

polarising narratives. Deliberate lying, especially at scale, 

obstructs cooperation and corrodes trust in society. While 

human cognition tolerates uncertainty and occasional 

error, systematic and repetitive deception fuels cynicism 

and exploits our basic cooperative instincts that assume 

communication is generally honest [32, 33].

“If you want to rip the 
heart out of a democracy, 
you go after the facts.”
Nobel Peace Prize laureate Maria Ressa

https://www.edelman.com/sites/g/files/aatuss191/files/2026-01/2026%20Edelman%20Trust%20Barometer%20Global%20Report_Final.pdf
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Definition of Mis- and Disinformation

Mis- and Disinformation The European Commission’s Communication on the European Democracy Action Plan 

recognizes the following distinction:

•	 Misinformation is false or misleading content shared without malign intent though the effects can be still 

harmful.

•	 Disinformation is false or misleading content that is spread with an intention to deceive or secure economic 

or political gain or to cause public harm.

This report uses the term “misinformation” as an umbrella term for content that is factually inaccurate (either fully 

or partially) and capable of misleading, misinforming, or influencing public views based on flawed representations 

of reality. A survey of 150 academic experts broadly agree with that definition (noting that satirical or parodical 

content is excluded) [34]. The term “disinformation” is used when the deceptive intent is apparent and the term 

“Foreign Information Manipulation and Interference (FIMI)” applies when disinformation can be identified to come 

from foreign actors.

Taken together, these changes are best described as a 

move from one of shared reality with occasional chal-

lenges by disinformation to an individually constructed 

reality, where it is not facts that are being debated, but 

entire diverging realities based on what the audience 

wants to hear and what powerful actors want them to 

hear. These actors and their products have been described 

as the “fantasy-industrial complex” [35], which is best 

understood as an emergent, incentive-driven attention 

market in which political entrepreneurs and creators 

package identity-affirming narratives; platforms reward 

engagement; and audiences participate through remixing 

and amplification. The “industrial” aspect arises from the 

repeatable, monetizable supply chain made possible by 

the ecosystem. Crucially, the fantasy-industrial complex 

is not a centrally-coordinated initiative, it is a product of 

the current online system and its properties.

Many debates in politics focus solely on the role of dis- and 

misinformation and the need for “information integrity” 

[36], defined for example by the OECD as “…the result of an 

information environment that promotes access to accurate, 

reliable, evidence-based, and plural information sources 

and that enable individuals to be exposed to plural and 

diverse ideas, make informed choices, and better exercise 

their rights” [37, p. 7]. This report shows that simply fighting 

misinformation to improve information integrity is largely to 

treat symptoms, rather than the underlying causes. Instead, 

7	 https://explodingtopics.com/blog/data-generated-per-day

this report argues that an exclusive focus on misinformation 

is missing the over-arching point that citizens are also living 

in different perceived realitiesWhat is needed is to realign the 

information environment such that the information citizens 

receive is high quality, politically diverse, and civil rather 

than toxic so that democratic debates can be conducted in 

a fruitful manner. Thus, the strategic goal of policies should 

be to establish technology that enables democracies, and at 

the same time increase autonomy of well-informed citizen.

2.2	WHY?
2.2.1	 The fallout from information 
overabundance

The amount of information available on the internet has 

risen by 20% annually for the past 5 years7 and “AI slop” 

is beginning to further increase the amount of information 

available. Whatever harms may affect democracy, scarcity 

of information is not one of them. Although abundant infor-

mation was heralded as one of the benefits of the Internet 

by early enthusiasts [38, p. 33], there are several cognitive 

and digital design reasons why information abundance is 

in fact a problem for democracy [39].

First, when information is abundant, people’s attentional 

processes focus on information with the following attrib-

utes [40]:

https://explodingtopics.com/blog/data-generated-per-day
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•	 belief consistency (seeking information that confirms 

one’s held beliefs);

•	 negativity (overestimating risks and danger);

•	 sociality (being guided by others’ choices), and

•	 predictiveness (being led astray by spurious cor-

relations).

This focus leads to increased polarisation, myopic focus 

on a subset of political or social options, emotional out-

rage, out-group hate, and reliance on statistical noise and 

low-quality content (“bullshit”), respectively [40]. In addition, 

under overload and time-pressure, people’s ability to differ-

entiate between true and false information decreases [41].

Second, these individual-level effects 

scale up into large-scale trends, 

such as an observed decline of the 

public’s collective “attention span” 

over time. For example, the life-

time of popular Twitter/X topics 

decreased by 32% between 2013 

and 2016 [42]. An extended col-

lective attention span, however, is 

crucial to tackle big societal issues 

such as “wicked” problems where 

quick solutions are elusive [43, 44]. 

Reduced public attention likely also 

entails diminished political account-

ability: if a politician’s transgres-

sion is forgotten or superseded by 

the next scandal after a few hours, 

public appetite for accountability is 

unlikely to persist [45, 46].

Third, the platforms’ widespread recent withdrawal from 

fact-checking offloads the vetting of information onto 

users [47] and creates new complications. It forces users 

either to neglect accuracy or to take on the role of fact-

checker themselves, prompting further engagement but 

multiplying the social costs of verification across the entire 

population. Moreover, platforms enable a new kind of 

information warfare. Social media “signal jamming” occurs 

when well-funded or influential parties use their networks 

to drown out competing voices [48]. This phenomenon has 

been observed in the US where many moderate voices in 

public political discourse have been drowned out by “troll 

8	 https://digital-strategy.ec.europa.eu/en/news/press-statement-european-board-digital-services-following-its-16th-meeting

armies” [49]. This strategy is also argued to be used by 

the Chinese government [50, 51].

Arguably, therefore, the abundance of information, com-

bined with false and misleading information, and digitally 

curated distraction, is imperilling democratic accountability 

online because meaningful conversation is lost in the noise.

2.2.2	 Creation of conflictual echo 
chambers and echo platforms

While citizens are overloaded with information, they do not 

see the same information, or more precisely, they do not see 

the same information through the same lens. Content cura-

tion algorithms identify patterns in 

user-content interactions to predict 

preferences and provide personalised 

suggestions. Algorithms do so by rec-

ommending to each user the items 

preferred by similar users. Meta’s plat-

forms, including Facebook and Insta-

gram, heavily rely on social network 

structures to curate and rank content 

in users’ feeds. These algorithms lev-

erage ties among users and amplify 

moral-emotional content through 

social reinforcement mechanisms, 

optimising for engagement such as 

reactions, comments, and shares ([52]; 

see Chapter 3). In contrast, TikTok’s 

“For You” feed (the default and most 

widely used TikTok algorithm) prior-

itizes individual user interactions with 

content, such as watch time and likes, largely ignoring the 

social graph. X (formerly Twitter) uses a hybrid algorithm 

focusing on content virality and confrontation dynamics within 

network clusters [53, 54]. Several Very Large Online Platforms 

(VLOPs) or Very Large Online Search Engines (VLOSEs) men-

tion echo chambers as risks or enablers of systemic risks to 

civic discourse, electoral processes, and public security in their 

Digital Services Act (DSA) risk reporting8, but as the evidence 

presented below shows, it remains questionable if the solutions 

implemented by the platforms are sufficient.

The personalisation of information is not new. Offering more 

personalised or specialised channels for entertainment 

https://digital-strategy.ec.europa.eu/en/news/press-statement-european-board-digital-services-following-its-16th-meeting
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and political news started with “new” information sources 

decades ago (cable news, talk radio and blogging) [55], and 

directly influence people’s voting behaviour [56]. Person-

alisation also makes social media more enjoyable leading 

to longer app use [57].

Platforms today, however, go one step further and actively 

select content for users, who have limited choice over what 

they see on the platforms. The continuous accommodation 

of users’ beliefs and preferences reduces cognitive effort 

but fosters ideological segregation.9 That is why, although 

information is overabundant, attention tends to concentrate 

on a limited set of sources [58], leading to a reduction in 

informational diversity. This process reinforces tendencies 

for similar individuals to flock together and, over time, 

contributes to the emergence of ideologically uniform 

spaces—commonly known as echo chambers [59, 60, 61]. 

Cross-partisan political content is penalised by algorithms; 

posts that bridge partisan divides receive less visibility 

and engagement. Optimisation for user attention can 

inadvertently discourage content that seeks to permeate 

echo chambers [62]. Knowledge of echo chambers is not 

new and recent research shows at least partial awareness 

of them among younger people, but user agency to counter 

ideological homogenisation is limited by platform’s recom-

mender system design and insufficient digital literacy [63].

The distorted echo provides a toxic lens  
at other perspectives

These echo chambers are not only about information 

and beliefs, they also help with the creation of perceived 

enemies. For example, Facebook’s algorithms have been 

implicated in increasing polarisation [64]. A stronger exam-

ple is a recent field experiment investigating the Twitter/X 

algorithm by re-ranking content that expressed antidemo-

cratic attitudes and partisan animosity [65]. When antidem-

ocratic content was down-ranked, participants’ outgroup 

animosity and negative emotions declined compared to a 

control group that was exposed to the standard Twitter/X 

9	 Ideological segregation refers to the tendency of individuals to consume information that aligns closely with their existing beliefs and 
viewpoints, resulting in limited exposure to diverse perspectives.

10	An earlier study [66] found that altering the Facebook algorithm to a chronological feed did not depolarize people in comparison to 
a control group with a conventional newsfeed. The findings of that study must be interpreted with caution, however, because the 
newsfeed in the control group was changed during the study period to reduce prevalence of misinformation in the lead-up to the 2020 
US election. Moreover, a further recent study showed while algorithms can demonstrably shift attitudes, this effect is not reversed by 
subsequently withholding the algorithm [67]. Thus, the absence of depolarization when an algorithm is withheld does not negate the 
possibility—now repeatedly confirmed—that the algorithm polarized people to begin with.

algorithm. The experimentally observed changes were 

comparable in magnitude to three years of increasing 

affective polarisation in the US [65].

These dynamics do not necessarily arise from deliberate 

algorithm design but emerge organically from the cumu-

lative effects of personalisation strategies.10

Echo chambers are therefore not isolation chambers, but 

conflicting camps creating and reinforcing opposing iden-

tities [68]. They help align individuals’ opinions on politics 

and channel political conflict increasingly into one or two 

principal issues, which may help explain the increasing 

perception of alignment between opposing views on migra-

tion, climate, vaccination and many other issues that are, 

in substance, quite different. Perhaps ironically, users of 

digital platforms may be exposed or connected to more 

diverse content [52, 69, 70, 71, 72, 73], but in a conflictual 

manner [74], which helps explain why even experiments 

on online platforms forcing people to “burst their bubble” 

can increase, rather than decrease, polarisation [75].

Cognition and the public sphere – the move to 
echo platforms and artificial realities

Over time, the interplay between selective exposure, algorith-

mic amplification, and content-moderation-induced migra-

tion has led to a deeper transformation, from fragmented 

communities within platforms to the emergence of ideolog-

ically distinct platforms themselves. These so-called “echo 

platforms” [76] are socio-political environments where user 

demographics, content, and narratives are aligned by design 

“Platforms today actively 
select content for users, 
who have limited choice 

over what they see.”
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and by self-selection (e.g., X vs. Bluesky). Platforms should 

thus no longer be treated as isolated systems11; rather, they 

constitute an interconnected ecosystem. Evidence shows 

increasing toxicity in longer conversations and a progressive 

simplification of user language, phenomena observed across 

multiple platforms and temporal spans [77, 78]. The object 

of analysis for democracy should no longer be the individual 

platform, but the online ecosystem as a whole.

A further profoundly powerful technology contributing to 

fracturing of reality is generative AI. To illustrate, a recent 

experiment found that deceptive explanations generated by 

the most recent generation of LLMs are more persuasive 

than accurate, honest explanations and can amplify the 

belief in false news [79]. Another study found that AI-gen-

erated misinformation is more trusted than human-gener-

ated misinformation [80]. This power can also be used for 

11	In EU regulation such as the DSA, platforms are required to perform risk assessments of their own influence. However, the evidence 
over echo platforms suggests that regulators should take a broader perspective and think about the information system as a whole.

good, e.g., for dissuading people in believing unsupported 

conspiracy theories [81], but platforms have no natural 

incentive to do so when toxicity contributes to greater user 

engagement, calling for policy intervention. Furthermore, 

LLMs are designed to create the appearance of knowledge 

even where there is none, which creates a cognitive trap 

for users: the illusion of knowledge [82]. Unlike human 

experts, LLMs do not say “I don’t know” in response to a 

query that they cannot answer, see textbox for details.

Echo chambers are not purely the result of digital influence. 

A recent megastudy disentangled the roles of algorithms 

and human self-selection in creating segregated online 

communities and found that self-selection is an important 

factor. Analysis of news consumption data from around 

208 million Facebook users [85] revealed that ideological 

segregation is already high in the content presented to 

When Generative AI goes social: Generative AI and epistemia

Generative AI today is seamlessly integrated into several social media platforms (Grok on X, Meta AI on Facebook/

Instagram/Whatsapp, Sora 2 on Sora, Truth Search on Truth Social).

An audit by NewsGuard found that one of the most recent additions of genAI — Sora 2 — produced videos that 

advanced provably false claims in 16 out of 20 trials (80%).a

The implications of this integration go beyond the generation of specific disinformation videos: the blending and-

integration of generative AI with social media extends the incentives of the attention economy to software that, 

by design, is not grounded in reality.

LLMs do not retrieve facts. They generate text, by predicting the most statistically probable continuation of a 

sequence. This is a statistical process, with plausible linguistic patterns distilled from massive corpora of human 

language [83]. Likewise, video generators such as Sora 2 operate without regard to a ground truth—their entire 

purpose is to create a plausible illusion to increase engagement.

The direct or indirect integration of genAI into powerful social media sites thus creates an increasingly relevant 

cognitive trap: the illusion of knowledge created by an LLM’s fluent language, omnipresence, and realistic videos does 

not actually resolve informational gaps, but nonetheless gives the user the sense that those gaps have been filled.

When combined with the business models of platforms, this creates the conditions for a distinct new informational 

regime which is termed epistemia [82]. Epistemia lowers the threshold of responsibility in content creation (“the 

AI said it” becomes a deflection, not a citation) and may foster a false sense of competence in users, who weave 

LLM outputs into their reasoning without noticing that the substance is hollow. Evidence already shows how human 

language shifts towards words preferentially used by chatbots [84].

a	https://www.newsguardrealitycheck.com/p/openais-sora-2-is-a-willing-hoax

https://www.newsguardrealitycheck.com/p/openais-sora-2-is-a-willing-hoax
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users (by platforms) through algorithmic curation and rises 

even further when moving to active engagement (initiated 

by users), measured by likes and comments, in line with 

findings on motivated reasoning [86, 87]. As a rough guide, 

about a third of segregation can be attributed to the algo-

rithm, with the remaining two thirds resulting from people 

preferentially engaging with attitude-aligned content.

Recent evidence has also found that echo chambers play 

a crucial role in facilitating the spread of harmful content: 

purveyors of hate dominate such environments, acquir-

ing central positions in online networks and leveraging 

echo-chamber interactions to amplify hate speech dif-

fusion [88].

Thus, echo chambers and platforms cater to user pref-

erences and reinforce them further, while preparing the 

ground for less careful investigation of facts and truths, 

thereby raising the levels of toxicity and offline harms.

2.2.3	 The impact of “conventional”  
dis- and misinformation

Platform algorithms facilitate the merging of true, mis-

leading and false information making it ever harder for 

audiences to know what is true. However, understanding 

how this threatens societies requires disentangling causal 

mechanisms, the prevalence of falsehoods, and possible 

remedies. Misinformation is simultaneously an outcome of 

prior conditions (e.g., polarisation; [89]) and a cause that 

affects not only people’s attitudes and behaviours directly, 

but also those very conditions, creating feedback loops 

that complicate any simple causal inference of harms [90, 

91]. To navigate this complexity, it helps to think in three 

nested causal levels: individual, information-environment, 

and societal.

At the level of the individual, experimental evidence shows 

that direct exposure to false claims can shift beliefs (in 

facts), attitudes (i.e., the evaluation of something as good or 

bad), intentions, and, in some contexts, behaviour [e.g., 92], 

with the effect size being greatest for beliefs and smallest 

for behaviours. The information‑environment level embeds 

those individual effects within a wider media ecosystem 

shaped by different actors and various types of media and 

their “affordances” or structural elements (e.g., algorithmic 

curation of content in social media newsfeeds). Finally, 

the societal level comprises structural drivers—trust in 

institutions, economic inequality, legal frameworks, plat-

form business models—that condition both the supply of 

and demand for misinformation and are often the more 

important parts to address.

Crucially, misinformation can be a cause, effect, mediator 

(i.e., the process through which it affects other variables), 

or moderator (i.e., an amplifier of the effect) within the 

same causal chain [93]. For example, economic inequality 

(societal) can erode institutional trust (information‑environ-

ment), heightening individual susceptibility to conspiratorial 

narratives that, in turn, intensify polarisation, thereby 

impacting the political culture that originally enabled 

misinformation. Conversely, a surge of coordinated mis-

information about alleged election fraud (information‑en-

vironment) can shape individual perceptions especially 

when coming from “trusted” sources, eroding confidence 

in electoral procedures. Acknowledging the multi-layered 

causal architecture outlined above is essential to avoid the 

false dichotomy that frames misinformation as either a 

mere symptom of deeper social challenges or an auton-

omous driver of current societal harm (see also [91]). In 

“Platform algorithms 
facilitate the merging of 

true, misleading and false 
information making it 

ever harder for audiences 
to know what is true.”
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what follows, the report focuses on the evidence of harms 

from false and misleading information on two causal levels: 

the level of the broader information environment and the 

level of individual or collective exposure to misinformation.

Harms on the level of information environment

Multiple studies illustrate an association between misin-

formation and adverse outcomes. For example, a panel 

study found that a loss of trust in traditional media and 

a move towards populist parties in Germany were pre-

dicted by disinformation beliefs [94]. Likewise, belief in 

misinformation predicts lower trust in traditional media 

over time and that, in turn, predicts more misinformation 

exposure over time [95]. Low trust in conventional media 

and belief in misinformation seemingly reinforce each 

other in a feedback loop, likely mediated by social media.

The mediating, but nonetheless causal, role of social media 

can be illustrated in the following example: Even though 

anti-refugee sentiment is a necessary background factor 

for hate crimes, it is not their sole cause. One causal 

analysis [96] shows that these crimes are influenced by 

social media consumption. When access to social media 

is temporarily cut off due to an internet outage and the 

inciting posts from far-right parties are unavailable, fewer 

hate crimes were recorded [96].

The role of social media platforms in this interaction is 

not politically neutral. Although misinformation is usually 

not directly promoted by platforms, as mentioned above, 

content that includes negativity, outrage and negative out-

group sentiment is particularly visible and algorithmically 

successful [97, 98, 99]. Misinformation in turn has been 

shown to evoke more outrage than do trustworthy sources 

[100]. Thus, recent studies have found that social media 

algorithms disproportionately favour parties spreading 

more misinformation whereas politicians who shy away 

from inflammatory language are experiencing much lower 

engagement [101, 102, 103].

Harms at the level of individuals or groups

Measurable harms from misinformation are readily observ-

able in laboratory experiments [104, 92]. One limitation of 

those studies is that they give participants no choice about 

the material they consume, thus preventing them from 

using strategies to resist misinformation, such as avoiding 

poor quality sources which many citizens do [105]. There 

are, however, numerous field studies that show that these 

effects also hold outside the lab [13]. The textbox below 

summarizes the evidence of those harms by policy domain.

Misinformation also exploits existing vulnerabilities—such 

as polarisation and institutional distrust—and channels 

them into concrete outcomes, from changes in health 

behaviour or reduced support for climate action to erosion 

of electoral trust or activating extremists to act on their 

beliefs. From this perspective, a particularly consequen-

tial danger of misinformation is not the belief in specific 

falsehoods but the follow-up actions from those beliefs 

which may erode the very conditions under which societies 

can deliberate, cooperate, and correct course.

In other words, the fight against misinformation cannot 

be a replacement for fighting the root causes that make 

misinformation attractive.

“Low trust in conventional media and 
belief in misinformation seemingly 
reinforce each other in a feedback loop, 
likely mediated by social media.”
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Overview of harms arising from misinformation by domain

It can be difficult to define “harms” in an unequivocal way, since consequences such as growing support for a 

favoured political direction, or the increased belief in a contentious claim, may be welcomed by some groups in 

society. The authors acknowledge this issue and list a broad range of harms as identified in the scientific literature:

Democracy and elections
•	 Reduced trust in elections by false voter fraud accusations, in particular among politically aligned voters [106, 107].

•	 Incitement of political violence; e.g., cascades of leaders’ tweets predicted bursts of violence during the 

January 6 Capitol riot [108].

•	 Belief in misleading political claims, especially when politically aligned, but limited and inconsistent effects 

on broader political attitudes or behaviours [109, 110, 111, 112, 113].

Public health
•	 Reliable shifts of beliefs in false claims, variable impacts on vaccination intentions [92, 114, 115, 116, 117, 

118, 119, 120].

•	 Misinformation exposure is leading to reduced vaccination rates in Italy [121] and increased hesitancy in 

the US [121].

•	 Exposure to information that downplayed the severity of the pandemic has also been causally linked to a 

greater number of COVID-19 cases and deaths [122].

•	 Anti-vaccination content on Facebook flagged as false by fact-checkers has been estimated to reduce COVID-

19 vaccination intentions by 1.36 percentage points [116], although the prevalence of such false content is 

low (0.3% of vaccine-related views) [116].

•	 By contrast, factually accurate but deceptive or misleading anti-vaccination content reached over 20% of 

US Facebook users and hence was estimated to be 46 times more consequential for vaccine hesitancy than 

false information that was flagged by fact-checkers [116].

Climate action
•	 Reduced acceptance of evidence for climate change [123, 124].

•	 Varying impacts on attitudes [125, 126].

•	 Partially lower pro-environmental intentions [127, 117], self-reported behaviour [128], and actual behaviour [129].

•	 Shifts in public narratives away from the reality of climate change towards costs, feasibility and fairness [130].

Hate crime, extremism
•	 Causal evidence that misinformation increased participation in killings during the Rwandan genocide [131].

•	 Causal evidence that Facebook exposure facilitated hate crimes in Germany [96].

Erosion of trust and social norms
•	 Erosion of trust in news media [132, 95].

•	 Overconfidence in own ability to discern information [132].

•	 Increased willingness to exhibit extreme behaviours such as racism [133, 134, 135].

Prevalence of misinformation

The question of harms is inseparable from the question 

of prevalence. Even if exposure to a single false claim 

produces only modest effects, the consequences at scale 

depend on how widespread such content is, how often 

people encounter it, and how many come to believe it. 

Researchers have used three different approaches to 

estimate the prevalence of misinformation:

•	 Untrustworthy domains as share of information diet.

•	 Misinformation encountered for specific topics (e.g., 

during a targeted search, or by using a hashtag).

•	 Prevalence of misinformed beliefs in the population.
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Figure 2.1: Prevalence of misinformation in untrustworthy domains in general, specific topics, and misinformation beliefs.

Özturan et al. (2025) – X after change in ownership [338] 10%
Altay et al. (2022) – Germany Facebook engagements [105] 9%
Guess et al. (2020) – Sharing, presidential election 2016 [136] 8.5%
Grinberg et al. (2019) – Twitter, presidential election 2016 [392] 6%
Altay et al. (2022) – France web traffic [105] 4%
SIMODS Report (2025) – LinkedIn e.g., Ukraine/Russia, climate, health, migration [390] 2%
Altay et al. (2022) – Germany web traffic [105] 1%
Oswald & Munzert (2025) – German public web traffic [139] <1%
Allen et al. (2020) –  US public media diet [393] 0.15%

Altay et al. (2022) – France Facebook engagements [105] 23%

Bovet & Makse (2019) – Twitter, US presidential candidates mentioned in 2016 [391] 25%

Shahbazi et al. (2025) – Climate change [143] 28%
Spälti et al. (2023) – Spanish public, 5G network [151] 27%

Swire & Johnson (2023) – Cancer (average across multiple studies) [146] 40% 

Spälti et al. (2023) – Spanish public, flu vaccine [151] 35%

up to 41% Gansler et al. (2025) – Belief in various cancer myths [150] up to >41%

Hu et al. (2025) – Health misinformation among older adults, meta-analysis [148] 47%

Rojas et al. (2024) – Climate change [142] 16%

Nenno et al. (2025) – German politicians, economics, law and crime, agriculture [389] ∼12%

SIMODS Report (2025) – TikTok e.g., Ukraine/Russia, climate, health, migration [390] 20%
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Figure 2.1 summarizes the estimates obtained using those 

three approaches.

Prevalence of untrustworthy sites in overall information 

diet. These estimates rely on ensembles of sites that are 

considered untrustworthy. Those ensembles are carefully 

curated and cross-checked against fact-checkers [136]. 

One limitation of using such lists is that they are often 

relatively small, ranging from 21 [137] through 490 [136] 

for studies that examined the 2016 US presidential elec-

tion [138]—although some more recent studies rely on 

thousands of domains [105].

Between 2017 and 2021, in the UK and Germany, untrust-

worthy websites represented less than 1% of all visits to 

news websites [105]. In the US and France, the figure rose 

to 4% [105]. These findings have been confirmed recently in 

Germany, where untrustworthy sources made up less than 

1% of the news diets of the German population between 

2017 and 2024 [139]. The numbers increase considera-

bly when social media platforms such as Facebook are 

analysed. During the period 2017-2021, in France and 

the US, untrustworthy websites captured 23% and 19%, 

respectively, of all engagement on Facebook [105]. In 

Germany and the UK these numbers were lower (between 

2% and 9%) [105]. Similarly, outright false information 

was relatively infrequent on Facebook in Germany during 

the COVID-19 pandemic (about 1%; [140]).

When assessing those estimates, it should be remembered 

that they exclude numerous known vectors of misinfor-

mation, from misleading political ads to false statements 

by politicians or articles reported in more mainstream 

media. Some research has considered those other vectors. 

For example, a study of nearly 14 million Facebook posts 

during the 2020 US election that focused on images, rather 

than text, estimated the prevalence of misinformation in 

political content to be around 20% (albeit including some 

humorous and satirical content) [141].

Prevalence of misinformation for specific topics. Several 

studies have quantified false information in content relating 

to climate change. Estimates range from 15.5% among 

relevant tweets [142] to 28% on a large dataset of posts 

drawn from Twitter, Reddit, and YouTube [143] An exam-

ination of YouTube’s “up-next feature” revealed that 16% 

of the top 100 related videos in response to the search 

term “global warming” contained misinformation [144].

For health misinformation, a meta-analysis of 65 studies 

reported estimates ranging from 30% (for medical treat-

ments) to 97% (for recreational drugs), with vaccines 

(43%), eating disorders (36%) and noncommunicable 

diseases and pandemics (40%) occupying the middle 

ground [145]. Focusing specifically on cancer, estimates 

were summarized by [146]. Across nine studies, prevalence 

estimates ranged from 12% for podcasts about prostate 

cancer to 100% for the top 50 videos on prostate cancer 

screening on TikTok. The average estimated prevalence 

across studies was 40%.

Overall, it is clear that misinformation is a notable concern 

when considered as a share of information available online 

on important topics. In addition, harms from misinforma-

tion cannot be captured by studying exposure to blatantly 

false “fake news” alone. As Allen and colleagues [147] 

argue, misperceptions (i.e. persistent, incorrect belief con-

tradictory to best available evidence) are often fuelled by 

accurate-but-misleading content and elite-driven rhetoric, 

which are far more prevalent than fabricated headlines. The 

next section looks into the prevalence of misperceptions.

27

“Between 2017-2021, 
in France and the US, 

untrustworthy websites 
captured 23% and 19%, 

respectively, of all 
engagement on Facebook.”
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Prevalence of misinformed beliefs. Ultimately, for misinfor-

mation to matter, it has to be believed. Relevant research 

reveals a problematic picture. For example, one large 

study from multiple countries including in the EU shows 

that nearly half of older adults (aged above 50) hold 

misinformed beliefs about important health issues [148].

A meta-analysis on health literacy among older adults in 

the EU identified a prevalence rate of 47% of the population 

with limited (“insufficient or problematic”) health literacy 

[149]. In a representative sample of Americans, only 25% of 

respondents were found to reject all of 5 common miscon-

ceptions about cancer [150], with acceptance rates ranging 

from 7% to 41% across items. In a recent and large sample 

of over 5000 Spaniards, misperception about genetically 

modified foods and general health risks of 5G technology 

were particularly prevalent [151], with the latter subject 

often being implicated in online debates. Thus, at least 

some misperceptions are widely spread, while others are 

“One large multi-country 
study shows that nearly 
half of older adults hold 

misinformed beliefs about 
important health issues.”

less so, with a current lack of clear evidence on the reasons 

for the variation. It is hard to pin down misperceptions 

as being caused by social media, but a recent pre-print 

shows that the attention economy incentivises writers to 

reduce the information they communicate, which in turn 

increases biases in beliefs especially among people with 

lower interest [152].

2.2.4	 The move from isolated 
misinformation to the “Fantasy- 
Industrial Complex”

Beyond individual harms of misinformation, information 

overabundance and echo chambers and echo platforms 

have enabled another profound shift in the information 

space. This shift is best illustrated by considering an histori-

cal example. Today, it is known with considerable confidence 

that there were no Weapons of Mass Destruction (WMD) 

in Iraq immediately before the US-led invasion in 2003, 
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The skewness and political asymmetry of misinformation spreading and consumption

On Facebook, 20% of users with the most conservative news diet accounted for 62% of all exposure to fake news 

sources [109]. On Reddit, a small minority of active users (≃ 3%) accounts for most of the toxic comments posted 

on the platform [153]. On YouTube, 6.3% of users account for 79.8% of exposure to extremist channels [154]. 

Likewise, visits to vaccine-skeptical websites are heavily skewed [155], such that people with favourable views 

towards vaccines are extremely unlikely to visit them (2% of vaccines websites visited), while people with very 

unfavourable views of vaccines are much more likely to visit them (18% of vaccines websites visited) and account 

for most of the visits.

Exposure to misinformation is concentrated on the political extremes but not uniformly [156]. An analysis of con-

tent from political parties across 26 countries found that radical right populists (not left-wing populists) spread 

more misinformation than other parties [157]. This ideological slant of online misinformation has been frequently 

reported in terms of production [158, 159], as well as for exposure [160, 161]. Consistent with this pattern, Oswald 

and colleagues [139] find that exposure to untrustworthy websites in Germany in 2017 and 2024 is concentrated 

among far‑right users and associated with lower democratic satisfaction. Figure 2.2 provides a striking illustration 

of this slant.

Figure 2.2: Most news stories labelled as misinformation on Facebook (97%) have audiences that are conservative 

on average (left panel). A similar pattern is observed for sharing (right). Figure based on data from more than 200 

million Facebook users.

Source: [85]
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Figure 2.3: Conceptual overview of the transformation of misinformation from “systemic lies” to “shock and chaos” 

which has given rise to the fantasy-industrial complex.

even though political leaders had expressed certainty at 

the time that those weapons existed and constituted a 

threat [162, 163].

The original claims about WMDs constitute a textbook case 

of misinformation, which was later corrected: Many of the 

same sources that promulgated the original misinformation 

acknowledged the error later, confirming that when actors 

contest the truth with a shared commitment to reality, 

misinformation can often be identified and corrected [164] 

and, in principle at least, actors can be held accountable 

for their rhetoric.

Arguably, there has been a shift in the information space 

since the early 2000s that makes such accountability 

increasingly challenging and that has reshaped the entire 

notion of misinformation. Figure 2.3 provides a concep-

tual overview of this evolution. The figure illustrates an 

apparent shift in the type of disinformation deployed by 

some prominent political actors in western democracies. 

This new type of disinformation can be called a “shock 

and chaos” regime [165]. This regime is characterised by 

indifference of the actors to the truth and relies on an 

extreme form of constructivism in which “truth” is entirely 

in the eye of the beholder, something that is particularly 

easy to achieve with the aid of social media, assisted by 

echo chambers and platforms. A characteristic attribute 

of shock and chaos is that specific falsehoods are not 

meant to be believed; instead, their function appears to 

Source: Own elaboration
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undermine the possibility of finding common ground. When 

shock and chaos is practiced by a multitude of actors, from 

politicians to influencers to members of the public, the 

resultant “fantasy-industrial complex” can create entirely 

fictional alternative realities. These are built from selected 

pieces of reality, misrepresentations thereof, and outright 

falsehoods.

In a fight for attention, corrections and fact-checks rarely 

travel far. Shock and chaos disinformation has therefore 

also been described as the “firehose of falsehood” prop-

aganda model [166].

2.2.5	 The new world of authenticity in 
the fantasy-industrial complex

Fighting individual falsehoods and susceptibility to mis-

information is important, but demand‑side interventions 

do not absolve platforms or political elites. By shaping the 

broader information environment, they can normalise prob-

lematic beliefs, shift perceived norms, and amplify fringe 

narratives. The public in liberal democracies overwhelmingly 

values honesty in their politicians [167] and they want 

impartial, transparent, and accurate news reporting [7]. It 

is therefore seemingly paradoxical that voters in several 

countries have elected candidates who are not known for 

truthfulness and integrity.

This paradox can be explained by considering what being 

“honest” actually means. In addition to accuracy, a perceived 

component of honesty by citizens is the authenticity of 

expression of one’s belief [168, 169]. It is not so much about 

what is said, but how it is said. People may thus consider 

a politician or celebrity to be honest despite being wildly 

inaccurate when expressing a sincerely held—if mistaken— 

political belief. In contrast, factually correct statements by 

public figures may be seen as dishonest when answered 

in a way that may be technically accurate but seemingly 

lacking authenticity or evading the question.

This reframing of honesty from accuracy to authenticity or 

sincerity is strongly connected to the shock and chaos dis-

information regime, with famous terms such as “alternative 

facts” and “truth isn’t truth” [170] constituting part of the 

vocabulary of the fantasy-industrial complex. The following 

actors can contribute to the fantasy-industrial complex:

12	https://www.europarl.europa.eu/doceo/document/E-10-2025-000423_EN.html

Politicians
•	 Social media gives politicians direct public access, 

shifting agenda-setting power from traditional media 

to themselves [171, 172].

•	 One example is research showing a politician’s ability 

to use Twitter to divert media attention from topics 

that would supposedly harm them politically to those 

favouring their political strengths [173].

•	 Platforms algorithmically prioritise content over 

personal connections, amplifying sensationalist or 

emotional posts, giving power to those politicians 

who embrace this new logic [174].

Corporate Actors
•	 Platform owners can reinforce one-sided political 

agendas: After X’s owner endorsed the Republi-

can candidate for president in July 2024, Republi-

can-leaning accounts received a boost in visibility 

relative to Democrats, and the owner’s posts gained 

17.1 billion views (July–November 2024), surpassing 

all political campaign ads on X [175, 176].

•	 A recent experiment confirmed that the X algorithm 

is promoting conservative content and demotes 

posts by traditional media, shifting users’ political 

opinions to the right [67].

•	 In 2025, several platforms reduced fact-checking 

and moderation, impacting democratic discourse 

and human rights.12

https://www.europarl.europa.eu/doceo/document/E-10-2025-000423_EN.html
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Influencers
•	 Influencers are online content creators who position 

themselves not as media but as ordinary relatable 

people [177].

•	 Political campaigns have been collaborating with 

influencers to tailor messages for specific audiences 

for several years [35, 178].

•	 “Mega-influencers” (e.g., HugoDécrypte in France, Joe 

Rogan in the US) reach millions, sometimes surpass-

ing traditional media. In countries with limited press 

freedom, influencers can also provide independent 

news coverage [7].

•	 According to a recent Eurobarometer, 74% of young 

Europeans (age 15-24) follow influencers, for prod-

uct reviews, tutorial but also commentary on social 

and political affairs.13

•	 Virality depends more on emotional resonance [179], 

and alignment with audience beliefs than credibility 

of the institution [180], risking a wider and easier 

spread of misinformation.

•	 Studies show that many influencers are open to 

promoting high-quality content when provided 

with resources (e.g., mental health communication 

toolkits) [181]. For example, the recent arrival of 

scientists and medical experts on TikTok, aided by 

a World Health Organization initiative, points to how 

influencers can be a force for good [182].

The fantasy-industrial complex thus emerges from 

the interrelated problems of an information overabun-

dance that triggers individuals to focus on negative and 

13	https://europa.eu/eurobarometer/surveys/detail/3592

belief-consistent content, echo chambers/platforms that 

preferentially supply people with information confirming 

their position, and an increase of toxicity. This lead to 

the illusion of understanding [183] and false consensus 

effects where people perceive their views to be the norm, 

no matter how extreme. This way, the fantasy-industrial 

complex allows multiple self-organising actors to blend 

kernels of true—but hyperpartisan—information with false 

and misleading information to create a fictional view of 

reality, typically with a specific political tendency.

Taken together, everyone can paint political opposition as 

deranged and misinformed, by focusing on outliers, latest 

gaffes, and isolated events that go viral as proof of their 

position. At the same time, truly destructive political forces 

can hide behind the outrage machine where today’s scandal 

is inevitably followed by the next outrage tomorrow. Studies 

have repeatedly shown that individuals’ perceptions of 

opposing party supporters are more extreme and negative 

than their positions actually are [184]. This often justifies 

undemocratic behaviours—even among those valuing 

democracy—to win over the opposition [185].

2.3	HOW?
2.3.1	 Systemic reform rather than 
individual responsibilisation

The harms identified above emerge from the interaction 

between people and the architecture that determines how 

content is surfaced, ranked, and circulated [154, 186]. Their 

decisions are not necessarily guided by ideology or specific 

intent (although see Chapter 4), but by optimisation tuned 

to measurable outcomes: increase engagement, retention, 

click-through rates, and so on.

It follows that blaming individuals for being misinformed 

or caught in an echo chamber is not only potentially unpro-

ductive—it is misleading. The responsibility lies with the 

platform providers—including new AI chatbot providers—

whose design choices are enabled or at least tolerated by 

legal frameworks and incentive structures that prioritise 

the monetisation of attention. Hence, the problems are 

systemic and hence require a systemic solution.

“The fantasy-industrial 
complex allows multiple 
self-organising actors to 
blend kernels of true—
but hyperpartisan—
information with 
false and misleading 
information to create a 
fictional view of reality.”

https://europa.eu/eurobarometer/surveys/detail/3592
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2.3.2	 Transforming an engineered space

The digital public and private information space is an 

engineered space. Like any infrastructure, it must be gov-

erned through enforceable standards, public oversight, and 

shared responsibility—including citizens—if democracy is 

to remain viable. When it is collectively acknowledged that 

responsibility is shared between platforms, institutions, 

and publics, it is possible to establish the conditions for a 

digital environment that supports deliberation, diversity, 

and informed democratic participation.

The resilience of Wikipedia

Transformation of the digital information sphere requires 

new spaces for deliberation. Collective human intelligence 

can be harnessed to achieve great things through digital 

commons—a resource that is in under-supply if left to 

market forces alone. Wikipedia is a particularly illustrative 

example because it has proven resilient to disinformation 

campaigns, even concerning content surrounding highly 

polarised issues [187] and contested events such as the 

Russia-Ukraine war [188].

The success and resilience of Wikipedia rests on its layered 

and extensive set of rules and processes [189]. These range 

from a finely graded system of editorial privileges based 

on a contributor’s prior record to the use of bots to identify 

vandals. These allow the site to adhere to a strict infor-

mation value hierarchy [190]. A simulation study identified 

two crucial factors for Wikipedia entries to be resistant to 

disinformtion attacks: the presence of administrators and 

the ability to revert an edit [191]. The existence of an open 

platform in which everyone can participate that is none-

theless resilient to attacks is an important confirmation of 

the potential of the Internet to inform and support, rather 

than undermine, the public space.14

Consensus reality requires a consensus infrastructure. 

However, the current business models and the dominance 

of foreign players largely make EU bottom-up innovation 

and alternatives unlikely to emerge on a larger scale, which 

the next two chapters will explain in more detail. Never-

theless, more digital commons can be made available as 

a step in the right direction.

14	Nonetheless, Wikipedia’s resilience can at least temporarily be undermined by paid bad-faith actors who act on behalf of wealthy clients, 
https://www.thebureauinvestigates.com/stories/2026-01-14/london-pr-firm-rewrites-wikipedia-for-governments-and-billionaires.

Deliberative architectures for restoring  
societal trust

One of the core challenges of an online business model 

based on engagement is the inability to foster constructive 

debate. There is evidence that implementation of the right 

structures and interventions for interaction, especially 

offline, can reduce affective polarisation in general [192, 

193]. Applying these insights to democratic debate, there 

is growing evidence that deliberative bodies comprising 

randomly chosen citizens, when properly moderated and 

facilitated, can ameliorate polarisation and “post-truth” 

discourse [194]. The involvement of citizens in deliber-

ative assemblies or “mini publics” has been identified as 

an important countermeasure to the corrosive effects 

of disinformation campaigns by malicious actors [195]. 

A recent field experiment with six districts in Germany 

with 435 participants shows positive effects on political 

trust, efficacy and participation among participants, and 

suggestive evidence for a reduction in receptiveness to 

conspiracy theories if representatives from multiple parties 

participated in the events [196].

In a survey of 105 organisers of citizen engagement exer-

cises in 20 European countries, 97% or respondents would 

https://www.thebureauinvestigates.com/stories/2026-01-14/london-pr-firm-rewrites-wikipedia-for-governments-and-billionaires
https://www.thebureauinvestigates.com/stories/2026-01-14/london-pr-firm-rewrites-wikipedia-for-governments-and-billionaires
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conduct an engagement again, showing the high value to 

public administrations, but also significant capacity gaps, 

especially in terms of skills to conduct or procure such work 

[394]. More public investment and training is therefore 

needed to scale these democratic innovations beyond their 

current, often rather localised, effects.

To scale, deliberation likely has to be done at least partially 

digitally or in a hybrid fashion, and successful precedents 

exist. An advanced and well-established platform for con-

sultation and deliberation is used in Taiwan called vTai-

wan.15 The platform combines online and offline interactions 

through various channels for engagement, including an 

online consultation platform, community page, slack chan-

nel, weekly online meetings, and occasional hackathons, 

enabling citizens, government officials, representatives, 

and other stakeholders to discuss legislative proposals 

and generate non-binding policy solutions. There are two 

noteworthy design features that contribute to part of vTai-

wan’s success. First, users are unable to reply to comments, 

thus preventing vitriolic exchanges. Second, the platform 

clusters users based on their opinions by statistical tech-

niques [197], which makes argumentative dividing lines, 

as well as space for consensus, visible [198].

In Europe, Decidim16 offers a digital platform for partic-

ipatory democracy, available as open source software, 

which has been deployed in multiple municipalities (e.g., 

Barcelona, Helsinki) and at regional (e.g., Catalonia in Spain) 

and national (e.g., Japan) levels. As of 2024, there were 

more than 450 deployments of Decidim in 30 countries 

[199]. In Iceland, a novel online platform was specifically 

designed to facilitate public participation in the constitu-

tional reform process that took place in 2011 [200]. The 

wiki-based platform allowed citizens to contribute and edit 

the constitution in a collaborative manner.

The European Commission’s own Citizens’ Engagement 

Platform17, launched in February 2024, is another example 

[201]. The platform allows citizens to share their ideas and 

proposals on relevant EU policy, in principle giving all EU 

citizens an equal opportunity to participate, promoting an 

inclusive and accessible democratic process. This poten-

tial can only become reality, however, if the platform and 

others like it are used and if the outcomes of the online 

15	https://info.vtaiwan.tw/
16	https://decidim.org
17	https://citizens.ec.europa.eu/index_en

deliberations are integrated into policymaking. Lessons 

learned include the need for inclusiveness, multilingualism, 

accessibility, and transparency, while the content needs 

to be relevant, well-moderated, and relevant to political 

decisions [201]. The use of AI in deliberative digital plat-

forms may further support this goal. AI can analyse and 

synthesise vast amounts of citizen contributions, identify 

emerging trends and priorities, and provide policymakers 

with actionable insights. AI can also facilitate analysis, 

identify areas of agreement and disagreement and help 

discard spam, ultimately fostering an inclusive and partici-

patory governance—if biases are kept at bay. However, the 

use of AI in deliberative democracy also poses significant 

challenges, including concerns about ethics, trust, algo-

rithmic bias, data quality, and transparency.

The EDS proposes the EU-wide promotion of citizen and 

youth participation. If done wrong, citizen participation can 

lead to further disillusionment [202]. Thus, for the net-

work to be effective, it needs to follow evidence-informed 

strategies of engagement along which political buy-in. 

Outcomes of those engagements need to be implemented 

“In a survey of 105 
organisers of citizen 

engagement exercises in 
20 European countries, 

97% of respondents 
would conduct an 

engagement again.” 

https://info.vtaiwan.tw/
https://decidim.org
https://citizens.ec.europa.eu/index_en
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Successful deliberative democracy: The case of Geraldton, Western Australia

The City of Geraldton is a regional community in Western Australia.  The city faced significant “wicked problems”—

economic uncertainty, climate and sustainability challenges, and low public trust in local government. In response, 

the city implemented a four-year “Deliberative Collaborative Governance” (DCG) program [203].  The initiative aimed 

to involve citizens directly in shaping policies to increase transparency and rebuilding mutual trust between the 

community and government.

The DCG program. The program employed a range of “deliberative democracy” techniques designed for inclusive, 

informed, and ongoing participation:

•	 Alliance Governance Group. Brought together government, business, Indigenous, and community represent-

atives (though later disbanded due to limited decision power).

•	 Community Champions. Local volunteers trained to host small-group “World Cafés” and “Community Con-

versations” to gather grassroots perspectives.

•	 Digital Engagement. Online platform CivicEvolution allowed residents to propose and deliberate community 

projects.

•	 Minipublics. Assemblies of citizens such as Citizens’ Juries and Deliberative Participatory Budgeting Panels 

where randomly selected residents deliberated on complex local issues.

Outcomes and impacts.

•	 Improved trust and engagement. Surveys and interviews showed increased citizen confidence that the city 

listened and acted on public input. Government officials gained greater respect for residents’ capacity to 

deliberate on complex topics.

•	 Better policy and decision-making. DCG led to tangible policy outcomes such as the “Digital Futures Plan”, 

new urban design frameworks, and long-term participatory budgeting plans.

•	 Democratic reform. DCG evolved from one-off consultations to an ongoing, institutionalised decision-making 

model. The approach built civic capacity, reduced adversarial politics, and promoted shared responsibility.

and followed up. The textbox below presents an illustrative 

case study from Western Australia of successful deploy-

ment of online and offline deliberation techniques [203].

The EDS also suggests the setup of an EU Civic Tech Hub. 

Following the evidence presented above, it should be 

founded on the principle that the digital public sphere is 

a shared infrastructure requiring collaborative governance 

among platforms, institutions, and citizens. The hub could 

prioritise the creation of open and secure platforms that 

are modelled after successful examples such as Wikipedia.

The hub can help guide investing in digital commons, 

funding for R&D, and setting standards that ensure public 

interest prevails over the damaging engagement (at all 

cost) logic. The hub can help blend online and offline spaces 

to encourage constructive debate and reduce polarisation 

in a scalable fashion across the EU, by encouraging plat-

form design that clusters and synthesizes opinions, and 

prevents toxic exchanges. To ensure lasting impact, the 

hub should go beyond technology and focus on building 

capacity, securing political commitment, and fostering a 

culture of shared responsibility. This involves training public 

administrators and civil society in participatory methods, 

ensuring that deliberative outcomes are acted upon, and 

continuously evaluating and adapting approaches based 

on evidence. The use of AI can help these efforts, but only 

if deployed ethically and transparently to avoid reinforcing 

biases or eroding trust.

2.3.3	 System-level countermeasures  
to misinformation

At the platform level, such interventions can target producers 

of misinformation, for example, by demonetising accounts 

that disseminate falsehoods, downranking content flagged 
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as false by independent fact-checkers, or suspending repeat 

offenders and superspreaders of misinformation. Although 

certain actors often frame these measures as threats to free-

dom of expression, the public and experts view system-level 

measures favourably, opening a space for more regulatory 

intervention. Multiple surveys show that the public in different 

countries, including Europe and the US, largely approves of 

content moderation and other on-platform interventions 

against harmful content (such as misinformation or hate 

speech) [204, 205, 206]. A survey conducted in 2024 among 

412 experts on the information environment [207] also 

found strong support to prioritise system-level interventions 

to improve the information environment and to support 

free and independent media. A majority of experts also 

supported expanding content moderation on social media 

platforms, deplatforming problematic actors, and treating 

platforms as publishers. Concerns about chilling effects of 

such measures on free speech are further mitigated by 

evidence of the skewed distribution of misinformation. As 

shown earlier (Figure 2.2), false and misleading content is 

highly concentrated: a small minority of highly active users 

and outlets account for the vast majority of shares. Sys-

tem-level moderation therefore would primarily affect this 

small minority of “supersharers”, rather than the general 

public, making proportional interventions not only feasible 

but also likely to be effective with limited impact on ordinary 

users’ speech [208].

18	https://www.newsguardtech.com/special-reports/brands-send-billions-to-misinformation-websites-newsguard-comscore-report/
19	https://www.reuters.com/investigations/meta-is-earning-fortune-deluge-fraudulent-ads-documents-show-2025-11-06/
20	For example, Google supports the placement of ads based on users’ search terms, which opens the door to purveyors of “alternative” 

pseudoscientific treatments to place their ads prominently on the results page when a user searches for terms such as “stage 4 cancer 
treatment” [210, 211].

21	https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14622-Digital-Fairness-Act

One problem with the supply of misinformation is that it 

is often profitable. For example, a report by NewsGuard 

in 2021 suggested that top brands alone are spending 

$2.6 billion annually on advertising on misinformation 

sites.18 A report from Reuters claims that 10% of Meta’s 

2024 revenue is projected to come from fraudulent ads.19 

Research shows that the misinformation-advertising link is 

ubiquitous and often occurs without platform awareness 

[209].20 As long as this is the case, there is an incentive 

by malign actors to generate and spread misinforma-

tion. Stronger regulatory measures and enforcement, for 

example under the upcoming Digital Fairness Act21, could 

be used to address this problem. For example, advertising 

distribution companies could be required to scrutinise 

fraudulent ads in collaboration with consumer protection 

agencies and to offer advertisers tools so they can choose 

to bypass websites that are found to be violating standards 

of information integrity established in the EU.

Empirical evidence on the effectiveness of system-level 

interventions remains limited, largely due to restricted 

access to platform data. Still, several causal studies sug-

gest that regulation and platform design can curb harmful 

content. Germany’s NetzDG law has been found to reduce 

the toxicity of refugee-related tweets by nearly 30% and 

slightly lowered anti-refugee hate crimes in high-exposure 

municipalities [212] without, however, chilling freedom of 

expression [213]. Complementary evidence was obtained 

in a large-scale search engine experiment across ten 

countries, where algorithmic downranking of low-credibility 

websites reduced engagement with misinformation by more 

than half [214]. The EU could develop a system of assigning 

credibility to websites by democratic oversight—such as 

through national citizen assemblies—that platforms could 

then use to adapt their algorithms.

Additionally, crises put an extra burden on public institu-

tions with respect to social media platforms and AI, where 

misinformation travels rapidly and trustworthy sources may 

lag behind. Empirical research on crisis communication 

suggests that social media use by organisations during 

crises is associated with lower perceived responsibility for 

https://www.newsguardtech.com/special-reports/brands-send-billions-to-misinformation-websites-newsgu
https://www.reuters.com/investigations/meta-is-earning-fortune-deluge-fraudulent-ads-documents-show-2025-11-06/
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14622-Digital-Fairness-Act
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the crisis compared to communication via traditional media 

[215], and that coordinated and timely responses on social 

media can improve public perceptions of the organisation 

and outcomes in crisis situations [216]. Evidence from 

the misinformation and moderation literature further 

indicates that timing is critical: delayed interventions are 

often ineffective once content has reached large audiences 

[217], and trust in organizations tends to be higher when 

responses are issued more quickly [218]. Taken together, 

the evidence supports the case for a dedicated crisis pro-

tocol, such as those foreseen in the DSA and EDS, that 

would require expedited platform processes during crises 

(e.g., shorter timelines for moderation, fact-check flagging, 

takedowns of illegal content, and responses to complaints), 

while also strengthening the capacity of public authorities 

through enhanced data access and transparency (e.g., 

real-time monitoring dashboards, API access for author-

ised researchers and authorities, and structured reporting 

on actions taken, timing, and rationale to enable ex post 

evaluation). The same may apply during election times, 

where FIMI actions are ramped up by undemocratic actors.

Finally, professionalising the influencer industry, especially 

with methods to engage with facts and scientific evidence, 

could improve trustworthy content on sensitive topics. For 

example the EU Influencer Legal Hub and the EDS network 

of influencers could be used for this purpose.22

22	https://commission.europa.eu/live-work-travel-eu/consumer-rights-and-complaints/influencer-legal-hub_en

2.3.4	 Individual-level measures

Individual-level interventions are directed at citizens within 

the fantasy-industrial complex. These measures aim to 

enhance users’ ability to detect, scrutinise, and resist false 

or manipulative content but could be extended to escape 

fractured reality. Individual-level interventions on false 

and manipulative content have been subject to extensive 

empirical investigation. For instance, an international team 

of researchers recently developed a comprehensive tool-

box of such interventions, drawing on findings from over 

80 studies [219]. The toolbox distinguishes three main 

categories: nudges that shape behaviour at the point of 

engagement (e.g., accuracy prompts [220] or friction that 

slows impulsive sharing [221], or “nutrition labels” that 

can alert people to problematic content [222]); boosts 

and educational strategies that build competences (e.g., 

inoculation against manipulation tactics [223], or lateral 

reading to verify sources [224]); and refutation strategies 

that recalibrate beliefs once misinformation has been 

encountered (e.g., corrective debunking and fact-checking 

[225, 226], or source credibility indicators [227]). These 

approaches are complementary: some limit impulsive 

spread, others build durable skills, and yet others correct 

existing misconceptions. Importantly, their effectiveness is 

adaptive to the surrounding environment: lateral reading, 

for instance, is only useful if reliable external information 

is accessible on search engines, whereas accuracy nudges 

are most effective when users already possess the skills to 

recognize trustworthy content but benefit from reminders 

of the importance of accuracy.

A recent mega-study provides the clearest comparative 

evidence to date. It tested nine prominent interventions 

side by side under identical conditions, ranging from accu-

racy nudges and inoculation to debunking, fact-checking, 

and media literacy tips [228]. Almost all interventions 

improved both accuracy and sharing discernment. Media 

literacy tips were particularly effective, outperforming 

several others on both measures, while debunking and 

pre-emptive fact-checking also produced robust improve-

ments. Another recent meta-analysis of 33 inoculation 

interventions showed their effectiveness [229].

“Germany’s NetzDG 
law has been found to 
reduce the toxicity of 
refugee-related tweets by 
nearly 30% and slightly 
lowered anti-refugee 
hate crimes in high-
exposure municipalities 
without, however, chilling 
freedom of expression.”

https://commission.europa.eu/live-work-travel-eu/consumer-rights-and-complaints/influencer-legal-hub


38

Various work strands in the EDS are promoting citizens’ 

skills and media literacy, which are effective as shown 

above and also do not require governments to determine 

the “truth”. Similarly, the EU democracy guide for citizens 

could contain the toolbox elements shown to be particularly 

effective as self-guided learning offers.

Beyond the toolbox, complementary approaches on the indi-

vidual level seek to assist people in structuring their overall 

information environment. Strategies such as self-nudging 

and critical ignoring encourage individuals to consciously 

curate their information diets, for example by setting rules 

for when and where to check news, muting low-qual-

ity sources, or ignoring manipulative clickbait altogether 

[230, 39]. Enabling better self-nudging, for example by 

mandating platforms to provide tools like “one sec”23 

by default would enable citizens to be their own choice 

architect [231]. These tools do not directly target belief 

accuracy or sharing behaviour but instead empower users 

to manage their attention and reduce exposure to harmful 

content at the source. They could also be part of the EU 

democracy guide for citizens. Alternatively, the EU could 

make self-management tools mandatory for platforms to 

provide to its users for free and well visible, thus enabling 

citizens to take more control themselves.

Fact-checking

Fact-checking occupies an intermediate position between 

system- and individual-level responses. Among all inter-

ventions, fact-checking has consistently been shown to 

be effective in countering falsehoods and improving the 

accuracy of people’s beliefs, even after a single exposure 

[232, 225], without, however, eliminating the effect of 

falsehoods altogether. Its effectiveness depends heavily on 

context, audience, and delivery format [233]. For instance, 

corrections tend to work better on health-related topics 

than on politically charged issues[234]. Format matters 

as well: affirmations of truth are often more persuasive 

than direct negations of falsehoods [235]. Fact-checking 

can also generate indirect effects: the prospect of being 

scrutinised has been shown to discourage individuals (e.g., 

politicians) from making false claims in the first place 

[236]. Fact-checking labels can also reduce the visibility 

and the sharing of false claims [237].

23	https://one-sec.app/

Despite these advantages, fact-checking faces important 

limitations. Epistemologically, determining “truth” can be 

challenging, especially for misleading statements that 

are biased, selective, or taken out of context [238, 239]. 

Empirically, misinformation often spreads faster and further 

than corrections, meaning that many individuals never 

encounter the fact-check [240, 241]. Moreover, while exper-

iments demonstrate robust belief-correction effects, these 

may not translate into changes in attitudes or behaviours 

[242, 243, 244, 245]. In real-world settings, exposure is 

also limited: in 2025, a global survey of 97,000 online 

users found that 25% of them would use a fact-checking 

website to verify content they suspect is false and 35% 

prefer an official source (e.g., government website) [7]. 

Likewise, during the 2016 US presidential election, 25% 

visited a fact-checking website, a number that decreased 

to 13% in the 2020 election [246]. Furthermore, due to 

inattention, low motivation and selective exposure, accu-

rate corrections often do not reach voters [247]. Targeted 

exposure, making sure that everyone who engaged with 

flagged content also receives the correction, may be an 

option and is technologically possible.

In response to these challenges, new models of verification 

have emerged. Crowd-sourced approaches aim to harness 

collective judgment to assess and contextualise claims in 

real time, potentially increasing reach, speed, and perceived 

neutrality [248]. The most prominent of these is X’s “Com-

munity Notes”, which attaches context, written and rated 

by users, to potentially misleading posts. Early research 

suggests mixed outcomes: while notes can improve belief 

accuracy among those who read them [116], and reduce 

sharing of flagged content [249], they have limited effects 

on engagement with misinformation and face challenges 

“Strategies such as 
self-nudging and 
critical ignoring 

encourage individuals to 
consciously curate their 

information diets.”

https://one-sec.app/
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of coverage, timeliness, and vulnerability to manipulation 

[250]. The strength of community notes lies less in com-

prehensive correction than in fostering shared standards of 

accountability and transparency, complementing expert-led 

fact-checking rather than replacing it.

Another development is the application of LLMs to auto-

mated fact-checking and debunking. Recent studies explore 

whether LLMs can generate timely, context-sensitive cor-

rections at scale. While some findings suggest they can 

produce factually accurate and persuasive content, con-

cerns remain about reliability, bias, and the ethical risks 

of delegating epistemic authority to automated systems 

[251]. However, the persuasive effectiveness of LLMs in 

laboratory experiments has been shown repeatedly [81, 

252]. These systems may function best as supports for 

human fact-checkers, expanding capacity while retaining 

professional oversight. They also need to be safeguarded 

against political influence for their ideological slant.

The EDS proposes setting up a European Network of Fact 

Checkers, which would be in line with research presented 

in this section. Members of that network should design and 

execute fact-checks in line with the latest research [226, 

104]. Additionally, the network alone will not be effective 

if its fact-checks are not widely disseminated, making 

it necessary to work with platforms to create a feasible 

and low-effort way for users to see and engage with fact-

checks as well as giving enough resources to the network 

for dissemination (e.g., via journalists and influencers, but 

also feeding into AI training, or into community notes).

2.3.5	 Offline solutions to online problems

Beyond digital system solutions, there should also be an 

increasing recognition that not all digital problems can be 

solved digitally. If all online engagement-based social media 

platforms facilitate the same pattern of toxic debate, then 

encouraging more “real life” interaction may be part of the 

solution. The decrease of social interaction offline, declining 

participation in social clubs and an increasing lack of activ-

ities that bridge groups of different political preferences, 

beliefs and backgrounds is a fundamental problem for 

democracy [253]. People who vote for radical parties have 

been shown to be more socially isolated, have low trust, 

and are less likely to be members of clubs and associations 

[254, 255, 256]. A recent Eurobarometer shows that this 

relationship holds especially on the political right. [257].

Therefore, a strategy is needed to raise awareness, increase 

public investment, encourage more participation in real-

life social clubs and associations, align urban and rural 

infrastructure planning for more encounter and encourage 

companies to invest in activities that bring people together 

[258]. For example, a recent meta-analysis on public spaces 

shows that details matter when it comes to constructing 

encounters that promote social cohesion, such as accessi-

bility, mixed land use, and presence of street furniture [259]. 

Importantly, these activities should be inclusive in terms 

of cultural background and political orientation to bridge 

divides. People accept and appreciate personalisation of 

entertainment, but only partially of politics [260], yet their 

actions guided by platform affordances drives them apart.

2.3.6	 Countermeasures and building 
better platforms and spaces is not 
enough

Overall, the evidence suggests that no single countermeas-

ure is sufficient on its own. System-level interventions such 

as regulation of algorithms can reduce exposure to harmful 

content, especially when targeting the small minority of 

superspreaders. Better facilitating debate and encouraging 

deliberation, both online and offline, is another necessary 

step to safeguard democratic discourse.

Individual-level strategies, from accuracy nudges and 

inoculation to media literacy, reliably improve information 

discernment, though their effects are modestFact-checking, 

provides one of the strongest correctives for false beliefs 

but has limited reach and requires more efforts by plat-

forms to implement and disseminate them.

Experts are generally optimistic about the effectiveness of 

both individual-level measures (media literacy, fact-check-

ing, content or source labelling) and system-level actions 

(platform design changes, algorithmic adjustments, and 

content moderation) [34, 261].

Nonetheless, all those interventions are likely dwarfed by 

the current engagement-based business model and the 

fantasy-industrial complex which it supports. The next 

chapter will show that this business model is at the root 

of problems arising from social media. A democratic infor-

mation environment is unlikely to be achievable without 

reform of the underlying business model.
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KEY TAKEAWAYS
What?

•	 Harmful externalities—violence, polarisation, harassment, lost trust in 

institutions—occur off-platform. These social costs are not internalised 

into transactions between advertisers and platforms.

Why?
•	 Platform businesses based on engagement seek to capture user attention 

and optimise for time on platform rather than quality or value of information.

•	 Currently dominant platforms also curtail user agency by combining their 

services and providing users with only one gateway—namely a proprietary 

algorithm—to their content (e.g., newsfeeds).

How?
•	 Interoperability and in situ data rights, which provide users with choices of 

algorithms, present options to foster competition and innovation.

•	 Taxing digital advertising may encourage platforms toward a business 

model optimised for content quality rather than attention capture.

•	 A tax on certain types of content (e.g. disinformation) could hold platforms 

accountable for a flow rate of harms analogous to taxing polluting effluent 

of industrial firms.

•	 An innovative but currently still experimental solution could involve trading 

of information quality rights. These could decentralise the solution for 

harms such that no platform, powerful individual or government has the 

power to bias content in their favour.
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3.1	WHAT?
The previous chapter has shown that the negative con-

sequences of online platforms on democracy, such as 

increased affective polarisation, the emergence of echo 

chambers and echo platforms, and the prevalence of 

mis- and disinformation, is mainly tied to their common 

business model.

The revenue logic of many online platforms is centred 

on advertising facilitated by users’ behavioural data. 

Platforms, especially social media platforms and search 

engines, collect and analyse massive volumes of user 

interactions to sell targeted advertising, a model that 

has been described as “surveillance capitalism” [262] 

or the “attention economy” [263]. Because advertising 

revenues scale with engagement, platforms design their 

algorithms to maximise attention, virality, and time spent 

online. Engagement-based ranking tends to amplify sen-

sational or polarising content, given its higher propensity 

to elicit reactions [52]. This creates incentives for political 

social-media entrepreneurs to act more extreme [264], 

even when citizens expressively do not want this [265].

Despite the original marketing of online platforms, they are 

not designed around connecting people and social sharing 

but are explicitly oriented toward entertainment [266]. This 

process may foster an overabundance of information—with 

the negative consequences outlined in Chapter 2—and a 

corresponding decrease in informational quality [267, 268]. 

Online platforms face a clear trade-off in content presenta-

tion between low-toxicity content with lower engagement 

and high-toxicity content with increased engagement that 

maximises profit [269]. When online platforms are not 

based on the engagement model (e.g., Reddit), however, 

exposure to diverse content is much more likely while 

differences between platforms with the same engagement 

model have minor impact [59].

The dominant position of online platforms generates a num-

ber of market failures with consequences for democracy:

•	 Market dominance and competition failures. Social 

media firms are not just participants in the “mar-

ketplace of ideas”; they often are the marketplace 

[270]. Platforms are shaped fundamentally by net-

work effects and scale economies. The value of the 

service increases with the number of users and 

their “friends”, creating powerful feedback loops 

[271, 272]. A large user base attracts content cre-

ators and advertisers, which in turn attracts more 

users. Once entrenched, network effects generate 

high barriers to entry; even firms with considera-

ble resources, such as Google, have failed 

to dislodge incumbents in social networking 

[273, 274]. In consequence, large platforms 

shape what many million Europeans see, yet 

face limited accountability for these editorial 

choices. At the same time, platforms soak up 

profits from traditional media companies. For 

example, the market dominance over adver-

tising revenues can be seen in the expansion 

of Craigslist, which has been shown to lead 

to a reduction in staff of local newspapers 

and reduction in coverage of politics. This 

reduction of local media, in turn, resulted in 

a decline in newspaper readership and an 

associated increase in partisan voting and 

success of ideologically extreme candidates 

in US elections [275].

“If something is free, 
you’re not the customer 

— you’re the product.”
Bruce Schneier, in Data and Goliath
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•	 Externalities. As shown in previous chapters, infor-

mation disseminated online can cause significant 

off-platform damage—from election interference 

and incitement to violence from terrorist recruitment 

to undermining of institutions—without bearing 

these costs. While the DSA requires large platforms 

(with more than 10% of EU population as users) to 

conduct risk assessments and implement mitigation 

strategies (Art. 34 and Art. 35) [276], it does not cre-

ate any liability for resulting societal harms affecting 

the resilience of democracy even if the causation 

between harm and action could be clearly shown. If 

a social media platform enabled violence, only the 

individuals involved can be held liable to the people 

injured. This is true even though the algorithms are 

magnifying the potential for such harms in society, 

as shown in the case of violence against refugees in 

the previous chapter [96]. Unlike traditional media, 

which face both editorial freedom and correspond-

ing liability, social media platforms enjoy editorial 

control while externalizing consequences to society.

•	 Curtailing user autonomy. Users cannot meaning-

fully choose alternative content curation systems or 

escape algorithmic manipulation and choice archi-

tectures designed in the platform’s interests [270]. 

Choices that voters, consumers, and users make 

almost always occur in the context of a choice 

architecture that defines key parameters of the 

decision context, including the number of available 

options, the representation of the options’ attributes, 

the arrangement of the options, or the availability 

of a pre-selected (default) option.

Although choice architectures are indispensable in an informa-

tion-rich environment, they can be abused for manipulation. 

“Dark patterns” are designs that coerce, steer, or deceive 

users into making unintended and potentially harmful deci-

sions [277]. Dark patterns are banned by the DSA (Art. 25) 

but continue to be widespread [278, 279], pointing to the 

difficulty of detection and enforcement.

Social media platforms often employ these patterns and 

affordances (e.g. preselected defaults) to steer users onto 

24	However, microtargeted political advertising—often assumed to be highly effective—is in practice loosely applied and exhibits limited 
but replicable impact [14, 282, 111].

25	There are currently ongoing efforts to audit these algorithms by the European Centre for Algorithmic Transparency (ECAT), with several 
cases under investigation against X, TikTok and Facebook, see https://algorithmic-transparency.ec.europa.eu/index_en.

their dominant feeds. For example, TikTok has been shown 

to steer users toward passive consumption, limit transpar-

ency about how curation is done, and discourage users from 

disabling data collection [280]. Vulnerable populations, such 

as young people with mental health difficulties, are exploited 

by personalisation to “trigger” their vulnerability. Users often 

blame themselves for failing to overcome those triggers [281].

These market failures present multiple interconnected 

problems for EU policymakers who wish to uphold democ-

racy. The EU Charter of Fundamental Rights guarantees 

both freedom of expression (Art. 11) and protection from 

exploitation, crime, and discrimination (Art. 2 et seq and 

Art. 20 et seq). Yet, while the DSA prohibits targeting 

advertisements using sensitive personal data (Art. 26, para 

3), targeting of minors (Art 28, para 2), and the political 

advertising regulation (EU 2024/900) requires transparency 

over political advertising,24 it does not address the broader 

issue of algorithmic control over information flows that are 

having negative consequences for democracy.25 Societal 

“Vulnerable populations, 
such as young people 

with mental health 
difficulties, are exploited 

by personalisation 
to “trigger” their 

vulnerability.”

https://algorithmic-transparency.ec.europa.eu/index_en
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problems arising from this trade-off, then, are not “rough 

edges” to be ironed out but the natural consequences of 

a business model based on digital ads.

The three main issues that flow from the business model 

are (1) a disregard for information quality, (2) a high 

degree of (user generated) toxicity of content, and (3) a 

natural tendency to personalise content which facilitates 

the emergence of echo chambers and platforms. The 

DSA and the Digital Markets Act (DMA), are intended to 

recalibrate platform incentives. The DSA in this context 

requires platforms to address systemic risks, while the 

DMA focuses on contestability and fairness at the level of 

business-to-business interaction. Full enforcement has yet 

to play out, but addressing the three negative consequences 

of these business models is likely to prove challenging. EU 

Member States have expressed the desire for more effec-

tive implementation and enforcement especially for the 

protection of youth, for example expressed in the Jutland 

Declaration signed by 27 European governments.26

One particularly challenging issue may be that, even though 

the DSA-related e-Commerce Directive gives conditional 

liability for illegal content,27 editorial liability for traditional 

print and broadcast remain higher than for platforms. While 

platforms are conduits for third party generated content 

26	https://danish-presidency.consilium.europa.eu/en/news/eu-ministers-united-minors-must-be-prote cted-better-online/
27	https://digital-strategy.ec.europa.eu/en/policies/e-commerce-directive

— thus putting them on a different level of liability — their 

algorithms encourage certain types of content to emerge. The 

difference in liability creates an economic imbalance in their 

respective business models of presenting and moderating 

content, helping to tilt the playing field against high quality 

content generation in society. Adding to those concerns, 

Chapter 2 has shown that, increasingly, people are moving 

to echo platforms, creating the problem that individual 

platforms alone may not be able to counter the negative 

effects of personalisation on fractured realities, requiring 

policies beyond individual platform enforcement. Finally, the 

toxicity found on platforms is creating real-world harms, 

but some occur off platform, making it difficult to make 

causal inference on who is responsible, especially without 

sufficient access to platform data by researchers. Thus, the 

strategic goal should be to encourage business models for 

information spaces that ensure information integrity.

3.2	WHY?
3.2.1	 Impact on Societal Resilience  
and EU competitiveness

Further addressing the market position of large platforms 

is essential for democratic resilience, but interestingly also 

for economic competitiveness of the EU. As these platforms 

are locking in users through network effects, addictive-

ness and promotion of engaging content irrespective of 

quality, they are providing essential avenues for mis- and 

disinformation not only about politically charged topics, 

but also about health, product scams, or environmental 

issues, thereby promoting a general decline of health and 

human and social capital.

These negative externalities will ultimately present costs 

for the EU: less healthy citizens, higher health care costs, 

lower labour productivity, more environmental destruction. 

For example, emerging evidence suggests that social 

media exposure to drinking does not simply reflect people’s 

behaviour, but causes it, thereby potentially increasing 

risky drinking behaviour [283, 284, 285]. Another concrete 

estimate for the costs comes from a recent modelling 

study of the COVID-19 pandemic in Canada provided an 

estimate for the societal cost of COVID-19 misinformation 

https://danish-presidency.consilium.europa.eu/en/news/eu-ministers-united-minors-must-be-prote cted-
https://digital-strategy.ec.europa.eu/en/policies/e-commerce-directive
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[286]. The study estimated that misinformation contributed 

to vaccine hesitancy in over 2.3 million people in Canada 

during the vaccine rollout in 2021, estimating that imme-

diate vaccination would have led to 28% fewer hospital-

isations, and 2,800 fewer deaths, and that the costs of 

misinformation-induced hospitalisation were estimated at 

CAD$300 million. Finally, on the macro-economic level, the 

proliferation of misinformation has been estimated (in a 

pre-print) to lead to macroeconomic uncertainty, increased 

unemployment, and lower industrial production [287].

In a global competition, in which some countries tolerate 

immersion of their own population in low-quality information, 

those countries that decide to promote information integrity 

may arguably become more competitive in the long-run.

3.2.2	 Are engagement based social media 
platforms worth having?

Applying the economic lens to the product of social media, 

it is important to ask if social media is a “good” (i.e., a 

product people want to have), or a “bad” (i.e., something 

people would pay to avoid). Recent studies have exam-

ined this question by asking people to name their price 

for discontinuing social media usage [288, 135, 289]. The 

studies show that people require compensation to turn off 

social media—in line with the argument that social media 

is providing a valuable good to them. However, when 

asked about the price tag for turning off social media for 

people including their friends, users were actually willing 

to pay money for this [289]. These results suggest that 

social media locks people in, e.g., for fear of missing out, 

but that many people might be happier without it—which 

would make social media a bad, not a good [288].

 Multiple lines of research support the idea of social media on 

average being more in line with a “bad” than a “good”, even 

though it likely provides positive effects for some people:

•	 It has been estimated that about 31% of the use 

of social media can be pinned down to habit for-

mation [290] that exhibits some (but not all; [291]) 

attributes of addiction.

•	 People’s average time on a platform is relatively 

unresponsive to advertising load, showing how the 

environments seamlessly blend purchased and 

organic content [292, 293].

•	 Restricting access to apps on people’s phones (by ran-

domly blocking e.g. Instagram or YouTube) increases 

non-phone time use by a wide margin, suggesting 

“that these applications have considerable (short-run) 

power over participants’ time” [294, p.2 ].

•	 Features such as autoplay, “likes”, read receipts, news 

feed algorithms, and “freemium” game mechanics 

encourage continued use and spending [295].

•	 Other reviews have defined addictive designs in 

higher-order and cognitive terms, including rein-

forcement schedules, behavioural cues, overval-

uation processes, cognitive interference, partial 

goal fulfilment, and biased decision architectures. 

These features exploit psychological mechanisms 

that drive habit formation, distorted beliefs, and 

reduced self-control, thereby encouraging excessive 

engagement [296].

•	 These habit-forming design elements have been 

linked to negative outcomes, including loneliness, 

body image concerns, and excessive smartphone 

use, though such designs can also be used to pro-

mote positive behaviours such as physical activity 

[297, 298]. The business models underlying the 

“These results suggest 
that social media locks 
people in, e.g., for fear 
of missing out, but that 
many people might be 
happier without it—which 
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design of addictive apps are the same as those that 

drive the increased negative impacts for democ-

racy through real-world isolation and loneliness, 

coupled with excessive exposure to extremist and 

toxic content online.

Welfare costs also arise indirectly, through selling of social 

media accounts to enable malign influence operations 

[299]. The platforms’ ability to detect and counter such 

fraudulent activities has shown only minimal improvements 

since the adoption of the DSA [300].

3.3	HOW?
There is a manifest need for new business models that 

avoid the market failures just outlined. Many of the phe-

nomena surveyed thus far apply to any reasonably-sized 

online platform, not only to large platforms identified in 

the DSA and DMA. The remainder of this chapter outlines 

three alternative potential interventions together with 

supporting behavioural evidence.

28	Chapter VIII of the Data Act already demands interoperability to some extent.

3.3.1	 Interoperability and in situ  
data rights

Interoperability refers to the ability of different informa-

tion systems or platforms to seamlessly exchange or 

integrate data.28 For example, a form of interoperability 

might be achieved if one’s followers on one platform could 

automatically become “friends” on another one. Requir-

ing interoperability between social networking platforms 

will increase competition by breaking down the network 

effects that currently entrench incumbents.Because using 

multiple networks is costly in time and effort, users tend to 

“single-home,” remaining on the dominant platform even 

if dissatisfied. This dynamic deters entry of competitors, 

because rivals cannot persuade users to replicate their 

networks elsewhere [289]. Mandating greater interop-

erability—whether vertical (e.g., third-party curators of 

content on top of incumbent infrastructure) or horizontal 

(rival platform infrastructure connecting via standardized 

APIs)—would lower these barriers, enabling new services 

to compete on dimensions such as content curation, algo-

rithmic design, and business models [312, 313].

Emerging threats: Manosphere and gaming platforms

There are two new arenas that constitute emerging threats. Although they are under-researched and not fully 

understood, the potential for harm suggests they should not be ignored.

The first arena is the fracturing of realities by gender related to the “manosphere” and a female counter-movement 

tied to an ideological gender divide among young people, at least in some countries [301, 302]. Recent evidence 

from 30 countries shows a new emerging gulf between young men and women on the question of gender equality, 

a stark difference that has never before been found in surveys to such a degree. Misogyny and gender-based polit-

ical violence is already a problem for political participation in Europe and worsens in time of crisis [303]. Evidence 

of the broader causal impacts of the “manosphere” is still insufficient. Research is beginning to map the online 

presence and impact on platforms that dehumanise women and present men as victims [304, 305, 306]. Other 

evidence suggests that the manosphere may be seen more as a grift [307], where online influencers generate the 

perception of threat, and position themselves and their products as the solution to it exploiting insecurities in men.

The second emerging problem area involves virtual worlds and adjacent gamer platforms that in principle follow 

somewhat similar business models but whose core product is usually not information but games and entertain-

ment.  Newer research is investigating the potential of these platforms as room for growing extremism and even 

as recruitment arenas for extremist organisations [308]. However, correlational evidence currently does not asso-

ciate the intensity of gaming with higher rates of participation in, or positive views towards, violent extremism or 

terrorism [309, 310, 311]. Nevertheless, most communication happening within games is not available for public 

scrutiny due to its oral nature, thus potentially creating a blind spot for researchers and public authorities.
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The Commission is responsible for evaluating whether inter-

operability requirements spelled out in Art. 7 DMA should 

also apply to online social networking services according 

to article 53(2) DMA. Updating the DMA in this way, inter-

operability could replicate the pro-competitive effects seen 

historically in telephony and email, where open standards 

allowed multiple providers to coexist. New entrants could 

offer differentiated services and not only content visibility 

across platforms—such as enhanced privacy, prosocial algo-

rithms, or subscription-based models—while still allowing 

users to connect with friends on dominant platforms.

The introduction of in situ data rights could extend the 

benefits of interoperability. An in situ data right entitles 

users to import an algorithm of their choice into infrastruc-

ture where that user’s data resides [314]. This entitlement 

shifts the point of control to the user and away from 

the platform, thus going beyond mere interoperability. 

Under interoperability, the negotiation effectively remains 

between the providers of two interoperable standards—

rival to rival—bypassing the user who is most concerned 

and whose data is providing the value. Under in situ data 

rights, every potential content curator, including the native 

provider, would need to reward the user in order to secure 

that user’s permission for access.

Both ideas are, in principle, aligned with the idea of the Digital 

Omnibus29, which seeks to increase EU competitiveness by 

29	https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-regulation-proposal

giving a competitive advantage to responsible businesses. 

To truly reduce the costs for businesses to comply, the EU 

could develop standardized APIs and protocols that all social 

networking platforms would have to adhere to, reducing 

costs for compliance and increasing the ease and profit-

ability for European companies to use them creating new 

innovation and growth potential. Scaling in situ data rights 

would require clear guidelines on how users can exercise 

these rights across different platforms.

3.3.2	 Shifting business models through  
a progressive digital advertising tax

Proponents of a digital advertising tax have the explicit 

goal of pushing platforms away from attention addiction 

and toward subscription-based models, “where revenues 

are instead dependent on the sustained quality of content 

and user experience” [315, 316]. For example, two Nobel 

laureates, Daron Acemoglu and Simon Johnson, have 

proposed a 50% digital ad tax on revenues above $500 

million [315]. A tax on digital advertising—particularly 

when designed progressively to scale with firm size—has 

several advantages over traditional content moderation 

or competition remedies:

1.	 Realignment of incentives. An advertising tax 

would shift platform incentives away from sur-

veillance-driven, engagement-maximizing models 

toward subscription-based or non-ad-

vertising alternatives.

2.	 Structural competition benefits. A pro-

gressive tax—where larger firms pay 

a higher marginal rate—discourages 

excessive concentration by increasing 

the cost of scale.

3.	 Content-neutrality and legal feasibility. 

An ad tax is not premised on the nature 

of the content itself. It is business-mod-

el-based rather than speech-based, 

which helps insulate it from legal and 

political challenges grounded in freedom 

of expression.

4.	 Regulatory efficiency. An ad tax is less 

costly than regulating algorithms or con-

tent moderation.

https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-regulation-proposal
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However, there are some limitations to consider with the 

subscription model, including a reduced ability of platforms 

to create value from matching content with user prefer-

ences [274] and questions about equality, as not all users 

may be able to pay for all app subscriptions.

To better internalise social harms, legislation can refine the 

advertising tax to account for the concentration of harmful 

or problematic content in a platform’s output—akin to tax-

ing the toxicity of industrial effluent rather than its sheer 

volume. This modification aligns with well-established envi-

ronmental principles and can be operationalised without 

engaging in speech regulation, although great care must 

be taken to circumscribe what is considered “harmful”.30 

The underlying idea is to follow financial auditing principles 

of not assessing all individual posts, but rather to sample 

a representative flow of content from the platforms and 

test them for the prevalence of disinformation, harmful 

content, or legal violations. This approach could be in line 

with DSA principles and ease the efforts to categorize 

platforms as either being in violation or compliance of the 

DSA. The Centre on Democratic Resilience announced in 

the EDS could help align Member States’ interests along 

the involvement of the European Data Protection Board 

for oversight and compliance.

30 One recent initiative in this dimension is the idea of a “polarization footprint”, a metric for the degree of polarization stemming from 
platform use that could be used as a measure for taxation. See https://howtobuildup.medium.com/the-polarization-footprint-part-1-
8a85fdaf35b1.

3.3.3	 Markets for speech

The final intervention involves classical free-market 

approaches for speech in a decentralised setting [317, 

318]. Applied to digital speech, speakers could voluntarily 

signal content quality on attention markets (e.g., being 

free of disinformation) by staking resources (reputation, or 

monetary assets) to attest to their claims. Such a mecha-

nism can be built from existing infrastructure, using only 

advertising and crowdsourcing. As with an ad, the speaker 

would place the stake with a platform prior to message 

distribution, and it would increase in the size of the audi-

ence reached (e.g. adding an amount to the advertising 

cost per impression). By voluntarily risking more, the source 

distinguishes its content from standard ad content as well 

as any unstaked content. The stake, however, returns to 

the speaker if no crowd-judging system finds the facts are 

false. Such systems already exist as “Community Notes” on 

X, Facebook and Instagram, and as “Footnotes” on TikTok.

Listeners or regulators could then filter or challenge false 

content, with verification of the claims handled by decen-

tralised peer juries or politically balanced citizen panels 

[319, 320], which have been shown to perform as well as 

fact-checkers when adjudicating content [321, 322, 248]. 

This approach balances speaker rights (the ability to reach 

audiences with free speech) and listener rights [323], while 

preserving fundamental rights. The surety pledged by 

speakers can be used to amplify claims (e.g., algorithmic 

promotion) whereas unstaked content could be de-empha-

sized. When staked content is successfully challenged, the 

challengers win the stake and the amplification ceases. 

“To better internalise 
social harms, legislation 

can refine the advertising 
tax to account for the 

concentration of harmful 
or problematic content 
in a platform’s output.”
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This should create an equilibrium, where truthful speakers 

signal credibility (by pledging a surety) while false claims 

are penalised (speakers lose their surety), thus ensuring 

that higher quality information has an advantage—in 

stark contrast to the current business models. The system 

would need to be calibrated to ensure that more financially 

well-off actors cannot easily absorb costs from putting out 

many wrong claims.

The approach has been tested in several experiments with 

encouraging results [324, 321, 320]. In one study in which 

true and false headlines were presented to participants and 

they had to decide whether or not to share them [324]. In a 

condition where “interestingness” was rewarded monetarily, 

people shared more false than true content. In another 

condition, participants could optionally choose to warrant 

the accuracy of a headline before sharing it, in line with the 

above-mentioned principles. In this condition, considerably 

more true headlines than false headlines were shared. 

These results align well with the observation that around 

80% of users are concerned about their reputation when 

they share false information, suggesting that the majority 

of users would be sensitive to market signals [325].

More recently, the market-based approach has been 

extended to AI agents with similarly promising results 

[326]. The roll-out of this approach still needs to be fully 

tested, for example, through citizen engagement exer-

cises to collect in-depth views on such a change to the 

information system. As a first step, the EU could invest 

in an exploratory voluntary regime to explore feasibility 

and scalability.

3.3.4	 Solutions exist but require  
full EU digital autonomy

The preceding chapter identified the problems facing the 

European information space and proposed a range of 

solutions. The present chapter has aimed at the core issue, 

which is the engagement-based business models of the 

platforms and how their reform may radically improve the 

European information landscape.

There is, however, one practical impediment to the imple-

mentation of those solutions, which arises from the fact 

that almost all large platforms are owned and controlled 

by entities outside EU jurisdiction. Although this does not 

preclude EU regulatory actions, it makes control of the 

information space more difficult. The next chapter will 

show that digital sovereignty and autonomy for the EU 

represents an essential lever to ensure democratic infor-

mation spaces.
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THE NEED FOR EU  
DIGITAL SOVEREIGNTY  
AND AUTONOMY

4

KEY TAKEAWAYS
What?

•	 The EU is a global leader in digital regulation and legislation but most 

digital infrastructure is controlled by entities outside the EU.

•	 This dependency enables several risks for the EU, such as direct and indirect 

interference, the threat of going dark, a highway of influence for foreign 

actors and transparent citizens.

Why?
•	 Although foreign entities must comply with EU law, in practice, compliance 

is imperfect or slow and at least some digital platforms have, arguably, 

interfered in European elections and imperilled the integrity of public 

discourse.

•	 Foreign threat actors have engaged in hybrid attacks on the EU using this 

digital infrastructure, including during the German federal election in 2025.

How?
•	 The path to digital sovereignty is complex but several steps are possible 

and necessary for democracy, such as the support of decentralised or a 

mix of decentralised and centralised architectures, aligned public pro-

curement and communication and development of European AI, as well 

as alternative software and hardware.
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4.1	WHAT?
The European Union is a global leader in digital legis-

lation. Democracies require high-quality information to 

harvest collective intelligence, negotiate public values and 

hold politicians to account. At present, however, the most 

important digital information intermediaries in Europe 

are in a few foreign hands, based mainly in the US and 

China. Europeans’ information diet is therefore shaped 

by actors who may not share Europe’s democratic values 

and by algorithms that are controlled offshore, creating 

the additional enforcement burden of holding corporate 

entities to account abroad.

Democracy is under threat worldwide. Democracy is a set 

of core values, rights and freedoms, mechanisms uphold-

ing those rights, the rule of law, and a vibrant culture of 

citizen participation and functioning public discourse [327, 

328, 329, 330]. Many of those elements are under attack 

and powerful countries play a central role in this process 

[329, 331]. The role of the EU in defending its democracy 

is therefore more important now than ever.

There are five levels of threat to EU digital sovereignty 

and autonomy:

•	 Direct interference: Large platforms have the abil-

ity—which they have sometimes exercised—to 

directly interfere in the integrity of political discourse 

and democratic decision-making by algorithmically 

shaping what content is produced, seen and shared.

•	 Indirect interference: Large platforms create the 

conditions for information overload, toxic and sen-

sationalist debates, and low-quality information to 

out-compete high quality information and moderate 

views, thus polluting public democratic discourse.

•	 Threat of going dark: Platforms, perhaps at the 

behest of foreign governments, have the de facto 

power to turn off a large part of the existing public 

discourse in the EU by curtailing access to their 

platforms.

•	 Highway of influence for foreign actors: Digitalisation 

and seamless international integration enables users 

and (state) actors from outside the EU to reach EU 

citizens unhindered.

•	 Transparent citizens: Access to personal data held 

on platforms by foreign agents for influence oper-

ations even off-line.

All of these threats are only possible through the digital-

isation of the information space and endanger the resil-

ience of EU democracy. The increasing global disharmony 

and the global wave of autocratisation create a pressing 

need for policy action, not only in the regulation of digital 

platforms, but in a broader need to rethink the integrity 

of the information space in Europe. This challenge has 

been recognised by the European Commission in the State 

Digital sovereignty or autonomy?

European Commission President Ursula von der Leyen expressed digital sovereignty as the “capability to make 

its [Europe’s] own choices, based on its own values, respecting its own rules”.a By this criterion, the EU is digitally 

sovereign already when it comes to passing laws that regulate the digital space, and indeed the EU is arguably 

the most powerful global actor in the field of digital regulation [333]. A new JRC brief defines “Digital Sovereignty” 

on four layers: (1) People, (2) Digital Product Markets, (3) Digital Infrastructure, Software & Data, and (4) Digital 

Governance [334].

An alternative term is “digital autonomy” which subsumes more than legal sovereignty and also includes European 

control of software, hardware, and other infrastructure such that it is beyond the reach of non-European govern-

ments or corporate bodies. This broader definition is more in line with the conceptualisation of digital sovereignty 

as “a provisional assemblage of technical, legal, and cultural components that stabilize sovereign claims in the 

digital realm” [335].

Autonomy also means that non-European actors cannot isolate Europe from the rest of the world through denial 

of service or other anti-competitive measures.

a	 https://ec.europa.eu/commission/presscorner/detail/en/ac_20_260

https://ec.europa.eu/commission/presscorner/detail/en/ac_20_260
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of the Digital Decade report (COM(2025)290), and calls 

for digital sovereignty have been issued by the European 

Parliament31 and go hand in hand with the need to protect 

European competitiveness.32 Scholars agree with the need 

for a digital public space that follows European values 

[332], and this agreement is echoed in an expert survey 

conducted for this report that is reported in the Conclusion 

(Chapter 5).

4.2	WHY?
4.2.1	 Foreign intrusions  
into EU sovereignty

Although non-European corporations must legally comply 

with European laws if they operate within the EU, the 

increasing global discord has created additional challenges 

as exemplified by the linking of digital regulation with 

defence by non-European political actors [336]. Additional 

problems arise if the laws applicable in different countries 

or different EU Member States impose conflicting obliga-

tions on the responsible actors [337].

EU digital sovereignty cannot be discussed without exam-

ining the role of platforms and their owners, not only as 

core members of the fantasy-industrial complex introduced 

in Chapter 2, but also as agents that directly impact Euro-

pean democracy.

To illustrate, the platform X/Twitter has been shown to 

take a direct role in shaping political discourse in Europe 

and the US after it changed ownership in October 2022. A 

longitudinal analysis of information quality on the platform 

based on more than 18 billion tweets revealed a distinct 

breakpoint in information quality from the change in own-

ership onward. Whereas information quality, measured 

by NewsGuard scores, had gradually increased on the 

platform in the eight months preceding the acquisition, a 

sharp decline ensued in the following five months [338]. 

This pattern has been independently confirmed by another 

team of researchers [339].

In a similar fashion, a new study (not yet peer-reviewed) 

showns that the Facebook algorithm decreased news 

31	https://www.europarl.europa.eu/news/en/agenda/briefing/2025-10-06/3/promoting-and-protecting-d igital-sovereignty-in-the-eu
32	https://commission.europa.eu/topics/eu-competitiveness/draghi-report_en

visibility between 2021 - 2024 [340]. Reactions to news 

declined by 78% during that time, with a parallel increase 

in reactions to non-news pages, indicating targeted sup-

pression of news visibility. When Facebook ended the 

down-ranking of political content in January 2025, engage-

ment with news again increased but only for low- and 

medium-quality outlets [340]. Taken with the evidence that 

platform algorithms increase toxicity and create fractured 

realities (Chapter 2), this decrease in information quality 

will likely have a direct effect on the ability of the public 

and individual citizens to make informed decisions.

Beyond the effect of the quality and diversity of information 

as a challenge for democratic discourse, an even more 

important aspect for sovereignty may be the tilting of the 

playing field in one specific political direction. In Europe, 

X has been implicated in boosting far-right content, and 

French prosecutors launched a criminal investigation into X in 

© Image: iStock
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Digital legislation and freedom of expression

Existing EU legislation has sought to balance competing demands for freedom of expression or speech and 

protection against harms such as child exploitation. For example, the DSA empowers users to object to content 

moderation decisions made by platforms, thus protecting the public against arbitrary platform decisions defend-

ing freedom of expression in the EU. Since the DSA came into force, 30% of 165 million content moderation 

decisions that users appealed through the platforms’ internal mechanisms have been reversed and the platforms 

restored the content.a

At the same time, the DSA mandates that platforms take down illegal content, such as scams and markets for 

illegal goods. This necessarily creates a heterogeneous enforcement landscape and it is possible that an expansive 

definition of “illegal content” may lead to potential encroachment on freedom of expression [344].

The DSA requires platforms to file annual systemic risk assessments of their operations and how they might impact 

democracy, especially with regard to the exercise of fundamental rights and the public health and security of Euro-

pean citizens. The risk assessments reveal that the platforms are aware of the implications of their algorithms, 

with Bing, X, Snapchat, and TikTok all highlighting the risks of echo chambers, illegal content and hate speech in 

their reports.b

Overall, survey evidence from Europe and the United States consistently shows majority approval for platform inter-

ventions against misinformation and harmful content [204, 345, 206]. Approval is high even for restrictive measures 

such as content removal and account suspensions crosses ideological lines, though support is stronger among 

left-leaning respondents. The consistent finding is that citizens are not categorically opposed to speech restrictions 

online; rather, they support interventions that are seen to be effective, proportionate, and fairly implemented. This 

aligns with expert views that emphasize transparency, contestability, and due process rather than categorical bans, 

helping to ensure that content restrictions are proportionate to the potential harms [346, 347, 348].

a 	https://digital-strategy.ec.europa.eu/news/two-years-digital-services-act-allows-50-million-content-moderation-decisions-plat�-
forms-be-reversed

b 	https://cdn.table.media/assets/europe/first_article_352_dsa_report_on_systemic_risks_and_mitigations_final_ddxkzxhwga8vftt-
j3unr0mgkwqvk_121707.pdf

July 2025 over allegations that X manipulated its algorithm 

for the purposes of “foreign interference” in elections.33 X 

has so far refused to comply with prosecutors’ requests for 

data, claiming the prosecution is politically motivated [341]. 

During the 2025 German election, the owner of X used his 

platform to interview and actively promote the leader of a 

far-right party [342]. An analysis by the Potsdamer Social 

Media Monitor for the German Bertelsman Foundation (not 

peer-reviewed) shows that during the German Election 2025, 

the AfD received the most visibility on X and TikTok (e.g. 50% 

of all suggested content was AfD related, relative to 15% 

for the second most suggested party CDU/CSU). The authors 

claim that the outsized exposure cannot be explained by 

social media strategies (such as using emotions) which they 

33 https://www.politico.eu/article/france-opens-criminal-probe-into-x-for-algorithm-manipulation/

found to be common across parties [343]. These findings 

were replicated in another study which showed that the X 

algorithm disproportionately amplified content by extreme 

parties [103].

These data and examples reveal the power of corporations 

over the information diet of the European (and global) pop-

ulation, and by implication the political system as a whole. 

4.2.2	 Online platforms as part  
of the hybrid threat agenda

The actions of big platforms are not only of concern in their 

own right but may have additional downstream conse-

quences. Digital technologies are now used by governments 

https://digital-strategy.ec.europa.eu/news/two-years-digital-services-act-allows-50-million-content-
https://digital-strategy.ec.europa.eu/news/two-years-digital-services-act-allows-50-million-content-
https://cdn.table.media/assets/europe/first_article_352_dsa_report_on_systemic_risks_and_mitigations_final_ddxkzxhwga8vftj3unr0mgkwqvk_121707.pdf
https://cdn.table.media/assets/europe/first_article_352_dsa_report_on_systemic_risks_and_mitigations_final_ddxkzxhwga8vftj3unr0mgkwqvk_121707.pdf
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Hybrid threats and the German federal 
election in 2025

A recent analysis of FIMI in the 2025 German election 

identified most hybrid strategies [356]:

•	 focus on divisive issues (e.g., migration, 

Ukraine)

•	 involve widespread use of AI-generated mate-

rial (e.g., deepfakes) and impersonation of 

institutions to capture credibility

•	 include misconduct by local actors (e.g., by 

far-right party)

•	 involve foreign state influence (e.g., RT main-

tained influence despite sanctions)

•	 weak or lacking enforcement by platforms and 

regulators

and non-state actors within and from outside the EU 

to repress rights and freedoms of citizens [349]. Some 

scholars suggest that society has entered the third age of 

digital authoritarianism [350], where the online information 

space is actively used by authoritarian forces to shape 

the narrative and public discussion in their favour [349]. 

In so far as few social media platforms and companies 

dominate the information environment, as well as the 

advertising market that thrives on surveillance capitalism, 

this dependence is not only an issue for EU competitiveness 

but also for its security because sensitive data about EU 

users is often available to those actors [351].

Hostile state and non-state actors try to undermine democ-

racies in the European Union and elsewhere by exploiting 

weaknesses in a wide range of domains, with the digi-

tal dimension being essential [352, 353]. Social media 

platforms and, increasingly, AI Chatbots [354] allow new 

means to sap democratic societies’ stability by providing 

digital highways for foreign and domestic information 

manipulation and interference. The strategies include the 

strategic use of fake social media accounts and social 

media algorithms to evoke nostalgia and “anti-elite” sen-

timent, thereby preparing the ground for further public 

opinion shifts [355].

34	https://edmo.eu/blog/algorithmic-influence-on-elections-insights-from-romanias-case-study/ 
https://www.sgdsn.gouv.fr/files/2025-02/20250204_VIGINUM_Rapport%20public_Elections_Roumanie_r isques_France_ROU.pdf  
https://tinyurl.com/bp6kwwv7

Platforms are carriers of other information threats for 

democratic resilience. External actors, such as coordinated 

propaganda networks, can manipulate these same systems 

from the outside. By engaging in what is often called “coor-

dinated inauthentic behaviour,” they create and manage 

multiple fake or semi-automated accounts that act in a 

synchronized way to simulate genuine mass engagement 

[357]. This artificial activity can deceive algorithms into 

amplifying the targeted content, inflating its visibility and 

creating the illusion of widespread support. (See Chapter 

2 for more detail.)

Empirical evidence suggests that, thus far, the direct influ-

ence of coordinated inauthentic accounts remains limited 

in scale [358]. However, evidence collected by several 

organisations on the Romanian elections in 2024/25 sug-

gests foreign actors can blend active FIMI operations via 

popular non-EU platforms (Facebook, TikTok) by exploiting 

the algorithms’ tendency for emotional and toxic content, 

the platforms’ negligence in applying the laws on political 

advertising and transparency, bot networks, and hired 

influencers to harness real and imagined grievances of 

citizens.34 Foreign and coordinated interference thus war-

rants careful monitoring and capabilities [359], not only 

from the perspective of fighting disinformation, but even 

more so because of the lack of platforms’ compliance and 

their algorithms’ enabling of campaigns against established 

democratic institutions.

4.2.3	 The need for action now

The goal of digital autonomy is becoming more pressing.

AI is becoming increasingly integral to online media and 

the way citizens get information about politics and public 

administration (see also Chapter 2). While AI has been 

shown to potentially have positive effects for political 

knowledge [360, 361], and satisfaction with public admin-

istration [362], reliance on non-European-owned companies 

may reduce democratic resilience because of their estab-

lished political biases and their susceptibility to information 

manipulation and exploitation due to foreign control [363]. 

To illustrate, in November 2023, the platform X integrated 

an AI “chatbot” known as Grok. Grok has been reported to 

communicate antisemitic tropes, praise Adolf Hitler, and 

https://edmo.eu/blog/algorithmic-influence-on-elections-insights-from-romanias-case-study/
https://www.sgdsn.gouv.fr/files/2025-02/20250204_VIGINUM_Rapport%20public_Elections_Roumanie_risques_France_ROU.pdf
https://tinyurl.com/bp6kwwv7
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question the extent of the Holocaust [364]. Furthermore, 

in October 2025, the same company developing Grok pub-

lished the “Grokipedia”, described as an AI-based alternative 

to Wikipedia without “wokeness”. Grokipedia is reported 

to have a strong political slant to the far right [365, 366].

This does not mean that AI use for information is per se 

negative. For example, a recent preprint showed that fact-

checks elicited on X by querying two alternative LLMs, Grok 

and Perplexity, are of sufficient accuracy to be valuable, 

even though neither model matches performance of profes-

sional fact checkers [367]. A further strength of AI can be 

to curate large amounts of information to the public, as is 

done in Grokipedia, which goes beyond what humans may 

be able to provide in a reasonable time frames. However, 

AI replaces deliberation with automation35, which becomes 

a problem if it is in the hand of only one person or corpo-

ration and not responsive to counterclaims. As mentioned 

in Chapter 2, the digital world is an engineered space, and 

the system will only be truly democratic and efficient if 

the large-scale AI content suggestions are embedded in 

democratic deliberation for verification.

35 https://www.reneediresta.com/source-wars-and-bespoke-realities-wikipedia-grokipedia-and-the-b attle-for-truth/
36 https://www.computerweekly.com/opinion/Microsofts-ICC-email-block-reignites-European-data-sov ereignty-concerns
37 https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/news/interna tional-criminal-court-invests-open-in�-

frastructure	
38 https://www.euro-stack.info/docs/EuroStack_2025.pdf

4.3	HOW?
Achieving digital autonomy is a massive undertaking that 

goes far beyond a single silver bullet, requiring investment 

in a multitude of physical and digital infrastructures. This 

infrastructure may be largely invisible to the public but is 

currently not under European control even if installations 

are nominally based in the EU. A lot of digital traffic runs 

through the US [368, 369], often giving the US technical 

and legal authority over data regardless of data storage 

location with the US CLOUD act (Clarifying Lawful Overseas 

Use of Data Act; H.R. 4943) and the Foreign Intelligence 

Surveillance Act [370, 371]. To illustrate, in 2025, Microsoft 

disabled the email accounts of the chief prosecutor of the 

International Criminal Court (ICC), Karim Khan, and his staff 

in connection with US government sanctions against the 

ICC.36 Thus, products sold by US-based entities, even if 

contracts stipulate sovereignty, still fall under jurisdiction 

outside of the EU that, de facto, overrides EU legislation 

(e.g., GDPR). In response, the ICC has switched to the 

Open source OpenDesk, a move improving their digital 

sovereignty.37

A careful unpacking of the high-level concept of digital 

sovereignty and autonomy, including discussions about 

the expected changes in power-relationships, is required 

in the near future [334]. There is currently a risk that an 

increased push for digital sovereignty at the technology 

layer may result in a missed opportunity for a better dem-

ocratic framework and might replicate a European version 

of the same problems, especially if business models are 

not aligned with democracy.

4.3.1	 European digital infrastructure

There are several partially competing and partially comple-

mentary ideas developed for achieving digital autonomy 

for the EU while also safeguarding democratic debate. 

One example is the EuroStack initiative: an initiative for 

Europe on digital sovereignty and a larger role in the global 

digital economy in line with democratic principles.38 Other 

approaches in the EU include the Digital Commons Euro-

pean Digital Infrastructure Consortium (DC-EDIC), a new 

https://www.reneediresta.com/source-wars-and-bespoke-realities-wikipedia-grokipedia-and-the-b attle-
https://www.computerweekly.com/opinion/Microsofts-ICC-email-block-reignites-European-data-sovereignty-concerns
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/news/international-criminal-court-invests-open-infrastructure
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/news/international-criminal-court-invests-open-infrastructure
https://www.euro-stack.info/docs/EuroStack_2025.pdf
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instrument to jointly develop, deploy and operate cross-bor-

der digital infrastructures with dedicated governance, like 

the CitiVERSE39 This initiative is underpinned by a layered 

model that acknowledges the entire value chain of digital 

technologies, from the extraction of critical raw materials, 

via chip production and infrastructure development, all 

the way to sophisticated applications of AI for the com-

mon good. By putting in place and using a “digital stack” 

based on European rights, principles and values, and using 

competences within the continent, the EuroStack initiative 

seeks the development of technologies that “do no harm 

and fundamentally strengthen democracy”.

Additionally, although the inclusion of ethical principles, 

and values in model and system design is a commendable 

goal, those values can differ considerably between different 

actors—as exemplified by the recently published Ameri-

can AI Action Plan,40 as compared to European AI policy,41 

requiring more work to better align these principles (see 

for example the discussion on “openness” in the context 

of AI in [372]).

39 https://digital-strategy.ec.europa.eu/en/news/commission-launch-digital-commons-edic-support-s overeign-european-digital-infrastruc�-
ture-and

40 https://www.ai.gov/action-plan
41 https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
42 https://digital-strategy.ec.europa.eu/en/policies/data-governance-act
43 https://digital-strategy.ec.europa.eu/en/policies/data-union
44 https://single-market-economy.ec.europa.eu/single-market/public-procurement/digital-procurement/public-procurement-data-space-ppds_en
45 https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/new-push-european-democ racy/conference-future-europe_en

It also matters how new systems are implemented and 

scrutinised; for example, calling for Open Source software 

does not define the governance structure including the 

involvement of stakeholders in software development 

and deployment in a democratic way. Research on inclu-

sive data governance does provide parts of the required 

insights [373], but there is a lack of systemic approaches 

(building on different models of democracy) to ensure true 

human-centricity, as well as a lack of economic incentives 

for widespread adoption. For example., the EU Data Gov-

ernance Act42 and Data Union Strategy43 are designed to 

promote individual data empowerment, build trust and 

stimulate innovation in this field.

But above all, the business model will still influence tech-

nology development since profit maximisation will push 

technology in interaction with human cognition to deliver 

what is optimised. In the attention economy, this is atten-

tion, with all the negative side effects mentioned in the 

previous chapters. To avoid those negative effects, sov-

ereign solutions also require a business model change.

Public administration and governance play an important 

role in the progress towards EU digital resilience. The 

public sector should demonstrate leadership by example, 

aligning institutional practices with the EU’s vision for 

technological autonomy by investing in development and 

use of sovereign technologies.

Simultaneously, public procurement needs to facilitate this 

new way of running public administration and governments 

and favour EU-owned systems and infrastructures. Pub-

lic procurement represents €2 trillion (around 13.6% of 

GDP)44—an important lever in advancing digital autonomy. 

This might include centralised purchases and solution pro-

visions for re-use (at higher levels of public administration), 

open-source, interoperability, but also the clustering of 

purchases on the same level of administration (within or 

across borders). One such idea could be the re-use of the 

Citizens’ Engagement Platform used for the Conference 

on the Future of Europe (CoFE)45.

“The push for digital 
sovereignty should 
exploit the opportunity 
for new business models 
that are more aligned 
with democracy.”

https://digital-strategy.ec.europa.eu/en/news/commission-launch-digital-commons-edic-support-s overe
https://digital-strategy.ec.europa.eu/en/news/commission-launch-digital-commons-edic-support-s overe
https://www.ai.gov/action-plan
https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
https://digital-strategy.ec.europa.eu/en/policies/data-governance-act
https://digital-strategy.ec.europa.eu/en/policies/data-union
https://single-market-economy.ec.europa.eu/single-market/public-procurement/digital-procurement/public-procurement-data-space-ppds_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/new-push-european-democracy/conference-future-europe_en
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Communicating (with and without digital tools) in a timely 

manner and offering possibilities for engagement are 

central to such novel approaches to re-enforce democratic 

governance processes [374].

4.3.2	 Supporting decentralised 
information architectures

At present, many public institutions, including at EU level, 

are primarily active on the same social media platforms 

that do not seem to be aligned with EU values and are 

vulnerable to coordinated misinformation campaigns. This 

creates an undesirable lock-in effect for the public who want 

to legitimately know what their governments are doing. The 

development of healthier public spaces should be supported 

by ensuring that public bodies are present on other platforms 

as well. For example, the EU could invest in tools that allow 

public communicators at all governance levels to easily 

cross-post information on all social media platforms (e.g., 

Fedica.com). Whereas currently, communicators often focus 

on the biggest platforms based on concerns of reach46 and 

efficiency, having low cost and easy-to-use cross posting 

would reduce lock-in effects for users, and at the same 

time give a boost for start-ups with different business 

and governance models by posting valuable content. This 

measure would also counteract the increasing reality of 

echo-platforms, as discussed in Chapter 2.

46 This is even more important given that impression numbers on some of the big platforms are artificially boosted by those same com-
panies, see https://www.cnbc.com/2021/02/18/facebook-knew-ad-metrics-were-inflate d-but-ignored-the-problem-lawsuit-claims.html.

47 https://www.eurosky.social/
48 ibid
49 ibid

Furthermore, supporting decentralised, protocol-based 

social media such as the ATmosphere (used inter alia by 

BlueSky) and the FediVerse (used inter alia by Mastodon) 

may help reduce the impact of foreign control and biases 

in their algorithms. These decentralised approaches are 

not just new platforms but rather apps running on open-

source protocols that, by design, cannot be fully shut down 

or centrally controlled. Moreover, apps on these protocols 

cannot achieve (full) social lock-in, thereby giving users 

greater sovereignty and incentivising app developers to 

align with their users’ well-being. They do not just replace 

incumbent businesses with new ones, but they also change 

the way social media environments could be governed. 

The most important part of these protocols is that they 

are permission-less; there is not one owner of the content 

created and thus no dominant owner that may have to be 

regulated. Because of this feature, decentralised platforms 

circumvent the dominant market power of big platforms 

which combine their various services with providing content, 

thus preventing competition over “middleware”. For exam-

ple, middleware can consist of independent fact-checking 

services for content views, the choice over tailored personal 

feeds, or filters adjusting shopping website search results 

to prefer domestically produced, sustainable or human-

rights certified products [375].

These alternative protocol-based social media apps may 

offer new innovation spaces for EU entrepreneurs and 

innovators for middleware and interoperability (see also 

Chapter 3), but it will also require careful management 

of potential threats to data security and privacy [376]. 

However, existing platforms hold natural monopolies due 

to multiple network effects (see Chapter 3). Monetisation 

and incentive structures for participants in decentralised 

systems are complex. They require support and guidance 

to grow alternatives and create positive momentum for 

switching for citizens.

One such effort involves Eurosky47 which “is a public-inter-

est infrastructure project that puts control in the hands of 

users, businesses, and European society,”48 based on the 

realization that “a sovereign continent cannot outsource its 

public communications layer.”49 Eurosky seeks to combine 

“At present, many public 
institutions, including at 
EU level, are primarily 
active on the same social 
media platforms that do 
not seem to be aligned 
with EU values and are 
vulnerable to coordinated 
misinformation 
campaigns.” 

https://www.cnbc.com/2021/02/18/facebook-knew-ad-metrics-were-inflated-but-ignored-the-problem-lawsuit-claims.html
https://www.eurosky.social/
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“European cloud infrastructure with open standards and 

democratic governance”,50 to create “a new ecosystem 

where innovation thrives, moderation is transparent, and 

no single company or country can dictate the rules.”51This 

effort is the type of initiative that can help establish Euro-

pean digital autonomy and sovereignty and is worthy of 

strong support by the EU.

4.3.3	 Supporting European AI based  
on EU Values

Political parties and candidates increasingly use AI for the 

creation of campaign collateral—this includes positive 

messages as well as AI-generated negative collateral 

disparaging their opponents [377]. A recent study exam-

ining 215 incidents in 50 democratic countries that held 

national elections in 2024 found that 80 percent had some 

sort of “incident”—defined as “instances of political GenAI 

usage”—involving generative AI [378].

Exploration of the full impact of AI on society is beyond 

the scope of the present report [379]. Other research deals 

more in-depth with the outlook and regulation of genAI 

in the EU [380, 381]. This report limits input on providing 

a rationale of a sovereign European approach to AI that 

would help safeguard democratic principles.

•	 A number of scientists have mobilized against the 

uncritical roll-out, adoption and use of AI in aca-

demia, highlighting the hubris, hype and dangers 

of pursuing fundamentally changing technology 

without fully understanding it [382].

•	 Heed lessons from the regulation of social media. 

Initial academic warnings about social media were 

largely ignored and regulation postponed until soci-

etal impact became widespread [383, 384].

•	 Insist on transparent and ethical use of data that 

respects copyright and avoids exploitation.52 The 

recent LLM released by the Swiss Federal Institute 

of Technology

•	 [385] provides an example of ethical and trans-

parent AI.53

•	 In December 2025, the #EuroLLM consortium 

50 ibid
51 ibid
52 https://www.theguardian.com/technology/article/2024/jul/06/mercy-anita-african-workers-ai-artificial-intelligence-exploitation-feed�-

ing-machine
53 https://www.swissinfo.ch/eng/swiss-ai/fact-and-fiction-about-the-swiss-ai-model-apertus/90110034
54 https://www.centralesupelec.fr/en/news/Sortie-d%E2%80%99EuroLLM-22B

released EuroLLM-22B, a large, fully open-source 

language model trained in Europe and covering all 24 

official languages of the European Union. The model 

was trained from scratch and on a European corpus.

Assuming it lives up to its considerable promise, this model 

deserves to be supported by the EU.54

•	 Thoroughly test and enforce guardrails against gen-

eration of problematic content (e.g., hate speech). 

Current LLMs offer too little protection against cir-

cumventing of guardrails [386].

•	 Proper benchmarking of AI models that focuses on 

broader societal issues and not just technological 

ability [387].

On balance, this report does see great potential for AI 

in many dimensions of democracy, be it for information 

generation, synthesis, transparency, enabling personalisa-

tion of civic engagement or amplification of marginalised 

voices. But, at the same time, AI also enables or amplifies 

existing risks through increased potential for spreading 

disinformation at scale, deepening societal polarisation 

from excessive personalisation, enabling mass surveillance, 

reinforcing algorithmic bias, and eroding trust in institutions 

via opaque decision-making.

https://www.theguardian.com/technology/article/2024/jul/06/mercy-anita-african-workers-ai-artificial-intelligence-exploitation-feeding-machine
https://www.theguardian.com/technology/article/2024/jul/06/mercy-anita-african-workers-ai-artificial-intelligence-exploitation-feeding-machine
https://www.swissinfo.ch/eng/swiss-ai/fact-and-fiction-about-the-swiss-ai-model-apertus/90110034
https://www.centralesupelec.fr/en/news/Sortie-d%E2%80%99EuroLLM-22B
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5 

 CONCLUSIONS

The digital information environment—notwithstanding its numerous promises—is 

increasingly becoming a battleground for information integrity, marked by geo-

political tensions, and the manipulation of human cognition through engage-

ment-based business models. The development of a fantasy-industrial complex, 

the fracturing of reality, and the erosion of trust in democratic institutions are 

pressing challenges that threaten democracy and society itself. In this constantly 

evolving global environment, the EU stands as one of most important entities 

capable of taking decisive action to foster a healthy information ecosystem while 

preserving citizens’ digital autonomy.

The EU’s unique position as a champion of democratic values and human rights, 

encapsulated by the “Brussels effect” [388], places it at the forefront of addressing 

these challenges. The current information environment is dominated by foreign-con-

trolled digital infrastructures and platforms that prioritise engagement and profit 

over the dissemination of accurate information or the well-being of its users.

The need for action is widely recognized within the expert community as well, 

echoing the main points of this report. In collaboration with the authors of this 

report, the International Panel for the Information Environment (IPIE) conducted 

an expert survey (in August /September 2025) that queried their views on the 

desirability and likelihood of current and future information scenarios. The sce-

narios were developed during an expert foresight analysis in 2020 [reported in 

24]; see Figure 5.1.

The consensus among experts on the desirability of the scenarios is striking 

(textbox in Figure 5.1): the “global cutting edge” scenario is identified as most 

desirable, whereas the “struggle for information supremacy” scenario is almost 

universally rejected.

A similar consensus emerged when experts considered the present applicability 

of the scenarios and their future likelihood. The scatterplot in Figure 5.1 shows 

the responses for all scenarios, where scenarios further to the right were judged 

to be more prevalent now, and those further to the top were judged to become 
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Figure 5.1: Possible future scenarios developed during an expert elicitation in 2020 (on the left) and expert views on 
their present prevalence and future likelihood (right). The scatterplot shows responses to questions about the extent 
to which the scenario “reflects elements of the current situation in Europe” (X-axis) and “the probability that the sce-
nario will come true by 2035” (Y-axis) on a scale from 0-100 (n = 201).

Scenarios

 �Struggle for information supremacy: assumes that the future European information space will be marked by high degrees 
of conflict and economic concentration. The EU is struggling to keep at least some degree of coherence in the European 
information space. Less than 3% of experts considered this to be beneficial for society. 

 �Resilient disorder: the EU has fostered a competitive, dynamic and decentralised information space with strong international 
interdependence, but is facing continuous threats from sophisticated disinformation campaigns and cyberattacks. Seen by 
25% as beneficial for society. 
 �Harmonic divergence: assumes a world in which strong regulatory differences and economic protectionism between 
national and regional actors have resulted in a fractured, but not entirely conflictual, global information space. Seen by 
60% as beneficial for society. 
 �Global cutting edge: foresees a world in which societal and geopolitical conflict have been reduced significantly, while 
high degrees of competition and innovation have led to the emergence of a dynamic, global information space. More than 
90% of experts consider this as beneficial for society.

Source: Own elaboration
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more likely in the future. The contrast between experts’ 

evaluation of desirability for society and prognoses of 

likelihood is striking. The most desirable scenario, “global 

cutting edge”, is considered to be the least likely to mate-

rialize. By contrast, the least desirable scenario, “struggle 

for information supremacy”, is identified as the prevailing 

present state as well as the most likely future.

The experts were also asked to indicate in their own words 

“What are the most urgent actions that the EU should 

take?” The free-text responses were analysed with the aid 

of an LLM. Figure 5.2 summarizes the results. Antitrust 

enforcement and digital sovereignty were cited specifi-

cally by 18% of the experts, and most of the other top 

choices tacitly entail the need for sovereignty or stronger 

enforcement of existing rules: platform and AI regulation 

(cited by 25% of experts), and enforcement of EU digital 

laws (18%) go hand in glove with sovereignty.

The need for digital sovereignty is not an additional layer of 

policy intervention, but the enabling condition for all existing 

and the proposed new interventions on platforms, business 

models, and information integrity developed in the previous 

chapters. Digital autonomy is a necessary condition for dem-

ocratic survival rather than a desirable but non-essential goal.

By taking a leading role, the EU can set a global standard for 

democratic resilience in digital information spaces, ensuring 

that technological advancements serve the interests of citizens 

rather than a few powerful individuals in a winner-take-all 

competition. Solely focusing on winning the technological 

competition is not an answer to challenges to democracy.

The use of the ”minimal viable evidence” for the digital 

information space also requires faster research and policy 

evaluation cycles. These could be addressed in a CERN for 

digital information environments that investigates alter-

natives to the currently dominating social media, AI and 

virtual worlds models. One important dimension of this is 

the investigation of alternative algorithms and markets for 

algorithms. Creating thriving markets for those algorithms 

by mandating interoperability or data rights would create 

a whole new strand of innovation where Europe could be 

regaining ground.

In conclusion, the challenges outlined in this report under-

score the urgent need for the EU to demonstrate leadership 

in building digital democratic resilience and information 

integrity. Through strategic interventions and a commit-

ment to democratic principles, the EU can navigate the 

complexities of the digital age and create an information 

landscape that supports a consensual yet plural under-

standing of reality. The time for action is now, and the EU 

must rise to the occasion.

Digital platform and AI system regulation

Combat disinformation and support quality media

Strengthen EU unity and counter anti−democratic threats

Antitrust enforcement and digital sovereignty

Enforce EU digital laws (DSA, DMA, GDPR, AI act)

European tech innovation and economic competitiveness

Research funding and data access for academia

Protect citizens: privacy, safety, and social equity

Build trust in democratic institutions

Digital and media literacy education

5 10 15
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20
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22%

21%

18%

18%

17%

16%

13%

11%

11%

250

Figure 5.2: Expert views on the most urgent actions for the EU to undertake. DSA refers to Digital Services Act  

(EU 2022/2065). DMA refers to Digital Market Act (EU 2022/1925). GDPR refers to General Data Protection Regulation 

(EU 2016/679 ), and AI act EU 2024/1689.

Source: Own elaboration
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