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Subject :

Review of the Regulatory Framework for electronic communications
networks and services

Proposal for a Directive of the European Parliament and of the Council amending
Directive 2002/22/EC on universal service and users' rights relating to electronic
communications networks, Directive 2002/58/EC concerning the processing of
personal data and the protection of privacy in the electronic communications
sector and Regulation (EC) No 2006/2004 on consumer protection cooperation

- Preparation of the next informal trialogue

Delegations will find attached the compromise proposals from the Presidency in view of Coreper on

21 April 2009.
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Outstanding issues
CITIZENS RIGHTS DIRECTIVE

COREPER I — 21 April 2009

ANNEX

Presidency proposal following
COREPER 7 April 2009

EP proposal

Presidency compromise proposal
21 April 2009

ePRIVACY DIRECTIVE

Art. 5(3)

Art. 5(3)

Art. 5(3)

3. Member States shall ensure that the storing of
information, or gaining access to information
already stored in the terminal equipment of a
subscriber or user is only allowed on condition
that the subscriber or user concerned has-given
his/} : _whie! be given.|

 usine.tl . : ol
another-applicationafter-having-been is provided

with clear and comprehensive information in

3. Member States shall ensure that the storing of
information, or gaining access to information
already stored in the terminal equipment of a
subscriber or user is only allowed on condition
that the subscriber or user concerned is provided
with clear and comprehensive information in
accordance with Directive 95/46/EC, inter alia
about the purposes of the processing and is

offered the right to refuse such processing by the

3. Member States shall ensure that the storing of
information, or gaining access to information
already stored in the terminal equipment of a
subscriber or user is only allowed on condition
that the subscriber or user concerned is provided
with clear and comprehensive information in
accordance with Directive 95/46/EC, inter alia
about the purposes of the processing and is

offered the right to refuse such processing by the
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accordance with Directive 95/46/EC, inter alia
about the purposes of the processing and is

offered the right to refuse such processing by the

data controller.

When storing information in the terminal
equipment of a subscriber or user on which there
was no information already stored by the data
controller, the data controller shall display or
send an appropriate information message. This
information message shall be easily noticeable by
the subscriber or user and shall describe the
processing and its purposes and inform of the

possibility to refuse such processing.

This shall not prevent any technical storage or
access for the sole purpose of carrying out or
facilitate the transmission of a communication
over an electronic communications network, or as
strictly necessary in order to-provide for the

provider of an information society service

data controller.

When storing information in the terminal
equipment of a subscriber or user on which there
was no information already stored by the data
controller, the data controller shall display or
send an appropriate information message. This
information message shall be remain easily
noticeable by the subscriber or user and shall
describe the processing and its purposes and
inform of the possibility to refuse such

processing.

This shall not prevent any technical storage or
access for the sole purpose of carrying out e
facilitate the transmission of a communication
over an electronic communications network, or as
strictly necessary in order for the provider of an

information society service explicitly requested

data controller.

When storing information in the terminal
equipment of a subscriber or user on which there
was no information already stored by the data
controller, the data controller shall display or
send an appropriate information message. This
information message shall-be_remain easily
noticeable by the subscriber or user and shall
describe the processing and its purposes and
inform of the possibility to refuse such

processing

This shall not prevent any technical storage or
access for the sole purpose of carrying out e
facilitate the transmission of a communication
over an electronic communications network, or as
strictly necessary in order for the provider of an

information society service explicitly requested
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explicitly requested by the subscriber or user to

provide the service.

by the subscriber or user to provide the service.

by the subscriber or user to provide the service.

Recital 52a

Recital 52a

Recital 52a

(52a) Third parties may desire to store

information on the equipment of a user, or

gain access to information already stored, for

a number of purposes, ranging from the

legitimate (e.g. certain types of cookies) to

those involving unwarranted intrusion into the

private sphere (e.g. spyware or viruses). It is

therefore of paramount importance that users

are provided with clear and comprehensive

information when engaging in any activity

which could result in such storage or gaining

of access. The methods of giving information

and offering the right to refuse should be

made as user-friendly as possible. An

exception to the obligation to provide

information and offering the right to refuse

should be limited to those situations where the

technical storage or access is necessary for the
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legitimate purpose of enabling the use of a
specific service. Such-an-exceptionis-however
ctifiod wi I I

I F v facilitati I
iscion. Wi . haicall bl

browser-or-otherapplication- The enforcement
of these requirements should be made more

effective by way of the enhanced powers

granted to the relevant national authorities

under Article 15a of this Directive.

Art. 6(7)

Art. 6(7)

Art. 6(7)

recital

The processing of traffic data for the purpose of
ensuring network and information security,
including ensuring the availability, authenticity,
integrity and confidentiality of stored or

transmitted data, by providers of security services

recital

The processing of traffic data as strictly
necessary for the purpose of ensuring network
and information security, i.e. the ability of a

network or an information system to resist, at

recital

The processing of traffic data as strictly
necessary for the purpose of ensuring network
and information security, i.e. the ability of a

network or an information system to resist, at

a given level of confidence, accidental events

a given level of confidence, accidental events
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when acting as data controllers would, under
normal circumstances, be considered to be for the
legitimate interest of the data controller within
the meaning of Article 7(f) of Directive
95/46/EC. This could, for example, include
preventing unauthorised access to electronic
communications networks and malicious code
distribution and stopping denial of service attacks
and damages to computer and electronic

communication systems.

or unlawful or malicious actions that

compromise the availability, authenticity,

integrity and confidentiality of stored or

transmitted data and the related services

offered by or accessible via these networks and

or unlawful or malicious actions that

compromise the availability, authenticity,

integrity and confidentiality of stored or

transmitted data and the related services

offered by or accessible via these networks and

systems including ensuring the availability,

henticity| . | fidontiality of
stored-or-transmitted-data, by providers of
security services when acting as data controllers

idored to be for the leaiti : ”

data-controlerwithin-the-meaning-of is subject
to Article 7(f) of Directive 95/46/EC. This could,
for example, include preventing unauthorised
access to electronic communications networks
and malicious code distribution and stopping
denial of service attacks and damages to

computer and electronic communication systems.

systems including ensuring the availability,
henticity| . | fidontiality of

stored-or-transmitted-data, by providers of

security technologies and services when acting

as data controllers weuld-undernormal

leiti .  the d " ithi

the-meaning-of is subject to Article 7(f) of
Directive 95/46/EC. This could, for example,

include preventing unauthorised access to

electronic communications networks and
malicious code distribution and stopping denial
of service attacks and damages to computer and

electronic communication systems.
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